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Objectives & ‘ Setting objectives, tone, policies, risk appetite
Risk Appetite and accountabilities. Monitoring performance.

Enterprise Risk
Key linkage Management

Risk Response Identifying and assessing risks that may affect the ability to
& Control achieve objectives and determiningrisk response strategies
Activities and control activities.

Compliance

Audit Committee

Operating in accordance with objectives and ensuring
adherence with laws and regulations, internal policies and
procedures, and stakeholder commitments.
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4.1 anudssdunsuflifau (Operational Risk)

o 4 a va . . I N o Y a a v
AMULE 89A1UNITURUA U (Operational Risk) An AMuLE 897 vl AnAI M E 880U
1H1991131NN5AIANTTANAUARANINITNR Y3BVINTITUNAUIALUBIANT kALVIANITAIUANGLATILNNNZEY
lagerafgrtesiunszuiumsuiinunieluy au (3 mia yaraniguen ¥3egnAn) SEUVIU Y30
m&;msaﬂmauaﬂ FIAINANTTNURBNITANIUNUVDIAUNIY
) 14 a wva (% = L3 a . ~ a dy
ANULEgInUNSURURNY Spseumaudannnisalainuidenie (Loss Incidents) fionaiindu
Weosnmsaidunuiianainuesiuiesu Business Unit) Ta 9 Tudninaunazamnsaindulanunis
Ufuiaulunnszautu wenaintl anudssnnunisufiRnuiintuiuniisnunils 9198wmanseny
' Y a = | ' a oAl o T A o & o | '
wagnelminANudsmsLAnienudy 9 sowllosiulula delu Fedlanudndunlunsazniisnuues
d1UinudadsEuuNsUIMIIANNEsIRIUN1SURURMUNIUsEANS A NLas s Ui UaN1IEwIRE oL

Tumsaiiugsia iWeliduladdninnuanusadamsanudssinunsujifauls wazanaiugyde

o A

Tieglusyiuamiian

4.2 VIR NUFBIRIUNITURUANY aunsaduunle o Ussian fell
4.2.1. ANAEB9RINNT593302018TU (Internal fraud) Wuanudssiiinainnisyasaves

yarangludiney ielinauselesinintuainnisnasaaenaannuinINieavaenues
4.2.2. AAEBIRINN15YR3ININATBUBN (External fraud) 1upnuidesdivinainnisyase
YaayAranIeuen winaliinanudsmelnenswodiinau

4.2.3. AMULEH 89311N11931997U kazauUasansluaa un UUaeu (Employment

=

practices and workplace safety) A11ULE 8991AN1TIIIUFINITALAAT UIINATLUIUNITAS 9
AeIfun1s999 1wy M3deameuuny nsufURseduinfiog1aldidusssy 1Wudu dsenaneliina
n1sanean N1sHesses nsennenuUsenele wagdmsumnudasadeluaniunujumam winlid
NsMuANIRTN1SNTSNwIANuUaenislun1su iRy visenisaruauan niIndeulunsufuimaum
Liiiaane orvdmansznudogun eI g suliesunainlsads wislasuuinidvaingURmedu
'ﬂl a wa 2
\Wewnannsuinaule

4.2.4. AUHEINANAT HERANIN wazdSUJURTuASANTNGIAA (Clients, Products and

a wa

Business practices) tJuanudesiiiintuainisuguatunisdniugsia nssuiunisesnwuuimmn

AIUUIIMIANULEDS

dinnuiauiguIandTa (a9Fn1suMTL)



A a = 1% a wa
QN@U?VW??‘IQWNLﬁENW']Uﬂ'ﬁ‘UQ‘UWQ']u A-9

wAnAu wagmsiinfedoyagnindilivanzay lidulununguane sudeusasdotsduiinienisimue
WU Mavhgsnssuiazdinnguane uazmsfidiinautihdeyaminduvegailumealsslev Wudu

4.2.5. Ardssfuannuuasnsevaminddu (Damage to physical assets) {unndes
fineliAnanudemeuinindauresdninny sudeawnandosine 4 fifindu wu 9NNANY AN
8nfde NMsnen1sie Anuldasunenisiiies msneiunrdy [udu

4.2.6. A2LF 899NN15T AT B9IUT a5V AV TNVBITLUVIIULALTTUUABNTRILADS
(Business disruption and System failures) Dupudesfiisduainsyuvanuiiaund W30N1INEN
MUVDITEUVIUAILAN 9 11U AULIADAAADIAUNS DAULANAINVBITLUUIU AINUANTDITD
sruunuRBRunesuiestuuadete sdinnsldiadeseuazmaluladfilivangay drade uaylid
UszdvSnw sy

4.2.7. m’mLﬁaqaﬂnnizuqunﬂiﬁﬂaﬂu (Execution, Delivery and Process management)

a wa

< a A a & a aa a
WJuanudesiiintuainanudanainludsuunau (Methodology) AMURANAINYBITEUUNIS

b4

UUR N visemuiana1nann1suuRnuvesdminnngludinay wazidininivied5udnen

e

v Y £ ¥

nsdanuMeuen wu nstuiindeyaidrssuuianain §3uinainaeuenliuifiaudyayinisdng
U MseauiaNuilalunsufiRcnukasnsldaussuunsuimesvedldming Msusuls
nsruuMIvhauilivinzay sudansdavihlfnssudyawazionaisnengvaneiliauysalvinlily

anunsalddsrulanunguuny [Wusu

‘Uizanﬂ';'ml,?imﬁ"mnﬁﬂﬁﬁ'ﬁﬂu (Risk Event Type)

AnudesiiAnannisnainanely
AuEETiARaINASNIIRANEUDN
AmEETiARINATsLILEZA
Uaandgluanuiiufinu
AnudssnMsdndeuarmgavein
VRITLUUNULALTEUUABNNIADS
AmuAssTumLUAenfBYB NS AL

AULAYNILNAIINNTEUIUNITYINGIU

AUUINITAULED

dinnuiauiguIandTa (a9Fn1suMTL)



1y

flouimsmnuidswnumsufiRa A-10
FegredadaidssiunsufiRau
FednetladeidssdrunsufiRau sumgfianaiintiu Uadunely  Jadenneuen
nszuuNsUsTliunansUfuRenu 1. 38nsusediu satauuunlesinis
faatn Usgidu wazdsnisussuiana
HPnududeou
- 9ansAeasruuUssiunanis
UfuRnulindnausunsiu
nsunladgrivesliusnag | 1 llinsasudssimutdan uas v

A18uan (Provider) and1uhas byl

AULEDYS

ANNUATEELLIALUNITHA bUT)

IoLaU

SN mMuuANInsNISsIsANIg

Anmnulunisunladom

lfinsAnnIuLars189IUuNanis

wnladgmldrdnaunsu

= a v v v
S Un1TUa gulyasa U vegy

T/ USN1S T IdINANTENUF BT

ANLHUNIS

szuvansauwmaliaunsaeudeya
sgrindiunuidndudedddtoya

AU

I 1 a '3
Cluduuagaulunisiasiea

SLUVIUN 3D ud 0% aule

S

Y

[

P a A o a
lfinnsuseiiussuuanundani

]

Fndudostonles

Lifnsiusaiiusesvesdeya

A a v v
NIDITUUITIUN G]E]Qﬂ']iisﬂ 41U

uAU

AIUUIIMIANULEDS

dinnuiauiguIandTa (a9Fn1suMTL)




1y

AlauIMIANIEIUNTUS TR A-11
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5.4 nsUszfiuaulEes (Risk Assessment)
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4.1 AnuEseeIun1sY (Financial Risk)
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5.1 @nmnandaunialuasdns (Internal Environment)
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dn31duanINAaad (Current Ratio) n31aWRUNUMLWST (Quick Ratio) 8n318uduaR (Cash Ratio)
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5.6 Nanssun1sAIUAN (Control Activities)
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5.6 Nanssun1sAIUAL (Control Activities)
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5.7 @sdumAnazn158ad13 (Information and Communication)
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5.

)

Favunudanisanudssinumeluladansaune (Treatment Plan) veshe wagdimausg 9
uazUInsdansanuidssifinaseidmnenunagnsvesieny Tuguegdanisanudes
(Risk Manager) lrfegnelusziuanuidssioonsuls

gua Anmunnsdanisanudes wazUszifiunanisdnnisanadsadulszdn iemeanusa
mMsuinsenudedigiiutyymudiiy sufshaususunisiamsanuidsadiiugy e
Uimsdnnseudsdiegmelussiumnuidssiivensuls

ussagfUszatuaLduA e (Risk Internal Control Officer: RICO) HipUsyanusuifudau
Uimsanudeslunisdasi Risk Factor, Risk Appetite Wag Risk Tolerance 9MNUNUTIND LHY
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nsaliunsusnisaudsInumalulagasaume ladnsuiu1nsgiu ISO/IEC 27001:2013

Fadunsgruiiddlisumudeusguunsvarsluiiagtu uaznanistormunlunsdaiseuy
Wimsdanisanusiunsaendende ISMS (Information Security Management System) lifuasding
fnnUsvasdvosmspuiiiielfesdnsannsnuinsdaniamiediuanuvaendeldednediszuy uas
Wigsworanzanson1saniugsiavesesdns msmimundulssianvesnnudsaiumealulad
ansauwade Tasanunsofmuanseumsuims el
4.1  anudesdumaluladaisaume (Information Technology Risk)

anudsssrumaluladaisauwmea (Information Technology Risk) Aa avudululgfiaziia
wnnsaifimaniwdeldnianis suidosnannsiinaluladansaumaunld wisiinsiudsuutas
walulagniouinnssuaig 9 DEHINUAYUNAU (Disruptive Technology / Disruptive Innovation) 4%
Internet of Things (IoT), Blockchain, Big Data tHudu Fsfnansznuisszuuauuaznisufifen vl
Audsesiumeluladansauna avdosdusenauiiddy 3 Usenis Waun wnuasunisldnalulad
ansauna msdadulalunniimelulafansaunanld wagnsianauazinnueudeiienaiiniy
Tngeraii erfesdunszurunisufuaauatsly szuvau wmgnisalnieusn n3eau (dmiii
yARAnIBUeN Mi30gnAn) Fsdsransenusienssiiiunuvesdingy

4.2 Uszanvasnnadsedrunaluladansauna (Type of Risk) auisasiwunsenliiiu 8

UsgLaneadl

4.2.1 mwu?iaw’im%’aga (Information Risk) %1899 mmﬁmﬁlﬁmm%’agamq 9 Tuszuu
weluladansaumna Ligndosasudiuvesdeya (ntegrity Risk) 9o191ina1nnnsgnuilodsuutas
TnvyaraitlifisnnantifiAsados vieiinstuiindoya nmsusziliuna waznsuansuaiiianainlag
onaflanmuannsiniisnuldldmuauisfunsdrddeyavesszuune ufinmes Tnsynanadi
lifl§runavhilfiisadosiiseunsuuassanuiileme (Access risk) silidoyadidaiuialua enavinle
WWansiesedla ‘vﬁaﬁmmLﬁaaL?imﬁumiﬁhia’lmmﬁﬁ%yja (Availability Risk) ¥iseszuunoNiitnes
#ogeseiliomielunaniidoinis fsorahlinmsufoinungaeinld Tnsanudssdenainanld
MIMUANARANTYNUYRITTUUARL MRS uasTesfum s eegaiisae Siralufaniandes
Lﬁmﬁ’umiﬁﬁaﬁay@ lngingUszasAvaanisdrsesdoya (Back Up) GRGHIGE Lﬁalﬂﬁﬁayja

Ann1sgayme saenaudunwinisunsyjiflunisuimsdnnislunsiiudeyadises (Information
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Back-Up) msfAutaya (information Recovery) difudrunilsvaunuuimsausioiilos (Business
Continuity Plan) LLazLLNuﬁﬁwﬁa;ﬂa (Disaster Recovery Plan)

4.2.2 avudesitugunsalmaluladansaume (Hardware Risk) ynefs Anandesditinan
arufiananavesgUnal maiadeuhefuaiesgunsaimsfinsegunsalluiuilimanzan anudedy
Fowemsdamgunsaiveluladansaumaivanzaniudnyueuesuy azvesesdns fiFeinisdam
wwinsnoufinneiuazgunsninig q Widauunsguresgunsainoufinned davuazfadegunsal
wialulagd@rsauwna (Acquisition and Implementation) T/ 1nu1z@ua 1ua nwuzUaIlATINAS
nazvszanivIUUszanm visenaudedludesstigsdnwigunsalimaluladansauma amidesann
msigunsaimelulafasaumanunoigluies mnandesannslildmmuanioimuanszuiunseysia

Idgunsalinaluladansaumnelidaiau

=

4.2.3 A21ULE 899 1UTUSHATUABUNILANDS (Software Risk) NU18D IAINULE 8991 LA AAN

a £ o

nsidenliviseanudnaInnsviiauvedisunsusng o wu nMslelusunsuiilaidfednsgnses n1sgny

Y Y

€

Lainisfvinanessuu (Hacker) N15AIUANNIT Reversion software liifigsne n15A Software #il4ag

=

Out of date A2ULA 8971 LAR1NN51A 01T Software platforms AIULE 8971 LARINAIUAY
M3vUAsunUad (Change control) Timianzauifia e mmLﬁEJqﬁl@ﬂé’ﬁmum%’jumaumiauﬁamﬂsﬁmu
Software mﬂﬂé’%’mﬁﬁumaumiﬂﬁﬁ’ﬁmuﬁ'Lﬂumsé’ﬂwfﬁé’ﬂm (Document operating procedures)
AULE 8997 NThlkeNTEULANT U TN Madau waznisiiusn1seenainiy (Separation of
development, test and operation facilities) s

4.2.4 audssdruyaains (People Risk) manois mndsaiiAnainyaainsiisadostu
mslunudumealuladasauna ludemwesnistvualasiadng nmsueununeaulundafiliieg
yaansiumeluladarsaumna Aflanumnzay Ae finuf Yszaunisal lussduiianunsaiunis
areneawaluladasauna LLazmmsamamamﬂ’amiﬁ?ﬂﬁudﬁﬂﬁﬁa’mé"mLM@IUI@@ﬁWiauLwﬁlﬁasjﬂaﬁ
Ussansam vl Sesaudsmsimaununsiineusudumaluladansaumalisudminives ddnau
pg19712d9 TeludIuvesquassuy (Administration) §WaL155UY (Developer/Programmer) hag
;ﬂ%ﬂﬂuﬁﬂﬂ (User) aghsasiiaus

4.2.5 pnusdsedunemniazdawandau (Physical and Environment Risk) vanads Ay
Asiiinandonnaunafennsssued waedofiuyuddu wu 1ede gnnsde dawn davia
nszualnindndes wddud nslufissuusnvianuiasndefetnouiiaesuile1y Lagn1snon135Ie
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4.2.6 AnudBafuTaY1edeans (Network Communication Risk) vsnefis ansidesiiiin
NnsruLAIetedemsindos Liflszuuindetnedeansdises amnuidssiinanlulliivunnueauia
yaduausiunsasnde seiunisliuims derdmuslunisuimstanmsdmiuimaeietieiamun
flasdnsliuinise wasdesimualiludennadlunislivimaiededglnsfivimandodomdaionas
Huvinisiedetieneluvesesdnsieanieuinsilduanmissnunisuen nmsuigeinwgunsal
isetnedoashianane mslifiedeuazdeyadmivndomirenudunsdiinudndu wu vna,
nem Aedeisdu vua. nan. Insauuan {liusnsdumediidn (ntemet Service Provider) Anaidsai
Juaszuulifnnsimuainasnisieteaiudsnnaiusiig q maa3edis wazquasnuinusiung
Uaonfodnsussuuiazuoundinduiildnuadorts sauvansaumesing q fidsiumaedetne sy

4.2.7 mﬁm?{aamﬂms'jﬁa’hw?aﬁ'ﬂa’hapﬁﬁ’u%msmauan (Information Technology

Outsourcing) 31884 AMULFLAAINATALTUNTITMTeIAT R iUINTAeuen Liiadavi

'
a

lasanisanuwmalulagansaumadia q wu dlivsnsldaunsadnifduanunuseasidenvosdyyn
uuald 1Wudu

4.2.8 A1UABIAIUNTZUIUNITINNIL (Business Process Risk) vungfia anmidesiiinain
nszurun Ui umaluladansaumead i ulumuuinsgiuaina dedanalivranisi
Best Practice 717 ul4a1u lag COBIT 5 Amuanszurumsidusnasguialisnou 37 nsguiums
WAz fvium Best Practice vaenszuaunsene q W msvinnnsih Best Practice wanifuunldsmens
vilvisdnslivssainguszasdvdatimuneiumsgrusananldimualy 81 COBIT 5 ldimuaimaneg

megsiadmsunsdunaluladansaumannldanulidwa 17 wWhvang
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5.1 @nmnandaunialuasdns (Internal Environment)
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a v [y

ANNLINABUN8TUBIANS kaznsuanTN eIt uwmAluladasauned n1swdsuwlasiumalulad

Y

asaumna 31NN157 dNNUTRNSFUIaRTYTER (89AN5uMTY) (ans.) Niasureuningliaidunisaiy
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o aa o

nsfane 9 i lunistumdeunsimnsguaddvianeldidedion “dnesgdnisdussuanaaa
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laa o

A0AARBINU ﬁm/mLLazLmeqmiﬁ’wLﬁumuﬁaamé’mﬁ’um?ﬂ’um?{auﬂizmmlmaqmwﬂmLLaué
(Digital Thailand) Feferdudrunilwesmlovenmsimuiasughanasdinuiasa Amdswiudunsufsy
Useinalunniia 51u8e@ennd oI ufiANIuaENTOUYNSAIERNTUBI WNUITRIUILATEFN AL FIAULUIYA
atuft 13 (w.e1. 2566 — 2570) Tneiisrelemdnanansudssanativ

Fafu msinseianudssdumeluladasauma wWislinsaduanuifedumelulas
a’liaumﬁﬁiﬁu‘%msﬁuqﬂéﬁ wazwaluladansaunanigluresdiniuy Siadesain wasarudung
suitsiivslonidmiuindulalunisduiugsiedidnnsedndvesdineu fuimsuagniionud
Aerdostumnndssiunaluladasaumaagdossauiuimuauagnumunagns egsatiaue Lile
fsruauruUfTANS (Action Plan) lunsiannaudietiosiusazanaudemeionnsinusuds
Hglanansavssqumnsnas nguszaiavodauaniumu

Wil mMPTeranmnadeudesiiladsiadumelutastiadunsusniitinansynusedtingu
wienuseuiiAeadesiuuloviendn eswinnsimsisidanimuandeusnielusasneuen
(SWOT Analysis) agvilsfdminanunsivdatadoidodiazdmansenuioanudniavesdinau 4eli
NIUMEeIUsIISan1segils Weadaaiesain anusiuag wazauudeieveunaluladansauwme

A v a v N ‘:l' <
LQJEJC‘]ENLN“UQJJﬂ‘Uﬁﬂ’]Wﬂ'ﬁLﬂaEJ‘L!LL‘LJaQVlﬁ'JﬂLi')

5.2 msmuuadngUuszasa/ilmung (Objective Setting)
N3OUNITUIMITAIUEL COSO ERM Framework fifunuald dinguseasayaduluiesvas
N139ANTHALAIUANAIINLA BN A UMALUlag a1 sauWA NTNANIAINAUAANAIANTBN1TULUR
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NTENTNATNaLNaLATEN AN AMENTIUNITNINITNTEANELTET AINTInsdiad wazAanis

InspuuALLAsYR u1nsgIuautuasUasnsisvounaluladasauma [udu

5.3 n13sEuwmanisal (Event Identification)

2N

) AY a Y a ! LY = v o A a £ LY
L‘U‘L!ﬂiBU’J‘Nﬂ’]i‘VlQU?WW?LL@%&J’UQU Qﬂui’luﬂuizuﬂ?’mLﬁENLLﬁB‘ﬂ‘U"UEJLaEJ\‘WILﬂEJ’NJENﬂ‘UIF"lNﬂWi

| &

warAanssy welinsiviavanisaliiduninudesienadnansenusa d1inau Jadesieda

ANTNLINAIUNINBUBDNLAENETUDIANT

(%
U 3

a' Y ° 44 ° [
N3sEyANUEsIUsTNaUMIEAENINUgIY 2 A laun
1. feanay (Threat) nunedia Auiidnalunsausedunsndansauma wazn1saiugsnaves
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msiwuadvildTarnudes (Key Risk Indicator: KR /Risk Appetite/Risk Tolerance
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AuARRBAINULELY (Risk attitude) MEN9iUsENINGg 1SO AU
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UTMIAULELS
Key Term or
ISO 31000 COSO
Description
Scope This  International ~ Standard  provides | This definition (of ERM) is purposefully broad. It

principles and generic guidelines on risk
management. It can be used by any public,
private or community enterprise, association,
Therefore,  this

or individual.

group
International Standard is not specific to any

industry or sector.

captures key concepts fundamental to how
companies and other organizations manage risk,
providing a basis for application across organizations,
It focuses

industries and sectors. directly on

achievement of objectives established by a
particular entity and provides a basis for defining

enterprise risk management effectiveness.

Risk management,

defined.

Coordinated activities to direct and control

an organization with regard to risk.

Enterprise risk management is a process, effected by
an entity’s board of directors, management and
other personnel, applied in strategy setting and
across the enterprise, designed to identify potential
events that may affect the entity, and manage risk

to be within its risk appetite, to provide reasonable

ATUUIIMIANULEDS
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Key Term or

ISO 31000 COSsO
Description
assurance regarding the achievement of entity
objectives.
Risk, defined The effect of uncertainty upon objectives. The possibility that an event will occur and
adversely affect the achievement of objectives.
Risk appetite, The amount and type of risk that an A broad amount of risk an entity is willing to accept
defined. organization is willing to pursue or retain. in pursuit of its mission or vision.
Risk assessment, The overall process of risk identification, risk | Risks are analyzed, considering likelihood and
defined. analysis and risk evaluation. impact, as a basis for determining how they should
be managed. Risks are assessed on an inherent and
a residual basis.
Risk management Continually and iteratively : « Internal environment
Process Communicate and consult « Objective setting
« Establish the context « Event identification
« Risk assessment: « Risk assessment
o Identification « Risk response
o Analysis « Control activities
o Evaluation « Info & communication
« Risk treatment » Monitoring

Continually & iteratively:

Monitor and review

gﬂﬁ 3 M5UTPUNBUANULANGNTENIN 1SO uag COSO
fan: Gjerdrum and Peter (2011). The New International Standard on the Practice of Risk Management —
A Comparison of ISO 31000:2009 and the COSO ERM Framework. Risk Management Newsletter. Society of
Actuaries.
1.3 nszmumsu‘%miﬂmwﬁm
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Risk

assessment
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