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G-Cloud represents EGA’s Cloud Computing service which focuses on resource management with cost efficiency
and convenient access to virtual systems as if their operations are run by their own agencies. The connection between
agencies is made through virtual systems: Soffware as a Service (SaasS), Platform as a Service (PaaS) and Infrastructure as
a Service (IaaS). The government agencies will be able to shorten the procurement time and appropriately manage
the budget while fulfiling requirements of different usages for more convenience and flexibility at work and better

services to the people.
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Objective

All govemment agencies were encouraged 1o use Govemment
Cloud service (G-Cloud) to reduce the redundant budgets
for purchasing IT hardware. With less burden of IT management
and maintenance, G-Cloud also appropriately provided
virtual machine resource and security in compliance with IT
lows and standards. EGA Specialists were well-prepared to

give supports and consulting services.
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Cloud Server Cloud Storage
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Goals/ KPIs
1. To achieve the accumulated number of 300 systems/
projects on G-Cloud, particularly the government sector’s
systems
2. To support laasS services

3. Having at least Service Level Agreement (SLA) at 99.50%
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G-Cloud

Government Cloud Service

e-Saraban

31978 FUTUFE GOV AWARD 2014
4197 INFORMATION MANAGEMENT

37478 FUTUFE GOV AWARD 2014
4197 GOVERNMENT CLOUD AWARDS

15N19970uAa1ANIATE LAFLLIRsgIuALLaanEAUAGTIA
mamﬁaéjwm Cloud Security Alliance (CSA) wazlull 2557 @99,
175U5197a Future Gov Award 2014 lu@nun Govemment Cloud
Award 2n1lATINT G-Cloud WaZ@117 Information Management
Award 21n1A94NS e-Saraban %'qLﬂmﬁﬂw‘[mqa%wﬁu@uﬁﬂu%uﬂa

(e-Government Platform)

G-Cloud was ISO/IEC 27001:2005 certified. The recognition was heard
internationally when EGA won the Future Gov Award 2014 for 2
categories. One was Cloud Computing category from G-Cloud, and
the other was Information Management category from e-Saraban,
part of e-Government Platform activity under the Common Govermment

Information and Service Project.
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ERNMENT SECURITY MONITORING
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the modernized e-Government
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i Transforming ICT infrastructure of the public sector into
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NMINAILNTLUULENTAANNTIEANATINNANTAUINANIATY (Government Security Monitoring)
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Tmﬂﬁu\muQLﬂ“fﬂ’mﬁmmﬁwumﬁLm'w:ﬁﬁ’ﬂ@ﬂmum\immumﬁé’ﬁumﬂ‘«mmugﬂl,l,umﬁwG] peLdngzIamnnisal
ﬁﬂ@ﬂmuﬁﬁmﬁumaam 24 il TaeFignsciiFuiees senson Rndaiihnnunedy danthilunsdanses Uszusang
dnsvatieyn wardavmmsaifutiadadesasgunediong g thuededhedeastoyadoulamihenumasy GINy
1EY @98. Lﬁaﬂi:mauamaquﬁnﬁmﬁqs] 171'|,ﬁmﬁuua:lﬁmﬁaﬂﬁ%@LLai:uumqu“LﬁathqﬁuﬁaqﬁmnLﬁmmiiwﬁ
Juiueieneuazszunrnamienunasy

Government Security Monitoring service is provided for government agencies to monitor threats, with nofification
when their systems are affacked, and then give advice to the government agencies to properly solve the problems.
The IT security feam consists of specialists who analyze all kind of [T threats. They will keep monitoring threats around
the clock by using sensors installed at the agencies to fitter, evaluate, encode and report risk factors of various systems on

GIN to EGA. Therefore, the administrators will be notified in time in case of attfack fo the network and the system of

the government agencies.

Jnqus:ain
~ ¥ v a | o
oanANFoLluNsUe M Uls TN UNN U UNIASS
v (% 4‘ =~ Gl « <) s ﬂld
FzpasdaniATasanegilneal sudediAnIyAaInTNd
Anuianuasanumalulagatsaumnanguast ulii
AMuTuAslaaniy ‘luﬂizﬁﬁmﬁﬂ@ﬂmmma“lum?aﬂwmm
1 % aa v ql ql 1 Y o
MUENIUNIATY ImﬂwmHmemmmmaslumi‘lwmﬂ?ﬂmu,a:
wilaffymngazilianineddasiuanuiuaslaends In1s
NLEUAsUaS e ANuTUAdaaad e analulatidansauing

Wp35gLna neeealissuuuaz ey

Objective

The Government Security Monitoring project was infended
fo reduce the redundant budget for purchasing security
hardware, and resolve a lack of network security specialists.
EGA provided specialist team to monitor threatfs to networks
of government agencies and lend assistance for resolving
security infingement. It was planned fo sustainably strengthen

network security of government agencies.
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Fitting Aggregation

Cache / Batch Encryption
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Goals/ KPIs

1. To achieve the accumulated number of 30 agencies
implementing the Security Monitoring System

2.To pilot 1 Security as a Service (Saas)

3.To set up Government-Computer Emergency
Response Team (G-CERT) for government agencies

4.To have the threat monitoring system and a 24 hour
Hot Line for emergency cases

5.To help set policies, regulations and security practices

for government agencies

Sompressed and
Secure Event Stream

NS
AL

EGA CENTRALIZED

Heartbeat Connection

GOVERNMENT SECURITY
MONITORING SENSOR

wanisatudu
wudmihanumesgdnsnasnsfusnuiay 34
by Feuflumnuinmt Seear 11333 arndlmune
30 mhsnuaanuanvlull 2567 uananil fdinnssauiiu
neena e laun
- ﬂ'm‘fluquéﬂi:mumummﬁumﬂaamﬁﬂmaaumﬂ
11A§g (G-CERT) lunsasnsaanumsanlunsiuile
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imﬁy’qm:mumimau%’uﬂmm&'mmmﬁumﬂaamﬁ’ﬂ
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MONITORING

Bandwidth Management

Operation Results

Taking account of the 34 government agencies in service,
the project achieved 113.33% success, higher than the initial
target of 30 agencies in 2014.

Government Computer Emergency Response Team
(G-CERT) was set up as the coordination center for responding
to IT security and lend assistance to resolve cyber-threats.
Its work process covered incident inspection and security
monitoring of agencies’ networks, fogether with reports and
suggested solutions. 24 of 29 agencies were successful in
implementation such as Office of Justice Affairs, Electricity
Generating Authority of Thailand, and Office of Public
Sector Anti-Corruption Commission.

Security collaboration with government agencies was
fightened on “Government Security Day” with a rehearsal

of the emergency plan for IT security.

ANNUAL REPORT 2014

- dheeruhufefuanuiurslaendtfmbenunaiy
lueu Government Security Day LLa:ﬁﬂ%ﬂMLM@gﬂLau
Fupmuifupalasnstansaume

- 1198413019 Security as a Service L{lun19AFIE0L
dodlmaesszuulfiRnisuazuetwaiadu (VA Scan)
ﬁiﬁmmiﬁmmmﬁumﬂaamﬁﬂ WNULUIENNUNIATY
Tnenhnsausulyipugiuma ) 1aun security Awareness
Mé/ﬂgjmi Ovenview Threat and Trend for Government 2014
WANGRS ISO 27005 Risk Management WANAATNNTLEAWE
f:a'mmsmmm'aLﬁmmnqiﬁ@LLa:mm?ma’%’mmmmm?ﬁ'm
‘ﬁmﬁﬂiﬂ?i% uazndngmenismsadeLTadinired sy
ﬂﬁﬁ’ﬁmma:uaﬂwaLmTuLLa:mﬂﬁmﬂa‘:aw%mwafzuu

LATRUNEIAE Reverse Proxy

PART 3 : OPERATIONAL PERFORMANCE IN 2014

Also security fopics were addressed in various training
courses such as: Security Awareness, Overview Threat and
Trend for Government 2014; ISO 27005 Risk Management;
Business Continuity and Risk Management for Organization
and the Vulnerability Assessment for Operatfing Systems and

Applications.
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1) TnSJmsgsm'lmsInSJaﬁJWLujwuﬁwuln§azhus‘3u‘1a51§nnsaﬁna'
(COMMON GOVERNMENT NETWORK INFRASTRUCTURE)

GOT H AI Jnquszain Objective

. . Walidisirnisuazwiinaiuuaassldusnisannuis MailGoThai was directed to secure the public sector's
-_ — - — - - K2 <
ss:uUAQHKUIEBlaNnsaundnalJiwanisdaaisiun nSy Aaansadndannsuunsaatlulszinalng uaziflunng communication and to prevent data leakage. All government
U
Snwanulasnderesinansniaiy Jeeiunisgnlasngsy  officers and state employees must use the govemment's

¥ 3.2 > ¥ electronic mail systems, whose servers are located in Thailand
maaﬂammmms ammwwwaﬂumsamu Tmmuumﬂm
only. MailGoThai was assured by its continuity of operation

m*wmﬂﬁ'mﬁulﬁl,ﬁmﬂa:hmﬁqaqm anunsolaauszuula

’aﬂl’NﬁfﬂLﬂa\‘iLLmuﬂﬂ’lﬁ“Lﬁmﬁﬂﬂﬁa even in fime of disaster. The highest benefit of this service
- = P — 1o — — - ' d in duplicated IT i 1 t, with Tt
Jsuwasulpssasuwugnu ICT zosmasilugsiunadidnnsotndgynlnl was @ dectease i chipleaied T ivestment, Wil respect 1o

|
;
|
i Transforming ICT infrastructure of the public sector into the modernized
|
|
|
|

x o resource sharing.
wWhnuie/ adIn

e-Government 1. d9uruiydanrunediannaaing lutioanan 240,000

Goals/ KPIs

1. To gain no less than 240,000 e-Mail accounts signing

TRANSFORMATION

gnsAdas

L ! Uoyseve Government ID d1MFUTTULIIUNIATY

I Vv s
BENUBE 2 T in at least 2 levels of Government ID fo access services

mslEnsszunanmnedidnnsaiindnanaitanisdeansluniniy MailGoThai 2. v wstaiiadlunsTiiEnng MaiGoTha ishn faeaz 2. To have at least Service Level Agreement (SLA) af 99.5%
szunanmneREnnsaindnanaiientsdeanslunieaiy Wuansziulaseadsitugiu a¥wauddede uas 99.50 .
pueendtveamiatnuniasy neliansiannzdsanisuazninnusaniswiniy Tneveauneasgldfedd dso. lla:ns:nsaJlnnFuTaﬁawsaulnnua:msﬁams . . i
suszanainiiumaies faqiunthenumasgiannsaldiydmederss MaicoThal flu Government D Liaudis TIARAURRIL LﬂaLﬂui:wEmaﬂlmﬂﬁuﬁL%mﬁﬁﬁua:wﬁmmmm%’g e 18 Funnau 2550 fallEndug Govemment ID
13N19719 9 1830~ Lanae iy Timen - éﬂmamma:mﬂilﬁuﬂ'L%Wﬁﬁﬁ%’ghmﬂﬁ?mu
MailGoThai is the cenfral e-Mail service for government communication fo elevate infrastructure and fo create - ﬁ‘miwcﬁﬁnﬂmuﬁw ID sl,umﬂ‘ij’ﬁqi:uuu?miﬁi’mﬂ s”m%/i
reliability and security among government agencies. Exclusively, government officers and employees are provided - 15NN99TULAANLNEBLANNIATNANANY (mail.go.th)

F2UL e-SAR URIANTINIIL NS,

with this service, thus the government agencies no longer need to spend their own budget to acquire private
company-run services. Currently, MailGoThai is used as the Government ID fo access services of the government

sector with only single account.
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HTTPS, IMAPS, POP3S
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HTTPS, IMAPS, POP3S @ v a .,
- i:muqmmwimu‘mﬁ? (Service Level Agreement :

SLA) 91 99.5%
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(COMMON GOVERNMENT INFORMATION INFRASTRUCTURE AND E-SERVICES)

VERNMENT PLATFORM

stunistdouloddoyauazs:uuiiuninsy

asunalni@ouloaivelhludmswiuunsiuiadidnnsolingd
Building mechanisms leading to the development of e-Government
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An maﬁjlanfllmLLaﬂLﬂ?ﬁlﬂuﬁ?amuaixwdwmﬂmmumm%g Lazas9ANUTILTIafUMENTE A Strategic Partners it
Lﬂ“}auiﬂqfﬁauuaﬁﬂﬁmmm W%ﬂhﬁy’qa'qLﬂ?ﬁuLLa:Né’ﬂﬁu’Lﬁwﬂqmmmm%’gﬁﬂmqa5@\‘1'ﬁug’m57u*§@mﬂaﬁiﬁﬁmuﬁyﬂﬂ’lﬁ"ﬁlﬁ
Wndszlgadiunisdfiveu lngaseuaquiianislisnig Govemment API 18015 Single Sign-On uazusmsativayu
miﬁau‘iﬂ\ﬁ:umwmim@]Lgnmaﬁﬂémawﬂamﬂumﬂ%’gmmmmgﬁu TH e-GIF (Electronic Correspondence Management
Services (e-CMS)

e-Government Plafform is directed for data exchange among government agencies, collaborating with strategic
partners to use the developed information infrastructure for the benefits of their operations. e-Government Platform
also covers Government APl Service, Single Sign-On Service and Electronic Correspondence Management Services

(e-CMS) in accordance with the TH e-GIF standard.

dnquszdin Objective
dll o YV a £% ély % v . .
LwawmmLLa:sLWJa‘mﬂmqﬁmqmgmmumm&a (e-Government e-Government Platform was developed as an information
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MUIENUNIATE LAZATWNANUTINNANUVUIENUTZAL O 9
. & o v $m ol agencies or strategic partners. As a result, important information
Strategic Partners IvianunsnitianlasdiayadrAtyaneg aas

v

F5la iounsandsuuandnaulviiienuniaigiinlasada of the public sector would be exchanged and applied for

Le,

v

o Ay Yoo X v a a wide range of utilization.
Wuﬁmmummﬂamimwmmmuiﬂi%ﬂwmmﬂa:‘imﬁi g
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Management Services (e-CMS Version 2.0 on Cloud)
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Objective

Government Access Channels was initiated fo make
people reach useful and reliable information, and take public
service provided by government agencies from anywhere,
anytime through popular communication devices such as
computer, smart phone, tablet, and kiosk, etc. Both
govemment agencies and the private sector were encouraged
to increase service channels to serve people, especially in the
form of mobile application and also develop more Software

as a Service (Saas).

Goals/ KPIs

1. To establish 10 systems of mobile application service
for government agencies

2. To establish 5 Software as a Service (SaaS)

3. To establish at least 2 sets of data on the website
data.go.th

4. To establish the channels to access government
service through the e-Government Portal and

Government Application Center (GAC)
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The Smart Citizen project focuses on the exchange of citizen data, building collaboration among government
agencies to elevate services for the people and to support the government’s major projects through the central
IT infrastructure of the government sector. The 13 digits of the identification card and Smart Card are referred in
electronic transactions, provided by the government services for convenience, speed and efficiency at a One Stop

Service channel.
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PART 3 : OPERATIONAL PERFORMANCE IN 2014

Objective

Smart Citizen Info was focused on allowing people
to easily and conveniently access useful informatfion and
take connected public services, provided by government
agencies. Through advanced communication networks, the
government sefs up One Stop Service points for people
and business to make fransactions or carry out government
procedures. The authentication would require just citizen
identification Smart Card for convenience and safety of both
service providers and service recipients. People could access
from a single point, either at a government agency, district
office or local community unit. Pilot services were offered

at the provincial level.

Goals/ KPIs
1. To install 10 service points (in the pilot provinces
in the first phrase)
2. People can use Smart Card at the participating

service centers to access government services
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sector’s Big Data; and the development of Entferprise Architecture (EA).

Objective

R&D and Product Innovation was conducted to prepare
e-Government standards or guidelines and, accordingly,
develop prototypes of Open Data and Big Data. EGA had
helped provide knowledge and understanding in e-Govemment
technology to government agencies. Results from the project
were analytical data which would be explored to conduct
researches within clear-cut frameworks and also to set
standards for G-Cloud security. The standards, o be applied
by government agencies, would bring about improvement

of electronic services to the citizen.

Goals/ KPIs
1. To achieve the success of providing the data standards
on data.go.th (with selection of agencies and their
data to be applied for the project/ standards for
developers to comply and to be publicized online)
2. To recommend at least 1 framework for developing

standard and prototype related to e-Government
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Operation Results
The framework, standards and prototypes were developed
for Open Data and Big Data
1.1 The framework and standards related to Open Data :
The studies on Open Data of various countries were
successfully conducted with the following results :
1. A research report on Open Data Architecture.
2. A research report on the performance comparison
between CKAN and DKAN.
3. A study report on the legal issues affecting
EGA’s operation on Open Government Data.
4. A document study in Open Data Consultancy:

the case of Scotland’s Open Government Data.

The Meta Data, Data Category, Open Government

License standards were set up.

1.2 The prototype applications for Open Data uses :
The prototype application for data uses on dafa.go.th
was under the joint development with National
Electronics and Computer Technology Center.
Currently, 18 datasets were provided on datfa.go.th
and 1 prototype application for the data: GIN
Discovery — a prototype mobile application that
allowed government agencies to assess their
vicinity to the GIN service and the types of GIN
Services. The request for GIN services could be
implemented through this application. The progress
now is the development of Application Programming
Interface (API) to access the dataset on dafa.go.th.
The prototype is available on demo-api.data.go.th

(still under development)

Furthermore, users were able to directly access GIN
through this application: The portal website data.go.th collected
beneficial government data for dissemination to the public
and developers for example, the data exploration which
helped developers, understand the data through the web
page, and the use of APl to access the datasets which
helped optimize the software applications with the up-fo-date
information. Accesses to data through Data Exploration and
APl were automatically recorded, analyzed with log comparison,

and finally displayed as graphs. (still under development)
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1.3 The framework and prototype for the government

sector’s Big Data :
- Document Research on surveys of Big Data Technologies
aond Recommended Framework for Thailond e-Govemment.
- Collaboration with the pilot agencies (the Department
of Highways) to apply data with the developed
protfotypes.

1.4 The standard for Government Mobile Application :
The frameworks were designed for developing the
government mobile applications through smartphone.
Moving to the same direction, this will result in

efficiency of the government services.
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Performance

Policy Research was required for making policy recommendations,
leading fo policy implementation and monitoring. It did not
focus only on current situation, but also on the past and
frends to the future to assure the decisions making and
driving policies.

Electronic Government Agency (Public Organization)
(EGA) was aware of fechnological changes in the digital
life. The studies on Digital Government policy, strategy and
best practices were made with comparison between the
European and Asian Countries under the project of Policy
Recommendations for Thailand's Digital Govemment Development.
The project’s macro picture was helpful for making the policy
and masterplan of digital government development. Also
a tool was developed fto frack status of e-Government
development under the project of Framework for Monitoring
the Department—Level e-Government Readiness. The project
was useful for policy-makers and the assessed agencies
themselves in checking their progress of e-Government
development. Moreover, EGA was working on improving
the tool to frack the status of e-Government development

and would extend to cover the Provincial-Level Assessment.
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PART 3 : OPERATIONAL PERFORMANCE IN 2014

Objective

Policy Research was substantiated to helps define directions
for the e-Government development in accordance with the
global changes. The research process must involve all the
concerned parties, including government agencies, citizen

and stakeholders in realizing e-Government development.

Goals / KPIs
Issue of policy recommendation on e-Government

development.

Operation Results

A policy recommendation from the first generation of the
Chief Executives on driving the country’s e-Government was
prepared to propose to the NCPO (National Council for Peace
and Order) and the Minister of Information and Communication
Technology. It covered the 5 main issues as follow :

- e-Government policy

- Role of the government sector's CIO

- Regulations

- Data interoperability

- Personnel development and change management

The EGA Executive Board approved the policy
recommendation on the development of e-Government in
accordance with the Action Plan 2014. The Ministry of
Information and Communication Technology then would
propose it to NCPO or the cabinet to redlize the e-Government
policy.

In addition, the ongoing tasks were implemented :

1. The recommendation on the development of the National

e-Government Policy.
2. The survey of the Department-Level e-Government
Readiness in accordance with Thailand’s Framework.
3. The co-research on the Ranking of e-Government

Development with Waseda University (Local Government).
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e-Government Capacity Building includes activities which help develop vision and e-Government skills for the

government sector’s personnel in order to support the operations in accordance with the government policies, and

to elevate the performance of the IT personnel. Training courses were arranged, for example, e-Government for Chief

Executive Officers: eGCEO, e-Government Executive Program: eGEP, and e-Government Exchange Program: eGExP.
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Objective

e-Government Capacity Building was programmed to
sharpen vision and elevate ICT management skills for
government agencies' CEOs (Chief Executive Officers) and
ClOs (Chief Information Officers), and to enhance knowledge
of their ICT staff. These players would act better roles in
ICT implementation. The project also attempts to build up
database of ICT personnel for planning in the government

sector.

Goals/ KPIs
1,500 employees of the public sector who have gained

knowledge.

(e-Government for Chief Executive Officer :

eGCEO)
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\Hundngnendnuudmiugusnissziugeed /
meuniesy liun dannsengs afui

= YV o ° I o I 41/ I v
visagAseiumiafisnin Inendevnazyatiu
NNAIUNTAUUTELNENITUENITIIUNLIENNY
Tugtliuurasdgunadidnnsetinduazaanndas

AUFgUnauasiNuRRIuNUs s N A

(e-Government Executive Program : eGEP)
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(e-Government Exchange Program : eGEXxP)
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~F
oy € N =
sl 2 S
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