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System Thinking
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Analytical Thinking

ghwnane-Tagilszasn

Systematic Thinking Approach
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Integrated - GRC
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Creative Thinking
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Tangible to Intangible asset

and Value Creation s GRC & ITG Perspecitl
’ © O NUNIU mmwmmﬂﬁnm
850A) WOUSATU

Intangible 38% | |62%
asset

Tangible

asset

1982 .
1. Brooking Institute

2. Baruch Law Analysis of S&P 500 Companies
Source : Balance Scorecard Collaborative Inc. & Robert S. Kaplan



COBIT 5 Information Reference Model — Starting from Paper Exposure Draft

ICT and

Objectives
Risk Mgmt

Information

o

Typ=
Chwener -
Stakeholder
Custodian -e——— Rale e
Sender -
Heceiver -
Alignment
Exzcution
Control
Durection Setting

Source : ISACA

Infomation
Criteria

Action!

Infor maticn

Stakehaldar

Processing!
Resowce U se

Infomaiion

Infommation

leval Activities]

3 Information Type

Privacy
- —— Confidentiality
Fegulaiory L IFvbeg rity
Security B —————— Aailability
Cuality —— Caonsistancy
Organisational e C larity
Entity

———= Completeness
Business Process.

- Timeliness
Application

B Accuracy

Astion (CRUD) = Relevancs

Sngmul:ur A ReNlabinny
Storage

Paper, electronks, human, .

Access Channed
Cosl

Code/Language
Life Span

Contaxt

Currency
Paszt, Current, Fulure
Goal, Status, Trends

Finandial, Mon-financial



Unlocking Value & Val IT

How is Effective IT Governance Best Accomplished?

>Asking—and Answering—Four Fundamental Questions

1. The strategic question: Are we doing the right things?

2. The architecture question: Are we doing these things the right way?
You are

3. The delivery question: Are we getting these things done well? here. .

4. The value question: Are we getting the benefits?
Is IT Creating Value?

O
Make Sure to Ask the Right Questions.

>Using a Comprehensive

Are we Are we

doin ettin

IT Governance Framework the r.gght he
thlngs’? benef’tS’?

" COBIT

Are we ﬁure we

doing them getting
the right them done

way? well?

& val IT

Resource : IT Governance Institute



Integrated Architecture Framework (IAF)
and Enterprise + ICT Risk -> Impact

. 4 \Y
Design Phases E

Contextual
Vision, Scope,
Environment

Conceptual
Products,
Services

Logical
Functions,
Co-operation

\4

Special
lewpoints
Business T e Information | Technology
Systemns Infrastructurel
“ .

Adopt and Adapt from IAF

Main Architecture Areas




The ICT enabled Enterprise and

control by design

)
Business Processes £ o business
CoIIaboratlpn of " — s « producte, b : ‘?’?L
Human Beings services
Business 4 information Externalx
| i |
System Information Provision ¢ oo oo oY Relatlons
. \ 3
Collaboratl_on of <information i’
Human Beings f\ services i{
1 IS service 1
| services I .
Information SystemsFE====7
Co-operation of '
SW Components
ICT
System

Technology Infrastructure
Co-operation of
SW&HW Components

Adopt and Adapt from IAF




COBIT 5 and Key Roles-Activities- Relationship

Sovernance snd Management in OCBIT S

Governance Objective: Value Creation
Benefits Risk Resource
Realisation Optimisation Optimisation

Governance Governance

Roles, Activities and Relationships

Source: COBIT 5, figure 5

ey Roles, Activiies arnd Relationships

Roles, Activities and Relationships

Sat Direction Imstruct and

Ownens and A Align Operations
Stakeholders Mamnagement and
Ma nitar Execation

W\/—\\

Source: COBIT 5, figure 9 ~— Where are A
you 7

Source : ISACA



GRC & Risk IT Practitioner Guide

EXPRESSING AND DESCRIBING RISK

Expressing IT Risk in Business Terms

o 0 O

Where Mgmt.
& Related Risk

—Control-Audit
Should be

* Anancial
— Share value
— Profit
— Revenue
—Cost of capital
* Customer
— Market share
— Customer
satisfaction

* Effectiveness
* Efficiency

* Confidentiality
* |ntegrity

» Avallability

* Compliance

* Reliability

Extended BSC

CosIT Information Criteria

— Customer

Balanced Scorecard (BSC)

service
* |nternal
— Reguiatory
compliance
* Growth
— Competitive
advantage
— Reputation

Westerman

» Agility

* Accuracy
» Access

» Avallability

COSO ERM

* Strategic
* (perations
* Reporting
* Compliance

As is & To-
be ?

FAIR

* Productivity

* Response
(cost of)

* Replacement
(cost of)

* Competitive
advantage

* Legal

* Reputation

The link between IT risk scenarios and ultimate business impact needs to be established to understand the effects of adverse events.

Several techniques and options exist that can help the enterprise to describe IT risk in business terms. The Risk IT framework requires that
IT risks be translated/expressed into business relevant terms, but does not prescribe any single method. Some available methods are shown in
figure 23 and they are briefly discussed in the remainder of this section.

Source : ISACA




Compliance
Conformance

Corporate Governance + ERM + Compliance

Standards

-Best
Practice

Internal & EXTERNAL

Rules & Regulators & Int’l standards>

Internal controls & aud
<Reasonable Assurance>

Enterprise Risk Mgmt.
<COSO-$-O-F-C>

Value creation
& Performance Measurement
IT & Non IT processes

Inf. Security Mgmt.

Consultative

IT Risk Mgmt.
Approach for

fundamental /

+++

Computer Audit
<tools>

standards processes

analysis

Translating Vision-Mission & Strategy to Balanced Scorecard
for Performance Measurement & Linkages to action for Quality Cycle / P-DOC-A



ICT Risk and Impact of IT on cost and revenue - Services drivers

Increase Shareholder Value

Financial

Perspective PRODUCTIVITY STRATEGY

REVENUE GROWTH STRATEGY

Expand Revenue
pportunities

Increase Asset Enhance
Utilization Customer Value

CUSTOMER VALUE PROPOSITION

Customer
-  OQSOOD

PRODUCT/SERVICE ATTRIBUTES RELATIONSHIP

Partnership

Intenal Operations Management Customer Management Regulatory & Social
nema
PEI'SpEl:li\‘E Processes that produce Processes that enhance Processes that create
and deliver products customer value new products and communities and the
and services services environment
CREATING y 5%5 CREATING
ALIGNMENT READINESS
Strategic Job Organization
Fiii-e!ﬂ;iliES Chargrge Agenda

Learning & Human Capital + Organization Capital
# Cufture 4 Alignment

# Skills ;
# Leadership 4 Teamwork

# Traini
* Hl'lﬂrgim Kaplan & Norton 2004



Increase Shareholder Value

E{WE PRODUCTIVITY STR{EGT REVENUE GROWTH STRATEGY
Cost Reduction/ Enhance Expand Revenue
Cost Saving Customer Value pportunities
CUSTOMER VALUE PROPOSITION
Customer
Perspective
| | Operations Management Customer Management Innovation Regulatory & Social
nterna
Perspective *Reduced time to *Better
process orders compliance
_____________ eFewer errors in  sInformation L
processing sharing/submision
transactions to regulatory body
CREAT!. - - ATING
Reduced time to
ALIGNI search information EIEE READINESS
eImproved : Organization
______________ productivity. - - I S S Change Agenda
Learning & *Empowerment

Growth «User accountability



IT Governance and IT Management for Value Creation->

COBI'T@ ror Risk

Positive Qutcomes: Value
Creation or Preservation

ge
S8
oy S
m:
L
En_
_EI,=

=
oo
Q=
=3
—
0 ==
ch W
Qo D
=0

Risk is not always to be avoided. Doing business is about taking risk that is consistent with the risk appetite, 1.e., many
business propositions require 1T risk to be taken to achieve the value proposition and realise enterprise goals and
objectives, and this risk should be managed but not necessarily avoided.

When risk is referenced in COBIT 5 for Risk, it is the current risk. The concept of inherent risk is rarely used in
COBIT 5 for Risk. Figure 7 shows how inherent, current and residual risk interrelate. Theoretically, COBIT 3 for Risk



IT Governance and IT Management for Value Creation->

Risk Governance & Controls

Risk is not always to be avoided. Doing business is about taking risk that is consistent with the risk appetite, i.e., many
business propositions require [T risk to be taken to achieve the value proposition and realise enterprise goals and
objectives, and this risk should be managed but not necessarily avoided.

When risk is referenced in COBIT 3 for Risk, it is the current risk. The concept of inherent risk is rarely used in
COBIT 5 for Risk. Figure 7 shows how inherent, current and residual risk interrelate. Theoretically, COBIT 3 for Risk

focuses on current risk because, in practice, that is what is used.

Figure 7—Interrelationship of Inherent, Gurrent and Residual Risk

Inherent Residual
Risk Risk
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Area Potential Concerns
© E'na”‘f'al Statfment? gperat'ona', Results may or may not be accurate depending upon how
Vomb 1anee, rgglucl? etcrogram processing takes place and what impacts that processing
(what can go wrong? what should be right?) Results has.......& Fraud management to Fraud Audi t+ Investigation..
, , , & rEr The IT installation may contain control aspects which
IT installation environment PEFERS S ,'-. can interrupt or change the results of either individual or
it ed s TN common system processing
ntegrate — - -
A?,I dit PR 5 One or more system may be dependent upon
Understandi System software . / common IT system software such as database

- management or communications software

ng :
gonﬂ(r;%rgm 3 Common systems may cut across individual
PP D systems, partially using their results
systems

Individual systems Feed
results upwards IT processing
is input and accurate

Individual application

o O
| S ' &85
system environment S S

Transactions may cut
across system lines

Transactions

The horizontal and vertical impacts of Information Technology (IT) on the organization and risk management
. ‘& f
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People How Does the business work? Things
Enterprise
Sales Process Resource Supply AR/AP Cost P
Information Security
Market Work Flow || Transform Inventory Collect Shrinkage .
Architecture
Brand Results Value Transport Write Off Collapse GRC & Holistic
| Understanding
Oversight U Business Risk Management Executive Security Management
Capabilities Technical / Hu.ma? Brand, Value, Organizational
Laws & Internet Structural / Organizational Time, Costs Governance
Owners Architecture 4
Threats Vulnerablhtles Consequences . P o]
Board / Life cycles Perspectives &
: Accept / Transfer / Avoid / : Business
Auditors Mitigate Business Processes
| A
CIED ﬂ | Risk and Surety Level and Matching | People ctuate Sense
— Management
Control Architecture Technical Security Architecture — Policy
L R ;\%D ||_Testing | [ Process | Protection Processes Systems —»  Standards
ChangQVControl Testing Deter Bretasiive Miesharisng Data —> Procedures
Production Prevent Perception : - obscurity - profile Behavior : Documentation
Functional units %etectt opeeaEnc MsldCon o ) ;:'hange [ Context | Auditing
Less sure § Input A Output cac Structure : - M/D-A/C - POsets ) 1Iy11_e P Time Testing
Adapt - diodes - firewalls - barriers tail-sate Location Technol
Contrpl | Audit Data State | -FTC —» lechnology
1 - | Data Sta Content : - transforms - filters - I/A-DRS Purpose > Personnel
EoAIaE At rest - markings - syntax - situation - human Behavior Tncident
Que e D nciaents
S e In Us~e | Content and its Business Utility | Identity
Access Control In Motion Method > Legal
Classification "5 —— . —»  Physical
Source/Change Objectives Intolerance Identify Access —+» Knowledge
Reflects realit Affribution Redundanc Authenticate Utilit
Y Situation y ) Y Awareness
| Integrity | Activity | Availability | Authorize | Confidentiality | > Organization
Cleararse ConenMore | Accountability | | Use Control |

Source : IT Security Governance Guidebook / FRED COHEN
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Equitable
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Risk Convergence & Management Model

External — regulators, operators, analysts, investors
Board / senior management oversight

Audit Risk Mgmt. Other
committee committee Committee

GCG + Risk
Mgmt. +

Legal/
compliance

Bsc: +
Other

Information
technology

Capital
Adequacy

Financial

Common Data Structure

~ |/ __— N > |~

Common Technology Architecture
\__________/ N -~~~ |/ _— N /~ ——\ -~ ~ | — ~/ N _~ ___\ ________/

Common Risk & Control Processes

\ [ N\ NS

Business Business Business Business

</ _— __\ -/
=\

\ X

Unit Unit Unit Unit



A Consolidated-Integrated Single Framework on COSO Model

——

IT Risk and Business
Risk+++

Common

Challenges ™
& errors

Stakeholders

Reporing &
Dizclosure
process

Oversight
functions

Business
Units

Source: KPMG



GRC & Risk IT Practitioner Guide

What could be
happened without

identify IT Risk & it
Impacts to Business
- \Risk ?

RISK SCENARIOS

IT Risk Scenario Components

Event

* Disclosure

* |nterruption

* Modification

* Theft

e Asset/Resource
Threat Type * Ineffective design * People and organisation
e Malicious * Ineffective execution * Process
« Accidental/error * Rules and regulations * Infrastructure (facilities)
* Failure * Inappropriate use * [T infrastructure

e Natural * |nformation
* External requirement = Applications

[Actor] Time

* Internal (staff, contractor) * Duration

= External (competitor, * Timing of occurrence
outsider, business partner, (critical, non-critical)
regulator, market) * Timing to detect

Source : ISACA



Information Security — International Standard aso 27001)

1. Security policy

2. Organization of information security

2. Asset management

4. Human resources security

5. Physical and environmental security

6. Communications and
operations management

7. Access control

8. Information systems acquisition,
development and maintenance

9. Information security incident
management

10. Business continuity management

11. Compliance

www.itgthailand.com

GRC and Asset
Management

, O

ISO 27001 A

=

Obied_lves
/f " 1\\ \ .\ Processes &

\ \ Activities

7

é§ / Ckgnst}é(aﬂon

ZAy i‘ 7

| /|

- = terﬁé*;l'dmtﬁp})
N

2¢ »/L

0\0\1'
..-\‘B

Domains

Consideration of common errors in identifying objectives —

Identifying a means as an end.

Failing to consider each type & all types of objectives.

Failing to consider the relationships between objectives.

21



Without Effective Governance and the Results

Situation Leads to... Results in...

Reluctance to

say no to
Lack of projects

Strategic
Focus {
Can’t kill projects

Projects are “sold”
on emotional basis
— not selected

Over budget

Too many
projects

Projects Late

Quality of
execution
suffers

Business needs
not met

Benefits not
received

Underestimation
of risks and costs

No strong review
process

Lack of confidence
(in IT)

Overemphasis
on
Financial RO

Projects not
aligned to strategy

No clear
strategic criteria
for selection

Source : Fujitsu



GRC : Value Creation & Lesson Learned
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SOCIETE
GENERALE

/

++++ Sony Picture++++

People-Process-
Technology

COSO/ERM
&

ITG+ISO
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Source: www.itgthailand.com



X-Ray ARMSMNUl UM U HIsANMEMazmMsuImsnuuYysanms

DU ICT Risk Mgmt.
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How the customer explained it How the Project Leader How the Analyst designed it How the Programmer wrote it How the Business Consultant
understood it described it

How the project was What operations installed How the customer was billed How it was supported What the customer really
documented needed




N1TUINITAMNLELIUIYNNDINY Digital Economy

Digital Economy and Criteria to be Concerned

Fewer

SupportStaff Payasyou
Scalability Go —

Cost Savings

Employee Easier
Mobility Maintenance
* Where do we want to be?
* What needs to be done?
* How do we get there?
* What is risk appetite to be
Data
Geographical )
3 Corruption/
Location
Recovery
Availability Compliance
Security
Provider gets
Acquired

wwrwnatgthatland, com



COBIT 5 for ICT Risk Management

1. Meeting
Stakeholder
Needs

3. Separating ‘. 2. Covering the

Governance .
Enterprise
From
Management ' ‘ EULHDAAL
COBIT 5
Principles

® &

4. Enabling a d. Applying a

aingle
Integrated
Framework

Holistic
Approach

Source : ISACA



COBIT5 for Stakeholder needs

Stakeholder Drivers
(Environment, Technology Evolution, ...}

( Influence :J

Resource
Optimisation

( Cascade to j

Stakeholder Needs

Risk

Be nefits
Realisation

Optimisation

Enterprise Goals

( Cascadeto |

IT-related Goals

Source : ISACA




A Business Framework Perspective for
the Governance and Management of Enterprise I'T

Goals Cascade Overview / GEIT — Governance Enterprise of IT

Stakeholder Drivers

(Environment, Technology Evolution, ...)

( Influence )

Resource
Optimisation

STAKEHOLDER NEEDS AND
Cascade to _
( ) ENTERPRISE GOALS

Stakeholder Needs

Risk

Optimisation

Benefits
Realisation

~

Vs

Enterprise Goals — GEIT and Enterprise Goals
Business BSC

(. J

'C C e to :) —— DETAILED MAPPING ENTERPRISE

GOALS — IT RELATED GOALS

I IT related Goals

DETAILED MAPPING IT RELATED
(_ Cascadeto ) wwmmmmmd | GOALS — IT RELATED PROCESSES |

Enabler Goals

Resource : ISACA / GEIT (GRC Described Under COBIT 5)



Integrated Single Framework Governance
& Management

CCBITS Govermanoe and Management Key Areas

Business Needs

" Governance

Direct Management Feedback

., A
) 7 N )
' Management '
Plan Bulld Run
(APO) (BAI) (DSS)

Source : ISACA




A Business Framework for
the Governance and Management of Enterprise IT

COBIT 5 Enterprise Goals / Business BSC

Relation to Governance Objectives
Benefits Risk Resource
BSC Dimension 1 Enterprise Goal Realisation | Optimisation | Optimisation
Hnancial / 1. Stakeholder value of business investments P S
2. Portfolio of competitive products and services P P 5
Performance 3. Managed business risk (safeguarding of assets) P 5
approac hes 4. Compliance with external laws and regulations p
5. Financial transparency P S 5
Customer 6. Customer-oriented service culfure P 5
7. Business service continuity and availability P
8. Agile responses to a changing business environment P 5
9. Information-based strategic decision making p P P
10. Optimisation of service delivery costs P P
Internal 11. Optimisation of business process functionality P P
12. Optimisation of business process costs P P
13. Managed business change programmes P P 5
14, Operational and staff productivity P P
15. Compliance with internal policies P
Leaming and Growth | 16. Skilled and motivated people S P P
17. Product and business innovation cufture P

Resource : ISACA




STAKEHOLDER NEEDS AND ENTERPRISE GOALS

Mapping COBIT 5 Enterprise Goals to Governance and Management Questions

Criterias

Scope &
deliverable

-

STAKEHOLDER NEEDS

How do | get value from the use
of IT? Are end users satisfied
with the quality of the T
service?

How do | manage performance
of IT?

How can | best exploit new
technology for new strategic
opportunities?

How do | best build and
structure my IT department?

How dependent am | on
external providers? How well
are IT outsourcing agreements
being managed? How do |
obtain assurance over external
providers?

What are the (conirol)
requirements for information?

Did | address all [T-related risk?

Resource : ISACA
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STAKEHOLDER NEEDS AND ENTERPRISE GOALS

Mapping COBIT 5 Enterprise Goals to Governance and Management Questions (cont.)

B =1 = g |5 = g |3 =12 |12 |28 |5 |z 2
Criterias |2 |2 |23|c |2 |8 |2 |Sg|S |8 |2 |z =15 |2 |3
5 |5 w5 S S =z|=2 |z | |= e |2 |2 |2 &
s |2 [28(2 |2 |8 |8 |=E|=z_|8 |28 |28 |g |®& | | |=
S & |2 |8 |s2|g2l2 [E |8 |g2|dz|=2 |2 |2 |3 s |2 |2
Cope = =1 = == @D = o= EE = = = = g = 2 =
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STAKEH\. [DER NEEDS 1 2 3 4 5 6 7 8 9 10. | 11. | 12 | 13. | 14. | 15 | 16. | 17
Am | running an efficient and
resilient [T operation?

How do | control the cost of IT?
How do | use IT resources in
the most effective and efficient
manner? What are the most
effective and efficient sourcing
options?

Do | have enough people for [T?
How do | develop and maintain
their skills, and how do |
manage their performance?

How do | get assurance over [T?

|s the information | am
processing well secured?

How do | improve business
agility through a more flexible IT
environment?

Resource : ISACA




STAKEHOLDER NEEDS AND ENTERPRISE GOALS

Mapping COBIT 5 Enterprise Goals to Governance and Management Questions (cont.)

- |8 @ 2 |o = |§ | s |8 £
18 |3 8 s 1218 |2 |2 |2 |2 |a |2 |2 |2 |C
H = = 2 = = = 3 S - =
Criterias = |z |22|5 |z |5 |2 |S=|E |8 |2 |2 |2 |& |E = b
S |2 |28|% |s g |22z |2 |3 |8 |2 |8 |2 |[& |2
3 |2 |32 = |E |2 [2E|8=]2 |2 |2 |8 |= = |2
= E £5 gg =3 E 2 =] k=3 ..g = = = = = Z
Scope& 1% 15,152 |38(8 | |5 |B5| 22|z |E2|2 |Zg|E |3 |2 |3
: o E 2 2leE| = ut wE T | o = =5 | = 2 = =
_ deliverable 2E|z:|25|8%|z |2.|232|22|8=|2 |22|2 (32|52 |E |E |:E.
22| 22| E8|22|5 |e5|SS|=E|E2|Eg|ES|E2| 858 |2 |2 |25
— ZE|58|s8|33|c |83|25|=2|28|58|85(58(2E|5 |8 |3 |&3
STAKEHLA}EHHEEDS 1 2 3 4 5 6 7.1 8 | 9 |10 | 1. |12 | 13 | 14 | 15 | 16 | 17
Do IT projects fail to deliver
what they promised—and if
s0, why? Is IT standing in the
way of executing the business
strateqy?

How critical is [T fo sustaining
the enterprise? What do | do if
IT is not available?

What concrete vital primary
business processes are
dependent on [T, and what are
the requirements of business
processes?

What has been the average
overrun of the T operational
budgets? How often and how

much do [T projects go over
budget?

Resource : ISACA



STAKEHOLDER NEEDS AND ENTERPRISE GOALS

Mapping COBIT 5 Enterprise Goals to Governance and Management Questions (cont.)

Criterias

Scope &
deliverable

4

Product and business innovation

Compliance with inte mal policies
culture

Information-based strategic
decision making

programmes
Operational and staff productivity

Optimisation of business process

Optimisation of business process
costs

Portfolio of competitive products
functionality

and services
Business service continuity and

avallability
Optimisation of service delivery

Compliance with external laws
costs

and regulations
Agike responses to a changing
Skilled and motivated people

Stakeholder value of business
business environment

investments

(safequarding of assets)
Financial transparency
Customer-oriented service
Cllture

Managed business change

Managed business risk

STAKEHOLDER NEEDS

—
Pt
(]
=9
on
(=]
=
=)
1=
—
=
—
—h
—
]
—
(]
—
=9
—
on
—
(=]
—h
]

How much of the IT effort
goes to fighting fires rather
than to enabling business
improvements?

Are sufficient IT resources and
infrastructure available to meet
required enterprise strateqgic
objectives?

How long does it take to make
major IT decisions?

Are the total IT effort and
investments transparent?

Does [T support the enterprise
in complying with regulations
and service levels? How do |
know whether | am compliant
with all applicable regulations?

Resource : ISACA



DETAILED MAPPING ENTERPRISE GOALS — IT-RELATED GOALS

Mapping COBIT 5 Enterprise Goals to IT-related Goals —

Ermerprisa Geiocsl

Criterias

Scope &
deliverable
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DETAILED MAPPING ENTERPRISE GOALS — IT-RELATED GOALS

Mapping COBIT 5 Enterprise Goals to IT-related Goals

Enterprise Goal

Criterias

Scope &
deliverable

—

I

Optirmisation of sarice delivery costs
Optimisation of business poeess functio nalty
Optirmisation of buesiness prcess oosts
Managed business chanog piogrammes
Operational and staff poductivity

Compliance with internal polices

Silled and mathated peop e

Product and bieiness inncvation cutture

= | Stakeholder value of business irvestrments

0 | PFertfolio of cormpettive products and sendces

& | Managed bugness risk (safeguardng of assels)

& | Cormpliance with exterral laws and reguations

& | Frarcial ransparency

@ | Customer-oriented servce culfure

=~ | Bisiness service confruity and availabl ity

& | Agileresporses 1o achangng business enronment
© | Information-ta sed stratege decision making

IT-related Goal
01 | Alignment of IT and business strategy

02 | IT compliance and support for business
compliance with extemnal laws and
regulations

02 | Commitment of executive management for
making M-related decisions

4 | Managed IT-related business risk

05 | Realised benefits from IT-enabled
investments and services portfolio

06 | Transparency of IT costs, benefits and risk

Financial

07 | Delivery of IT services in line with businaess
requirements

08 | Adequate use of applications, information
and technology solutions

Cugamer

Resource : ISACA



DETAILED MAPPING ENTERPRISE GOALS — IT-RELATED GOALS
Mapping COBIT S Enterprise Goals to IT-related Goals (Cont)

Enterprise Goal

Criterias

Scope &
deliverable

Y

IT-related Goal Financial Customer Intemal
09 1 IT agility : . .

10 | Security of information, processing
infrastructure and applications

11 | Optimisation of [T assets, resources and
capabilities

12 | Enablement and support of business

processas by integrating applications and
technology into business processes

12 | Delivery of programmes dalivering
benefits, on timea, on budgeat, and meeting
requirements and quality standards

14 | Availability of reliable and useful
information for decision making

15 | IT compliance with internal policies

16 | Competent and motivated business and
IT personnel

17 | Knowledge, expertise and initiatives for
Resour business innovation

Optirmisaton of service delivery costs
Optimisation of business pocess functionality
Optimisation of business process oets
Managed business change programmes
Operational and staff productivity

Compliance with internal policies

Product and bueiness inncvation culture

= | Agileresponses 1o a chandng business envronment

0 | Fortfolio of cormpettive products and serices
& | Managed bugness risk (safeguardng of assets)

= | Stakeholder value of business irvestments

& | Compliance with exterral laws and reguations
¢ | Franclal frangparency

™ | Custorner-oriented serdce cultlre

= | Bueiness service confruity and availa bility

@ | Inforration-tasad stratedic decision rmaking
& | Skilled and mothvated people

3
=
N
e
=
o
~
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53
E

i

Intemal

Learning
and
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Risk: a definition: o < g 2

* Risk = the effect of uncertainty upon
objectives

« Objectives can be whole of organisation,
Hospital, Faculty, School, Division,
program, etc

Strategic objectives

Operational objectives

Process objectives
Project objectives FI-{ | ‘ F
Product objectives |

Personal objectives @ @ @
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CobiT 4.1 -> COBIT 5

GRC & CobIT Framework

Relationship Amongst Process, Goals and Metrics

Business Process Activity
Goal Goal Goal
Maintain Detect and resolve Understand
entarprisa unauthorised ECurity
reputation and acess o reguirements,
leadership. information, » vulnerabilities
applications and | and threats.
infrastructura. Y
|
: . | 3
= is measured by | is measured by | is measured by g‘
o Number of || Mumber of II Freguency of =
£ inGidants : | actual incidents | review of the -]
b causing public | because of ".L type of security e
= embarrassment 5 unauthorised avents to be Fy
(-] : ACESS monitored ]
E g
g Z
Qutcome Performance
Measure e Indicator
Outcome Performance
Measure Process Metric Indicator

Indicate performance.

Resource : IT Governance Institute



asmlsznavaas ERM- Enterprise Risk Management

msmwmuainguszaea (Objective Setting)
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Integrated GRC in COBIT 5 and Understanding ->Workshop

wanszvu (Impact)

50%

25%

5%

FTALANLAL
/917N
g

SEALAMNLRES
a9
SEAUANLAEI
dhunang
P5-R1
P6-R1
P10.2-
R1
c1.1.1- L1-R1
R2
F2.2-R1
F2.3-R1
c1.2.1-
B-R2
Cl1.2.1- Cl1.2.2-
s1.3-R1 a2 P
C1.2.2-
c1|.a11.2- P3-R1 c1.2.1- $1.2-R1 B-R1
> C-R2
ra1ra | Ppct S1.1-R1 Tana (Likelihood)
0 0 45
1 20% 2 30% 3 50% 4 0% 5 100%



=Y { Jd
LL‘H’JT]'NﬂTi‘UTH']iﬂ’J']lIL?TENL!,‘U‘Uﬂmim']ﬂ']‘i"ll’élﬁ’élﬁﬂﬂ‘i

MM UImsades ldgiia

uleane

Mina

4

h

o v a
@‘mﬁ / mmwﬁ@

A

y

[ [ (4
L{hﬂ‘l\l']ﬂﬂaﬂﬁluﬁgﬂﬂf]Qﬂﬂi

AUNTRU

e lu

ATUNTLUIUMNST

¥ ¥
ATHGNeA

AMuUMIiTeuIuaL

@y la

@mj’: / mmsjmb <

+ h 4

X

y

@ 3 T
Qﬂﬁlﬂigﬁﬂﬂﬂ]ﬂﬂﬁu'\lﬂﬂqu

NANTTU /

NISUIUNTT

F 3

malgiaanuuazmadaaul

}

v

O——O—"270

v

|
RN
\

A 4

v

8 NTAAMUNA
NFIANITIAL
15518914

7 JgUUMTAUNA

HAZMI A0S

1 @nmwinaaey iy

s
ONFINT

v

2 MINYUA
Ls7) 0’
Tanlszaen

v

3 MISILYANNTO
LA
(1Mgn1TA)

v

4 Mssziiu
ANUT Y

v
SREERIGTRNIGE

ATUAUUT YT

ANUIFE
v

6 NANTIUNT

AR

T




New COSO-ERM Framework
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S I RATELIL TRINKRING ANV RIOR
MANAGEMENT

Visionany
Context Thinking o
Thinking
GForward Thinki
ame
Weighted TRIRKING
Dynamic Thi

Impact Thinking
Bottom Line Thﬂuﬁ@tity

Context Thinking

Matching
Thinking Forward Thinking

Weighted Thinking

H Quﬁjii&ng Dynamic

Thinking
Innovative Thinkin

Grey Thinki
Planner Thinking

badaKINGKing
Bottom Line
Thinking

Innovative Thinking

Context Thinking Svst inking Grey
Benchmark Y Eﬂaqr%r(]er Thinking
Forward Thinkiing Thinking
Weighted Thinking Context Thinking
Dynamic Thinking
Impact Thinking Customer o Forward
Bottom Line Thinking Value Thinking
Key Success Thinking Weighted Thinking

Innovative Thinking Factor Thinking
Grey Thinking
Planner Thinking

~ Dynamic
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GRC : Value Creation & Lesson Learned
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Asia Devastated By Quake, Tsunami
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ICT Enabled Governance and The Role of ICT

AEC Objectives and comm(@l

AEC 2015 Vision, Architectural Development, Operation,
As Is

Strategy Design Change Maintenance

L AEC/
Business | Integrated | ASEAN / _\ ASEAN

Vision ) Business and 1CT
Architecture ICT enabled
ASEAN/ Transf " Governance
BUSINESS Framework ranstormation / Enterprise
‘ ICT Vision
ASEAN
ICT 2015 ICT-AEC Objectives and common goals
As Is
Your Country — [ GRC Driver/ Technology
Our ASEAN

95
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Evolution of Scope

&CT Risk & Development of Management to Integrated Management

GEIT / Governance of Enterprise IT

IT Governance

Integrated GRC - Components of Management and Understanding

a Integrated s
Wi
Enterprise
Risk Mgmt.
IT +Non -IT |

Put every
components
together...to

Management

v o o)

) (o}

( Integrated i
| GRC - IT Based ”

IT +Non -IT ‘ ’ Business Objective / Process

/integrateti A
= T ‘

CG+ITG

Control

IT + Non - IT

_ P— 4

‘1:,,17117“;;&&,,,,::‘
Internal Audit

Source : www.itgthailand.com



Value Creation for Effectiveness & Efficiency of Operations

+ IT Risk ?
\_3_/0
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Sustainable

growth ANNAES (ERM)
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IT Governance (Corporate Governance) (COS0)
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Controls ?
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v o d
ANUNANNHEUDN IT Governance Ha¥ Corporate Governance

CORPORATE
GOVERNANCE

Traditionally includes:
Duties of Directors Leaders
Legislative/Fiduciary
Compliance & Control
Ethics & Integrity
Business Operational Risks

& Control
Financial Accounting & CORPORATE IT
Reporting GOVERNANCE GOVERNANCE
/- E3EE W ENEBETE! Enterprise Enterprise
‘ ‘ Goals Activities &
Risks & Their Objectives Process
Management Innovations Knowledge
Research & Intellectual
Capabilities Capital
Enterprise Information &  Human Resource
Governance focuses its Management Management
on the enterprise’s: _ _
- Future Customer Service Enterprise
- Sustainability and & Communication
potential Relationships Internal/External
- Health

IT GOVERNANCE
over:

Enterprise/IT Objective
Legislative/Fiduciary
Compliance&Control
IT Resources
Information

Knowledge Management
System
Communications

Net Centric Technology
IT Operations, Risks &
Control
e-Commerce/EDI/EFT
IT Asset Management

Risks & Their
Management

IT Governance focuses
onlIT’s:

- Alignment with
enterprise objectives

- Use of IT Resources

- Management of IT
related risks
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Insurance Business Architecture or any Org.
& Understanding Core Business for P-D-C-A & GRC

Insurance Business Architecture
Channel
Customer Strategic Enterprise Management
Agents/ Interaction
gents, -
Business Corporate
Brokers > Data Channel Knowledge
Processing  (New Warehouse Mgmt. CRM Performance Exchange
& Renew) Mgmt.
Third
Party Underwriting/
Pricin . .
- 8 Core Business Operations
Branch Claims Product Development
4 v Service Delivery
g a. Reinsurance Billing &
a Walk-in @il Underwriting Claims Collection &
.ga 1,“ Call Center Services Co-insurance Disbursement
Third Part Accountin
Y Policy Services y & MIS Reports
. Accounts Interface
Marketing
Support Operations
Sales Support Accounting Finance & Human Research &
Treasury Resource Development
% Infrastructure
A Fax Corporate Batch User Data Documents
. Intranet . .
\ / Database Processing Authentication Encryption & Images

Supplier/
Alliance Mgt.

Adjusters/S
urveyors

&

Suppliers/Alliance Partners

—

Supplie

g

Outsource

1
;ﬁ\ —

Garage/ Repair Shop

rE

Regulator

Investors
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Re-assurance
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— Understanding the business imperatives for technology and understanding
the technology enable and (its relevance for the business
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RiskK is a natural part of the business landscape.
If left unmanaged, the unceriainty can spread like weeds.
If managed effectively, losses can be avoided and benefits obtained.

O
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e Perspectives
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A set of guiding principles and the first framework to help ‘ ®
enterprises identify, govern and effectively manage IT risk. SACA

B



GRC & Risk IT and IT Risk Perspective

Risk 1)

BASED ON Cop1 T ®=

In business today, risk plays a critical role. Almost every
business decision requires executives and managers to
balance rnisk and reward. Effectively managing the business
risks is essential to an enterprise’s success.

Too often, IT risk (business risk related to the use of IT)
Is overlooked. Other business nisks, such as market risks,
credit nsks and operational risks have long been integrated
into the corporate decision-making processes. [T risk
has been relegated to technical specialists outside the
boardroom, despite falling under the same ‘umbrella’
risk category as other business risks: failure to achieve

v e Strategic objectives.



GRC & Risk IT and IT Risk Perspective

What is Risk IT7

Risk T Is:

e Aframework based on a set of guiding principles for effective
governance and management of [T risk
e Part of ISACA's product portfolio on IT governance

ource : ISACA



GRC - COBIT & Risk IT and IT Risk Perspective
What does Risk IT do?

Risk IT:

Allows an enterprise to customize the components provided

in the framework to suit its particular needs

Provides a common language to help communication and
understanding among business, [T, risk and audit management
Provides an end-to-end, comprehensive view of all risks
related to the use of IT and a similarly thorough treatment of

risk management, from the tone and culture at the top,

to operational Issues

Enables an enterprise to understand and manage all significant
IT risk types

Allows the enterprise to make appropriate risk-aware decisions
Explains leveraging an investment in an IT intermal control
system to manage IM-related risk

Enables Integration of IT risk with overall risk and compliance
structures within the enterprise

FProvides tangible business benefits




GRC- COBIT & Risk IT and IT Risk Perspective

What are the benefits of using Risk [T
The benefts Include:

-

Improved communication among business, IT, risk and
audit management

Comprehensive guidance on how to manage [T-related risks
A complete risk profile to better understand risk, so as to
appropriately utilize enterprise resources

A better understanding of the roles and responsibilities with
regard to IT risk management

Alignment with ERM

A better view of [T-related risk and [ts financial implications
Fewer operational surprises and fallures

Increased information quality

Greater stakeholder confidence and reduced

regulatory concems

Innovative applications supporting new business Initiatives




Source : ISACA

GRC & Risk IT and IT Risk Perspective

The problem is clear. The solution? Unclear.
Until now: Introducing Risk IT

Risk IT Is a framework based on a set of guiding principles for effective
FI"IHHHQEEI'I'IEﬂt of IT risk.

The Risk [T Tramework explains IT risk, allows the enterprise 10 make
appropriate risk-aware decisions and will enable users to:

¢ |ntegrate the management of [T risk into the overall enterprise risk

management (ERM) of the organization
o [ake well-informed decisions about the extent of the risk, the sk

appetite and the risk tolerance of the enterprise
¢ [inderstand how 1o respond 1o the risk



Source : ISACA

GRC & Risk IT and IT Risk Perspective

Risk T and CoBIT®

The Risk IT framework complements CosT®, a comprehensive, globally
accepted framework for the governance and control of business-
driven, [T-based solutions and services. While CoaiT supports a set of
Controls to mitigate IT risk, Risk [T provides a framework Tor enterprises
to identify, govern and manage IT risk. Simply put, CosiT provides the
means of risk management; Risk T provides the ends. Enterprises
who have adopted (or are planning to adopt) CosT as their T
governance framework can use Risk IT to enhance risk management.



Source : ISACA

GRC & Risk IT and IT Risk Perspective

The Risk [T Principles

The Riskl IT framework. is about [T nsk—obusiness risk related o the
use of [T. The connection 10 business Is foundad in the principles on
which the framework Is built. Effective enterprise governance and
management of [T risk:

.l'3l||'|.|"|l'El],’S Cconnects 1o business 'I]EiEHEU'u'ES

Allgns the FI"IH['IEQEH'I'IEHT of IT-related business risk with overall
ERM—If applicable, i.e., if ERM Is implemented in the enterprise
Balances the costs and benefits of managing IT risk

Fromaotes tair and Open comim unication of [T risk

Establishes the right tone from the top while defining and enforcing

personal accountability for operating within acceptable and well-
defined tolerance levels

Is a continuous process and part of daily activities



Source : ISACA

GRC & Risk IT and IT Risk Perspective

Managing and Understanding IT Risk

To prioritize and manage [T risk, senior executives need a frame of
reference and a clear understanding of the IT function and IT risk.
However, the enterprise’s key stakeholders, including board members
and executive management, the very people who should be
accountable for risk management within the enterprise, often do not
have a full understanding of IT risk.

IT risk is not just a technical Issue. While IT subject matter experts help
1o understand and manage EE-[JE!CtS of IT risk, business I'I'I-EIFEQEFI'IEH"It is
the most important stakeholder. Business managers determine what IT
needs to do to support their business: they set the targets for IT and
are accountable for managlng the associated risks.

In summary, the framework will enable enterprises to understand and
manage all significant IT risk types. The Risk IT framework provides an
end-to-end, comprehensive view of all risks related to the use of IT, as
well as a similar view of risk management. The framework fills the gap
between generic risk management frameworks such as COS0 ERM
and ASMNSS 4360 (soon 1o be replaced by 150 31000) and its British
equivalent, A Risk Management Standard (ARMS), and detailed
(primarily security-related) IT risk management frameworks.



Source : ISACA

GRC & Risk IT and IT Risk Perspective

Risk IT Framework

For users of CoeiT and Val IT™, this process model will look familiar.
Guidance is provided on the key activities within each process,
responsibilities for the process, information flows between processes
and performance management of each process. The model is divided
into three domains—~Risk Governance, Risk Evaluation, Risk
Response—each containing three processes:
¢ Risk Governance

—Establish and Maintain a Common Risk View

—Integrate with ERM

—Make Risk-aware Business Decisions
* Hisk Bvaluation

—Collect Data

— Analyze Risk

—Maintain Risk Profile
* Risk Response

—Articulate Risk

—Manage Risk

—React 10 Events



GRC & Risk IT and IT Risk Perspective

Risk IT Practitioner Guide

The Aisk IT Practitioner Guide is a support
document for the Risk IT framework that provides
examples of possible technigues to address
IT-related risk issues, and more detailed ng-ljﬂﬂEE.‘
on how 1o H[ZI'F]IF'DHI[:l"I the E'I]FIEEEI’[S covered in the
process model.

Concepts and techniques explored in more detail
include:

e Building enterprise-specific scenarios, based
on a set of generic IT risk scenarios

e Building a risk map, using techniques fo describe the impact and
frequency of scenarios

e Building impact criteria with business relevance

e Defining key risk indicators (KRIs)

e LUsing CoaimT and Val IT 10 mitigate risk; the link between risk and
CorT control objectives and Val IT key management practices

Source : ISACA



Source : ISACA

GRC & Risk IT and IT Risk Perspective

Your Solution to IT Risk

Applying good IT risk management practices as described in Risk IT
will provide tangible business benefits, e.q., fewer operational surprises
and failures, increased information quality, greater stakeholder
confidence and reduced regulatory concems, innovative applications
supporting new business inftiatives. The Risk [T framework is part of
ISACA’s product portfolio on IT governance. Although this document
provides a complete and standalone framework, it does include
references o Coal and Val IT. As The Practifioner Guide, Issued in
support of this framework, makes extensive reference to CosT and Val
IT, it is recommended that managers and practiioners acquaint
themselves with the major principles and contents of these two
frameworks. Like CosT and Val IT, Risk IT is not a standard, but a
flexible framework. This means that enterprises can and should
customize the components provided in the framework to suit their
particular organizations.



Business Governance of IT and Functional

Governance of IT

Business Governance of IT Functional Governance of I'T

> Bottom line performance > Compliance

> Investment in the right thing > Doing it the right way

» Demand management and > Supply management and sourcing
prioritisation > Productivity and unit cost of delivery
> Funding and capital management > Articulating risk and managing to

> Level of risk agreed service levels

> Balancing the cost, risk and > Delivering to estimates

performance equation > Standards, repeatable processes,

> Identifying and delivering benefits monitoring and control

Source : “Business Governance of IT and IT Governance of IT — a big difference”, COBIT Users Convention, Nov 2006 By Chris Gillies



Risk Governance

Ensure that IT sk management practices are embedded In the
enterprisz, enabling if to sacure optimal risk-adjusted return.

CERE Goal:
sure that sk management activities E"'gl'l with the urg.anlza’.k:n's
gciive capacity for IT-related loss and leadership’s Eubjective
S[aNCE.

Process Goal:
Ensure thal organisational decisions conslder the full mnge of
opporturities and consequences from rellance an IT for

BUCCEEE.

Procass Goal:
Integrate the IT risk strateqy and
{:FE'TEHIZII'E with the business s1ra'.egln rek
decisions thai hawe been made at the
EﬂtEI'FHEE level.

Integrate with
ERM

http://www.systemi.ca/ris

klisacas-riskit- Establish & _

framework/ Maintaina |  Make Risk-

-~ S - aware Buginess
Common Risk

View Decizions

Risk Response Risk Evaluation

Ensure that IT-related risk |ssues, opportunities, and events are
addressed In a cost effeciive manner and in Bng with business prioies.

Ensure that IT related risks and opportunifies are
identified, analysed, and presented in business terms.

88 Goal: Risk IT Process Goal:
2 that measures for seizing strategic - . - Develop useful Information to suppart risk declsions that take
unifles and reducing nsl.i% an angeptable Manage Risk Foundation Analyse Risk Nt account the DUSINESE MIeVance of sk factons (e.g.,

re managed as a portfallo. threats, vuinerabiities, value, Rabiity).

Maintain Risk
Profile

Articulate Risk| React to Events Collect Data

Process Goal
Maintain an up-io-daie and comlete Imventary of known ks
and atiributes (2.g.. expecied frequency, poteniial Impact,
dispasition), IT resources, capabiiiies and controls as
understood In the context of business products, services, and
PYOCESEES.

g8 Goal:

2 that information an the true state of M-related
ureg and cpportunities Is made avaliable In a timely
er and fo the night pecple for appropriate response.

Process Goal:

Ensure that measures for selzing Immediate cpportuniies
or limiting the magnifude of loss from IT related events ane
activaled In a timely manner and ane efective.

Process Goal:
Identty relevant data to enable effective IT related risk
Igentification, analysis, and reparting.


http://www.systemi.ca/risk/isacas-riskit-framework/

COBIT and Other IT/Infosec Management
Standards & Best Practices

Organisations will consider and use a variety of I'T models, standards and best
practices. These must be understood in order to consider how they can be used
together, with COBIT acting as the consolidator (‘umbrella’).

HOW

WHAT : ISO 20000

SCOPE OF COVERAGE

Source: ITGI



GRC & Risk IT Practitioner Guide

DEFINING A RISK UNIVERSE AND SCOPING RISK MANAGEMENT

IT Risk in the Risk Hierarchy
o O

Strategic
Risk

Environmental Compliance
Risk Risk
IT=related Risk - Where are we in practice?

IT Benefit/Value IT Programme and IT Operations and ‘
Enablement Risk Project Dellivery Risk Service Delivery Risk

—




COBIT OVERVIEW

CobiT Cube

Top-down Approach

The previously mentioned components (IT processes,
information criteria and resources) combine to form
a three-dimensional illustration of the IT function.
These dimensions, as shown in figure 5, represent

the CoBIT cube.

IT Governance Using CobiT

By definition, governance of IT and its processes is an
ongoing and periodic measurement of deviations from
the defined standard and timely and consequent
implementation of corrective measures. This approach
follows the cybernetic principle, i.e., everyone
understands the process of setfing the room
temperature (standard) for the heating system
(process). which will constantly check (compare)
ambient room temperature (control information) and
will signal (act) the heating system to provide more
heat. This model and its principles identify a number
of KGls and KPIs that usually apply to all processes
as they deal with what the standard is, who sets it, and
who controls or needs to act.

Source : IT Governance Institute

IT Processes

Business Requirements

DOMAINS

People

Infrastructure

Applications
Information

PROCESSES :;

ACTIVITIES ‘ ‘ ‘ 8 .
Q,e
50“‘

‘\Q&




Controls & Maturity Model & CSA

Example: IT Governance Maturity

Assessment Components

» Program Mission
and Framework

= Program
Owarsight

» Communication
Stratagy

» Corporats
Alignmant

Processes are non-axistant

Strategic

Alignment

» Rala of
IT/Definition of IT
Valua

» Stratagic
Direction

- Businass, IT and
Operations
Alignmeant

» Investmant
Prioritization and
Allacation

* |IT Diraction and
Flanning

» Enterprise IT
Architectura

» Valus
Meaasurameant

» Program and
Project
Managameant

» Third-Party
Ralatianshio
Managament

Maturity Model Scale

Procasses are ad-hoc and disorganized
Procasses are repeatable but intuitive

Procasses are defined, documanted and intuitive

Procasses are managed and measurad
Procasses are optimized

o= kW

Risk
Management

» IT & Business
Risk
Managamant
Alignmant

» Intsgrated T
Risk
Managamant
Frameawork

» IT Risk Cwvarsight

Resource

Management

- |IT Rasourcs &
Assaet
Managemant

» Infrastructura
Management

- Tachnology
Lifecycle
Managsmant

» Knowladge
Managemant

» Stratagic
Sourcing

Performance
Measurement

Padfarmanca
Mdatrice
Perfarmanca
Manitaring
Cuality
Improvamant
Continuaus
Procass
Improvamant
Scope of
Podantial
Maasurameant

LA B .

T

IT Governance Maturity Score Distribution

pr—

VD Rilv

Source:E &Y
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AIZUIUNTUIHITA NG 8 VUADY

1. amwumé’aumﬂ“lumﬁnﬁ (Internal Environment)
Risk Management Philosophy — Risk Culture — Board of director — Integrity and Ethical Values — Committee to Competence — Management’s Philosophy

and Operation Style — Risk Appetite — Organization — Assignment of Authority and responsibility — Human Resource Policy

v

2. MIMriuaihnung (Objective Setting)

Strategic Objective — Related Objectives — Selected Objectives — Risk Appetite — Risk Tolerance

v

3. mﬁgqmqm‘stﬁ (Event Identification)
Events — Factors Influencing Strategy and Objectives — Methodologies and Techniques — Event Interdependencies — Event Categories —

- Risk and Opportunities

v

4. msUszliunnu@es (Risk Assessment)

Inherent and Residual Risk — Likelihood and Impact — Methodologies and Techniques - Correlation

v

5. m‘;muaummmaﬁm (Risk Response)

Identify Risk Response — Evaluate Possible Risk Responses — Select Risk Responses — Portfolio View

v

6. NINIINAIVAN (Control Activities)

Integration with risk response — Types of Control Activities — General Controls — Application Controls — Entity Specific

v

7. sznmmﬁaumﬂuazmiﬁﬂd@ﬁami (Information and Communication)

Information — Strategic and Integrated Systems - Communication

v

8. msAamuuazlszdiuna (Monitoring)

Separate Evaluation — Ongoing Evaluation
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GRC Perspectives & Where Does CoB1T Fit?
Drivers PERFORMANCE: Base 1, Sarbanes
Business Goals Oxle ,Act otc.
A
I'T Governance CoBIT
: A A
9001:2000 27001 20000
4 4 4

Processes and QA Security

Enterprise Governance Balanced
Scorecard
A

Procedures Procedure Principles
Source: ITGI



COBIT 5 and Key Roles-Activities- Relationship

Sovernance snd Management in OCBIT S

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation .
MIAFNAUAUNUAY

oOQ ICT Risk for
Business

NUNIU NI

Governance Governance

Roles, Activities and Relationships

Source: COBIT 5, figure 5

ey Roles, Activiies arnd Relationships

Roles, Activities and Relationships

Sat Direction Imstruct and

Ownens and A Align Operations
Stakeholders Mamnagement and
Ma nitar Execation

W\/—\\

Source: COBIT 5, figure 9 ~— Where are A
you 7

Source : ISACA
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Business Objectivesl

IT Governance I
COBI | I

/. Informatlon J-\

Monitoring | Planning & Organization
Delivery & Support J Acquisition & Implementation |

N~ -

Change management from COBIT 4 - 4.1to COBIT5 — GEIT -> Integrated Single Framework




Who Needs IT Governance & Control

Models? & Regulators + +

/- IT investment \

decisions

- Balance risk and
control investment

- Benchmark existing

and future IT

\environment /

-

Obtain assurance

~

on security and
control of products
and services they
acquire internally

or externally

\_ J

/- Substantiate \

opinions to

management on

internal controls
- Advise on what

minimum controls

\are necessary /




Risk and Opportunity for GRC -> COBIT5-> Value Creation

IT as Value Inhibitor
or Destructor

IT Risk

¢ Adverse IT related events destroying
value

¢ Unrealised or reduced business
value through IT

* Missed IT assisted business
opportunities

IT Opportunity

¢ |dentify new business
opportunities through use of IT

¢ Enhance business value through
optimal use of IT capabilities

IT as Value
Enabler

Source : ISACA, Risk IT Framework



Role of IAF In
Business and ICT Transformation

f
Business
ICTejivsion

SCOPE N
< nterprise Leve)
Architectural Desig\\
L -

Transformation Programme\
o o O O O
Plan |

Projec LevefArchltectura Desigh
IO Zf

Projerts (Degign an Devel<|)pment)

Change {
O O O O D
Run { Operational Business and ICT System

Adopt and Adapt from IAF



|JAF and Professional Roles- ICT Risk

Business

SCOPE

Architecturacontextual
conceptual

| logical
Design physical

transformational

f Detailed

Design

N

Development &
Implementation

Operation &
Maintenance

Adopt and Adapt from IAF

v

I

Maintenance People

Information | Information | Technology
Systems |Infrastructur
Consultant \<
Arci{itect | h
Designer *Engineer) \<
Develope+ (Builder) \<




Reference Architectures in IAF (1)

Contextual

Business || Information IS TI
RA RA RA RA

R = =

Conceptual

Logical

Physical

Transformationa

Rationale

H H H

Style and Conceptual Patterns
Appearance, Behaviour, Products/Services

1 1 H

Logical Patterns
Collaboration/Roles or Mechanism/Functions

1 11 1

Physical Patterns
Physical Components

L [ L

Transformational Patterns
Development/Migration/Evolution

} Architectur
al Patterns

Engineerin
9.

Constructio

n Patterns

Adopt and Adapt from IAF



Reference Architectures in IAF (2)

Business Information IS TI
RA RA RA RA
Contextual L utron
Reference
Architecture
Conceptual ] ] ] R
Application
or
“Business
Logical Business Information Component” Technol
Process Provision Patterns ePcl ;O °gy
Patterns Patterns arorm
Physical Software
Component
Patterns
Transformationa
Application Enabling
Reference Architecture

Adopt and Adapt from IAF



Risk Governance Domain for Value Creation

Risk Governance

m— —

Domain Metrics:
The degree to which the strategic use of IT in
leveraging enterprise resources reduces

Domain Goal:

Ensure that IT risk management

practices are embedded in the
enterprise, enabling it to secure

Integrate with
ERM

owverall enterprise risk.

Paercentage of staff trained in critical risk

optimal risk adjusted raturn.

. management techniques (e.g., standard risk
' / analysis techniques, crisis management,
Establish ﬁ Make Risk- project management, skills of people (audit,
Maintaina | _ @ Business etc.) to detect when something IT related is
Common Risk amiss)
View Decisions

",

Risk IT
Foundation

:
| Maintain Risk
CollectData | " profc

Communication

\

Risk Evaluation

.,
Articulate th( React to Events
"I

..

Risk Response

& 2008 ITGI

Source : ISACA, Risk IT Framework



GRC & Functional Perspectives & Competency
to drivelT Security + Successful Business

1.Manage
2.Design

3. Implement
4.Evaluate

Implement | Evaluate

C
O
M
F.l
E
T
=
N
CI
E
S

Source: EBK-Essential Body of Knowledge



N O gbkhoihE

Competency Areas (MDIE in each)

Data Security

Digital Forensics
Enterprise Continuity
Incident Management

IT Security Training
and Awareness

IT S)K/slte_m Operations
and Maintenance

Network and
Telecommunication
Security

Source: EBK

Personnel Security

Physical and
Environmental Security

Procurement

Reqgulatory and
Standards Compliance

Security Risk
Management

Strategic Security
Management

System and Application
Security



a5l dupanl)iinaainislssiiunIsAILANAMNLIREIAILAULAY- CSA

(Operational Risk Self Assessment : ORSA) — §NNBIUBY Business Risk & IT-Related Risk

Usz1aly AALIAN 189U

o 9 G0 a9

"4 .~

~ o

STLNUTEUUNITAILANTIND
AR UNATZALANNLA IS
N4 (ageuag 3 AUAL)

e~

El‘mmummm'smuqu
TR ENF T

UNNNY seiiiuszauAaLAe

Tunuageau YA ULLARZH

(ABAU-AUANLNAINNTE

U)URAINNIATNNITAUAN
Sa
NRag/uuIn L/

—— ‘
LﬁﬂWﬂmw ' ,

SEAZLIA/ESURNATAL

a9l :Anudila 115 U F W5 A 20 N LA 8 9 R9AY N9AY Business Risk WAS N1FUSMINNSAL IT Risk



ERM- Enterprise Risk Management

msUsziinvanudas (Risk Assessment)

A
ANNLAEIN

HAVUIINNIT

ANUUNINTIH

= a
HI9pInNv

(Inherent

Risk)

HIATINIT

AILAN

HIAINT
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HIATINMINIVAN

HazNISUIKIS
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ANNLaEINN

Risk Appetite and
Risk Tolerance
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Cascade from Goal Setting Process

Board of Directors

Head of Company Areasof ......... > i Business

Responsibility C@? Risk  Conditions

Head of Department / Ur:f:it -------------- > ¥ v N v N

Goals Goals Goals Goals Goals Goronnnnans
"'j*m‘ Dep. Risk Dep. Risk DepRick  Dep.Riok

Head of , l l l

Section Goalz GCoalz GCoals revnrenns
P Dy Rink nlr. Risk  Div, Rink

Goals Goalz Goals D T
VN AR Velieiden s Wednidod YR



GRC : Value Creation for
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ERM is a core of GRC...Understanding IS
_very necessary
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Energy /Fuel
Economic Influence

Reputation

Regulatory Requirement Poetical Influence

Human
Capital Business Interruption

IT querstandlng

Contractual Agreemen

Competitor Actions Future Regulation

Efficiency /Productivity Shareholder Relation

IT Security
Strategic Alliance

Joint Ventures
IT Infrastructure

Source Value
Chain Analyze

Currency Business

Industrial Relations

Fraud & Corruption
Social Security

D n]pllance and Audit
eregu at I'Pnat ion

Re-regulation

Performance

Improvement
Measurement /Monitoring

Internal Commun icatiéﬁet Protection

Government /Public Influence Health &

Business
Reputation S&’&?rru pt|on

Capacity Utilization Competi tive

Taxation /Litigation ++ and OtherS +4
Environmental



COSO ERM Model for Risk Management and Change Management -> IT-Related Risk

Source : GTAG

MONITORING
INFORMATION AND COMMUNICATION
CONTROL ACTIVITIES
RISK RESPONSE

Monitoring

¢ Monthly performance metrics and change
analysis provided to the CIO.

e Audits of change management process conducted
by internal auditing.

¢ Annual control self-assessment (CSA) conducted
by business units and the IT department.

* Periodic reports from the change management
board provided to senior management.

Information and Communication

¢ Periodic messages from senior management that
change control is important.

e Service desk issues communicated for resolution
and trend analysis.

¢ (Changes in policy communicated to all affected
personnel.

¢ Regular communication of upcoming changes.

Control Activities

-

L ]
L ]
]

* & & 9

Common process in place and documented.
Effective change control committee structure.
Change control log used.

Segregation of duties between developers and
technical staff maintained.

Automated controls to enforce process of
promoting changes into production.
Automated process to return production
environment to pre-change state.

Approved configurations documented.

Clear delegation of authority documented.
Approvals for changes documented.
Automated system and data backups and ability
to restore from approved environment.



Source : GTAG

COSO ERM Model for Risk Management and Change Management -> IT-Related Risk

MONITORING
INFORMATION AND COMMUNICATION
CONTROL ACTIVITIES
RISK RESPONSE

Risk Assessment

® Firm’s strategic and process-level risk assessments
consider risks associated with out-of-process
(unintended or unauthorized) changes.

® Risks due to change well understood by
IT personnel.

* Thorough risk assessment of all proposed changes

performed.

Business continuity planning in place.

Internal audit assessment performed.

Business insurance needs assessment performed.

Risk factors assessed to determine classification

of the change and level of testing and approval.

- & & @

Objective Setting and Event Identification

e Management establishes business objectives
and strategies.

e Management establishes objectives for change
management; identifies what events could
prevent successful achievement of business
objectives and adherence to change process.

Internal Environment

L]

Senior management demonstrates that change
management is important.

Presence of an effective culture of change
management.

No tolerance for out-of-process changes; waiver
process in place.

Documentation exists (policies, procedures, process
for managing changes in applications, databases,
operating systems, and all other IT assets).
Process training for all affected personnel
provided.

* Defined roles and responsibilities enforced.
e Service level aggreements (SLAs) and contracts

with vendors in place that define process and
performance standards.

Company-level standards and guidelines for the
change process in place.
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CG/ITG & GRC Framework + Convergence Risk & Mgmt.
C N

Thai E-Transaction Laws / Thai Laws

\
Rules & Regulations by Regulators | Office of The Auditor General

Thai OAG

X \/

Rules & Regulations by Regulators & International Standards
" Pa

ITIL Lessons Learned/

O[OUTJd ], SS9001J — 9[d0d()

COBIT | [ISO/IEC
(IT Infrastructure Library) Other Standard

aauilszneuves Enterprise Risk Management (ERM)

) < _
1. amnadenmeluoanns (Internal Environment)

<4——p| Risk Management Philosophy — Risk Culture — Board of director — Integrity and Ethical Values — Committee to Competence — Management’s Philosophy
and Operation Style — Risk Appetite — Organization — Assignment of Authority and responsibility — Human Resource Policy

v
< > 2. msmruaihnang (Objective Setting)
CO S O Strategic Objective — Related Objectives — Selected Objectives — Risk Appetite — Risk Tolerance
¥
3. i‘nii:‘i,_l!ﬂ@i‘niﬂj (Event Identification)

S O F C +—> Events — Factors Influencing Strategy and Objectives — Methodologies and Techniques — Event Interdependencies — Event Categories

- Risk and Opportunities
£
4. misszlunin@ss (Risk Assessment)

Inherent and Residual Risk — Likelihood and Impact — Methodologies and Techniques - Correlation
¥

< > 5. PISAOUAMOIN T (Risk Response)

Identify Risk Response — Evaluate Possible Risk Responses — Select Risk Responses — Portfolio View

(S90In0SSY L] PO %
D-4-0-S 2 PIBIII0IS ddue[ey U0 SI39)e.NS sunueeyq

v
¢ > 6. NINIINAIUAN (Control Activities)

Integration with risk response — Types of Control Activities — General Controls — Application Controls — Entity Specific

v
1 5 o STUVMIsaUMALazMIAnA a1 (Information and Communication)

|

Information — Strategic and Integrated Systems - Communication

v
k / ¢ ) 8. misAamuuazisziliuna (Monitoring)

Separate Evaluation — Ongoing Evaluation




ASSURANCE GUIDANCE FOR COBIT ->5 PROCESSES AND CONTROLS

IT Risk and Application Controls - COBIT-> GRC->> COBITS5 / GEIT

IT General Controls and Application Controls

e L i ' | Business’s responsibility
Io properly defing e IT General Controls > to properly use
functional and control ! | automated Services
requirements | |
Plan and Organise
Business Functional I I
Requirements — Acquire Deliver
and and | Automated
Business Control : Services
Requirements L, Implement Support

| |

Monitor and Evaluate

IT's responsibility to
 Automate and implement business functional ! -
and control requirements »! ,| Business
« Establish controls to maintain the integrity l Controls
of application controls |

Application Controls

Source : IT Governance Institute 5. IT Assurance Guides

3
£

Business :
Controls :




HOW COBITCOMPONENTS SUPPORT IT ASSURANCE ACTIVITIES

Introduction- Sample for better Understanding to Enterprise Governance -> Value Creatio

Linking IT Assurance Activities and COBIT Components
CoeiT Components
8 £ E | = - g — E Eﬁ
8§12 =8¢l | 2] o E SE .8 |88
2| £ s |5 |8t | S 8| 5 L 5 | |o| | |28
S| S|= |2 |2 25|25, |8 |5%| s IR REHE S3
S| E| 8|z | = |&e|88| & |88 5 S E Sg| § |Z8| 2 |&8
o E|ls| 8| 5| =5 |c=|28| & |85 E Es &5 5 |52 | = E%
IT Assurance Activities 5| 8 || 8|2 |=8 38| 5 22| = | & |85|E58| 8 |38| & |=
Perform a quick risk assessment. VY| v v |V v | v v | v | v
Assess threat, vulnerability and v v v v v v
business impact.
Diagnose operational and project risk. v v v v v v v
Plan risk-based assurance initiatives. v W v v v v v v v v v
Identify critical IT processes based A | v | v v v | v | v v | v
on value drivers. |
Assess process maturity. w | v v | v v v | Vv v | Vv
Scope and plan assurance initiatives. v v v v v v v
Select the control objectives for v v v v v v
critical processes.
Customise control objectives. v v v v v | v v v
Build a detailed assurance programme. | + | + v | v v v v
Test and evaluate controls. % v )l v v v v v v
Substantiate risk. v v | v v v | v v | v v v v | v
Report assurance conclusions. v v | v v v v | v v | v v v v | v
Self-assess process maturity. v v v v v | v v v v
Self-assess controls. v v v v v v v v

Source : IT Governance Institute IT Assurance Guides



Evolution of Scope

&CT Risk & Development of Management to Integrated Management

GEIT / Governance of Enterprise IT

IT Governance

Integrated GRC - Components of Management and Understanding

a Integrated s
Wi
Enterprise
Risk Mgmt.
IT +Non -IT |

Put every
components
together...to

Management

v o o)

) (o}

( Integrated i
| GRC - IT Based ”

IT +Non -IT ‘ ’ Business Objective / Process

/integrateti A
= T ‘

CG+ITG

Control

IT + Non - IT

_ P— 4

‘1:,,17117“;;&&,,,,::‘
Internal Audit

Source : www.itgthailand.com



Application Controls

The Business Case for Application Controls

Effect of Size and Complexity on Effort to Document and Test Controls

Manual Controls

Application Controls

Cost of Control Testing

Company Size and Complexity

Source : IT Governance Institute 1. CobiT Controls



GRC & Developing the IT Audit Plan

Understanding the Business & Risk IT + IT Risk

IT Environment Factors & Management

Understanding the IT environment in a business context

!

THE VALUE CHAIN OF THE BUSIMNMESS ACTIVITIES

orenammne ——— D

v

—

OPERATING PROCESSES

BUSINESS PROCESSES

SUPPORT PROCESSES

Ma Fac-
(i )= )
o

PROJECTS PROCESSES

Cash
Mzmt

aSc

i

.

" IT GENERAL APPLICATIONS
COMNTROLS
o CEED CEED 5D
Drevelopment
- Change —
Management o~ —,
Logical Acoess > IT INFRASTRUCTURE SERVICES
S
controls
Supportc
b
- Backup &
Restore ~— —
- Seocurity
A

Source

)
e

oz ) e )
.o 7
——
W—-

. I'he Institute ot Internal Auditors

LIS R I R ]

- ™
APPLICATION

COMNTROLS
Authorizaticom
Incegrioy
B ailabiling
Confidentialioy

Segregaton
of duties




AUDIT .

G R C Integrated in Summary
A —

Risk Management Compliance >

... —-— - =

R C

» Enterprise Risk e Laws and
Management Regulations

Govemance

s Standards,

* I Risks Rules

e IT Govermance

e Standards,
Policies,
Procedures

e Information
Security
Governance

e Information
Security Risks




Complexity Is Driving Organizations to Rethink How They Manage Risk And

Compliance
CSA &

GRC

Re-engineered GRC Framework

N - =

r Y
CORPORATE RISK STRATEGY
Enterprise Wide
Strategy &
Governance r"“"“"“"“: r"""""""": r"""""""":

Program ' Program Ly Program
Specific i Specific ! Specific

Esteplishnes Govemencs & Enferprss Rsk Srreregy

INTEGRATED RISK MANAGEMENT PROCESSES

Estshlishes Commaon Risk Mensgement Frocesses,
Caomman Dets Archifecturs, snd
Camman Technaolog)y Archisciuns

OPERATIONS
Esizbiishes Controls for the Difsnsmr
Operstions! Frocssses
L =
z : 5| %
t E % e e ﬁ
A E AR A
=z (] ] = o, E
| 8| & |8
APPLICATION
OrCHA TG
DATABASE SYSTEM MNETWORK

FACILITY




Audit assurance for AC & C —Levels ?

CSA by

Yoursel Management and audit approach

Business
Controls

Application
Controls

IT General Controls

f

O0

. Financral Statements & Reports & Actions

' Impact N

>

> 0 > 2
SO0 2 > > >

>
DI

Business Processes >> >> >> >>

> > > > #'
Impact
v Balance She@

IT Applications

Equipments/
IT infrastructure

IT organization/Processes
Program Access to data Computer

P h
Development rogram Change

and program Operation




PRACTICAL GRC
Implementing and Continually Improving ITG

“The New Life Cycle Model”

e Parlormanca

objectives and
atices
* Managemant




INFORMATION TECHNOLOGY
RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

/ Top 10 Technology Risk Issues as Identified by \
The ITA Advanced Technology Committee
. Legislation and Regulatory Compliance
2. Threat / Vulnerability Management (Application exploits, DDOS, IM, SPAM,
Viruses, Trojans, worms...)
Privacy (including identity protection)
Continuous Monitoring / Auditing / Assurance
Wireless Security
Intrusion Protection (including firewalls, monitoring, analysis, reaction...)
IT Outsourcing (including offshore)

Enterprise Security Metrics (dashboards, scorecards, analytics...)

A S AN

Identity Management

10. Acquisitions & Divestitures — impacts on systems management
KThe Institute of Internal Auditors, Advanced Technology Committee Meeting, Dec. 2005. /

Source : The Institute of Internal Auditors - ITA




INFORMATION TECHNOLOGY
RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

4 N

General Control Activities Versus Application Control Activities

General IT control activities span all I'T systems and are put in place to ensure the

integrity, reliability, and accuracy of the application systems. Typical general control

activities include:

> Systems development standards.

> Information security policies and procedures.
> Backup and recovery standards.

> Service level agreements with vendors.

» Network monitoring procedures and practices.
> Program coding standards.

> Computer hardware architecture and product standards.

G Hardware and software installation, configuration, and testing standards.

/

Source : The Institute of Internal Auditors - ITA



INFORMATION TECHNOLOGY
RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

/ COSO Model for Technology Controls \

Monitoring

. .
Control Environment Monthly metrics from technology performance.

® Technology cost and control performance analysis.

® Periodic technology management assessments.

Risk Assessment ® Internal audit of technology enterprise.

® Internal audit of high risk areas.

Control Activities Information and Communication

i ® Periodic Corporate communications (Intranet, e-mail,
Information and

Communication meetings, mailings).

® Ongoing technology awareness of best practices.

® [T performance survey.

Monitoring

® [T and security training.
K ® Help desk ongoing issue resolution. /

Source : The Institute of Internal Auditors - ITA




INFORMATION TECHNOLOGY
RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

/ COSO Model for Technology Controls (con.) \

Control Activities

Control Environment ® Review board for change management.

® Comparison of technology initiatives to plan and

Risk Assessment i
return on investment.

® Documentation and approval of IT plans and systems
Control Activities

architecture.
Information and ® Compliance with information and physical security
Communication
standards.
Monitoring ® Adherence to business continuity risk assessment.

® Technology standards compliance enforcement.

\_ /

Source : The Institute of Internal Auditors - ITA




INFORMATION TECHNOLOGY

RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

-~

COSO Model for Technology Controls (con.) \

Control Environment

Risk Assessment

Control Activities

Information and
Communication

Monitoring

\_

Risk Assessment

® [T risks included in overall corporate risk assessment.
® [T integrated into business risk assessments.

® Differentiate IT controls for high risk business
areas/functions.

® [T internal audit assessment.

® [T insurance assessment.

Control Environment

® Tone at the top — IT and security controls considered
important.

® Overall technology policy and information security policy.
® Corporate Technology Governance Committee.

® Technology Architecture and Standards Committee.
® Full representation of all business units. /

Source : The Institute of Internal Auditors - ITA



INFORMATION TECHNOLOGY
RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

4 N

Application Control Activities

Application Control Activities pertain to individual application systems.
> The primary mission of any information systems function is to run applications for the
benefit of systems users.
> Application system integrity is critical to operational success.
> A set of control activities needs to be in place to ensure that the system processes and
logic perform according to specifications each time the system is run.
» The level of resources spent on integrity control activities needs to be evaluated in light of
the risk associated with the application and data.
» To ensure overall system integrity, a combination of input, processing, and output control

activities in necessary.

> The better the combination of these control activities, the higher the reliability of the

Qverall system of internal controls. /

Source : The Institute of Internal Auditors - ITA



INFORMATION TECHNOLOGY
RISK AND CONTROLS

The Four Principles

/1 . The only IT infrastructure elements (e.g., databases, operating system, networks) \
relevant to information technology general controls (ITGC) assessment are those
that support financially significant applications and data.

2. The IT Processes primarily relevant to ITGC assessment are those that directly
impact the integrity of financially significant applications and data, such as:
® Change management and systems development.
® Operations management.
® Security management.

3. Implications to the reliability of financially significant applications and data,
including controls, are based upon the achievement of failure of IT process
objectives, not the design and operating effectiveness of the individual controls
with those processes.

4. The basis for identifying key controls in the three IT processes is based on:
¢ Inherent risk of not achieving the IT processes objectives.

k ® IT process risk objectives. /

Source : The Institute of Internal Auditors - ITA



Information Technology Controls and COSO-ERM to GRC

COSO Model for Technology Controls

Monitoring:
» Monthly metrics from technology
performance

» Technology cost and control
performance analysis

+ Periodic technology INFORMATION AND
management assessments COMMUNICATION

+ Internal audit of technology enterprise

» ntermal audit of high risk areas CO NTH OL ACT|V|T|ES

Control Activities:
+ Review board for change management RISK ASSESSMENT

+ Comparison of technology initiatives to
plan and return on investment

» Documentation and approval of IT plans
and systems architecture

* Compliance with information and
physical security standards

+ Adherence to business continuity rik
assessment

+ Tachnology standards
compliance enfarcement

Source: The Institute of Internal Auditors

Information and Communication:

Periodic corporate communications (intranet, e-mail,
meetings, mailings)

Ongoing technology awareness of best practices

IT performance survey

IT and sacurity training

Help desk ongoing issue resolution

Risk Assessment:

IT risks included in overall corporate rigk assessment
IT integrated into business risk assessments

Differantiate IT contrals for high risk busingss
areas/functions

IT Internal audit assessment
IT Insurance assessment

Control Environment:

Tong from the top = IT and security controls
considered Important

Overall technology policy and Information

security policy

Corporate Technology Governance Committes
Technology Architecture and Standards Committes
Full representation of all business units
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IT Risks VS Risk-based Examination and
Supervision/Audit Approaches for Fls
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Strategic Alignment between
Main Architecture Areas

Business Information Information Technology
Systemns Infrastructure

Contextual
Strategic Alignment

l Conceptual l !
Tl Services |
!

IS Services

Products/ Information
Services Services

! !
Information : :
Enabling IS Enabling TI Enabling
// ' % |
Busess Information IS Functions Tl Functions
Roles Roles
Logical
4 y .

Adopt and Adapt from IAF



Special Viewpoints in IAF and Management

/ Governance

/ Security
/ Business and ICT Systemn

Contextual
Conceptual
Logical

Transformation
al

Information Technology
Systems  Infrastructure

Business Information

Adopt and Adapt from IAF



Business Risk »n IT Risk ogn

A17g GRC-

o A 9 9
Wueau1990 e

! 1 \
sl 2 coBITs laaengls

@)

107 lassunaven ?
(@) ') o @)

COSO 2 (2004) : Enterprlse Risk Management - Integrated Framework

Risk management

objectives
o
N @ &
f W & o&&’ &‘\0
$ o
& R Qgﬂ o
==GontrollEnvironment ‘ d litermal Enwiont et : gg’
‘ !‘ Objective Setting mggg
----- = . a: @
components Risk Assessment el 1S
Risk Rasponse e =

e [
i
= Control Activities

Information & :
Communication Information & Communication " Entity & unit-
Monitoring level

components

Monitoring

COSO 2 “Enterprise Risk Management -

COSO 1 “Internal Control — )
Integrated Framework” Integrated Framework
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GRC : Governance-Risk Management - Compliance

ﬂ1§y§m1ﬂ1ﬁﬁgﬁi1ﬁ Governance - Risk management - Compliance (GRC)

Integrated Audit/
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COBIT 5 and Key Roles-Activities- Relationship

Sovernance snd Management in OCBIT S

Governance Objective: Value Creation
Benefits Risk Resource
Realisation Optimisation Optimisation

Governance Governance

Roles, Activities and Relationships

Source: COBIT 5, figure 5

ey Roles, Activiies arnd Relationships

Roles, Activities and Relationships

Sat Direction Imstruct and

Ownens and A Align Operations
Stakeholders Mamnagement and
Ma nitar Execation

W\/—\\

Source: COBIT 5, figure 9 ~— Where are A
you 7

Source : ISACA
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l Corporate Governance Organization (as of June 30, 2010)

General Shareholders’ Meeting

Election and Removal i Election and Removal ¢ Election and Removal
Coop: ) - Board of Corporate Auditors  Audit Board of Directors
eration 2 Corporate Auditors, — 10 Directors,
® 3 Qutside Corporate Auditors 2 Qutside Directors
Cooperation t Cooperation
Report .
. President,
Compensation
Committee
Cooperation
! seate v [T
Yy Audit 12 members .
, , including Directors Business Conduct
Accounting Auditors Committee Code of
| Conduct Hotline
Operating Officers Risk Management
Committee
r———T —————————————————————————————————— 1 Environmental
[ . : Committee
. | Finance & Accounting Department / : Social Contribution
Audit ._i Administration Department | Committee
1 (Administration, Legal Affairs and Corporate |! Export Control
i Compliance) / Internal Companies, etc. i Committee
! ! Safety and Health
! Support and Guidance i Committee
I : Integrated Disaster
Y : kit ! Prevention and BCM*
Certified Audit | Gm“p Ldi l:m-p.m—ate Gfﬂlﬂh..lditﬂﬂ Committee
Public Accountants . ' Companies ] Auditors [| Meeting *Business Continuity
! : Management
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IT Security Governance

Organizational Perspectives

Source : IT Security Governance Guidebook / FRED COHEN

Organizational Management . Procedures Technology _ Ingldents Knowledge
; People ituation Attacks etection Education
Per]sgpe?tlves & Budgets Process Defenses Response Experience
usiness Effects Actions Mainframes 8%3 tAloln Training
Processes Senses Iégéglla%gon Midrange 0ops Degrees
Actuate Sense‘ 1glomrpls Flow Control Servers Legal -
anning Clients wareness
»Management Strategy l%ce)(si%ra%k Firewalls Regulatory D .
: . F 2 ocument review
> Polic Tactics Networks Civil i1 Tt
Stan dal}‘,ds Coordination Documentation | | Telephony grli_mnal glét}ftl Otfgae}f} nes
B iti otice
Politics Situations ]éaglf_bone Contracts Dept. meetings
» Procedures —» : Requirements abling Liability Computer-based
: Policy Formats/Copies Hosts Jurisdiction Video-based
- IDocumentation» Trackin External links .
- Governance 1ng \ Investigatory Groups
Auditing » | |Align w/value Marking OS’s _ Chain of Custody || ectures
i Power Storege Configurations Evidential Games
Testing M| [ Fooie 1 Use/Disposal Applications Forensics Posters/banners
> Technology Budget Auditing Ber Physi cal Badglflg & carding
» Personnel Appeals Stand-downs
~ oo 1| |Acceptable use i:nternal1 Life cycles Eime . Memos
ncidents | | |Obey laws xterna Knowledge ocation emails
— Period AWareness Path Award programs
> cga & Standards (S:tandar d Background gropertllles Social pressure
» Physical || [GAISP overage Trustworthiness El'l%f;p Covert
1SO17799 ' History e—
» Knowledge CMM-SEC Testing Capabilities Eﬁfgﬁ; ency Organization
» Awareness _,|| [COBIT léault models Intents | |Hardening Structure
"o — COSO Roverage Modus operandi | |Locking Rewards
rganization—p| | peeﬁi,edsfclon Roles Mantraps Punishments
NSTSSI Change Changes Surveillance Communication
Technical Blind Clearances Response time
Planned Need to know Force on force 149
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Typical risk factors

» Financis)
s - Political
Competiors /

\ntegrity Strateg!®

risks

Repuaio

Integrity t‘
Complian
risks

legal acts

Trainind

Operationa|
risks Human

Resources,

Enmmn'-

\
@ s

[

A typical breakdown of
risks into categories
might include:

= S : Strategic Risk

= O : Operational Risk
= F: Financial Risk

= C: Compliance Risk

and be derived from
internal and external
conditions

150
150



GRC - Integrated Management / monitoring and Control

Value creation FRAMEWORK Value preservation
A-can.:dml Markes
= Shareholder value -cﬁd '
= conduc
= Description of #vternal
= Charters
2
- - ERM
g Values - Group policies
= = Mission « Charters
a 2 Vision -*gm
= - :ﬂ!ili Tnaas
S - Strategy authorizations 7
o -Work spedfcation
&=
= ,
L Business processes -
= SuAE bl nd o o ling i
9 ' Business processes - - Reliability of fnandal
- Op nal i~ ..'vi.‘," rEDOing
emc*nq " T4 | bl { L . d

Business processes

= Consolidated financial statement

Source:The internal control framework contains elements originating in the
COSO..hkscan.com



N1TUINITAMNLELIUIYNNDINY Digital Economy

Integrated Management Perspective- Approach to Digital Economy

Adopt and Adapted from http://www.arrayconsultancy.com/businesstransformation.html



GRC - Governance; Risk Mgmt; Compliance

Enterprise Model & Integrity-Driven Performance

Governance, Risk & Compliance

Operating Model ™

Governance, Risk & Compliance Operating Model

Enterprise
vision and
objectives

Integrity-Driven Performance”

Integrity-Driven Performance™

Input Process

Achievement of
Enterprise
vision and
objectives

Output

Adopt from: A New Strategy for Success Through Integrated Governance, Risk and Compliance Management---- PWC 153
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Change before we are forced to change

(Jack Welch-US)
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