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*9199421n  National Cyber Security Framework Manual. Tallinn, Estonia: NATO Cooperative Cyber
Defence Centre of Excellence @y ISO/IEC 27032:2012 ‘Information Technology- Security Techniques —

Guidelines for Cybersecurity’



Global Challenges EIDA
Terminology

Scope
P Cyber

Complexity Attack

Non Boundary

Capacity
Cyber
Collaboration Terrorism

Obama Says Cyber
Cyberterrorism WELREIE
Is Country’s Biggest Threat,

U.S. Government Assembles Warriors”



RSA Conference 2014 ETDA
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Arthur Coviello, Executive Chairman, RSA Security Information

Cyber conflicts: national security vs. civil liberty and privacy risht breaches

Scott Charney, Corporate Vice President, Microsoft
Government

Microsoft protects Privacy, operates Security and provides
Transparency

® Art Gilliland, HP Senior Vice President

In 2013 Global security spending $46B, information breaches
increased 20% and individual breaches increased 30%

Surveillance

Advance malware
and DDoS

® Chris Young, Senior Vice President, Cisco

Internet of Things (IoT) 1 billion Internet-connected devices
(2013), and there will be 50 billion devices (2020) i.e., a new
way for attackers to steal data and threaten business from the
vulnerability of these billion devices

Where The World
Talks Security

RSACONFERENCE




"If there's information at Siemens that's beneficial to US national interests - even if it

doesn't have anything to do with national security - then they'll take that
information nevertheless.“ Edward Snowden, &un1waiv13 ARD TV (@aniusasnsasy
WOTUH), UNS1AY 2014



10 Safest Countries

Countries

TER

Countries

. Norway

1.81%

6. U.S.

. Sweden

2.59%

7. Slovenia

. Japan

2.63%

8. Canada

. UK

3.51%

9. Austria

. Switzerland

3.81%

10. Netherlands

10 Riskiest Countries

Countries

TER

Countries

TER

Indonesia

23.54%

6. India

15.88%

China

21.26%

7. Mexico

15.66%

Thailand

20.78%

8. UAE

13.67%

Philippines

19.81%

9. Taiwan

12.66%

Malaysia

Threat exposure rate (TER) : Measured as the percentage of PCs that experienced a malware attack, whether successful or failed,

17.44%

10. Hong Kong

over a three month period — Source : Security Threat Report 2013 - SophosLabs

11.47%




Cybersecurity Ranking 2013 EIDA

Ranking
I ISRAEL 8.04 30 UNITED KINGDOM N 5.77
2 UAE 7.84 31 usa I 5.62
3 SWEDEN 7.54 31 spAaIN S 5.58
4 LUXEMBOURG 7.47 11 NEW ZEALAND I 5.56
5 AUSTRIA s 7.30 34 SLOVAKREPUBLIC I 5.55
6 DENMARK I 7.30 35 CROATIA [IEEEE 5.53
7 FINLAND I 7.26 36 PORTUGAL I 5.50
2 LITHUANIA I 7.3 a8 soutH aruca BN 5.40
e KOREa NN 5.39
— ATV AN o 39 JorRDAN N 5.37
T FRANCE D 7.18 = JAPAN R 5.37
S 41 GREECE I 5.36
Led SNITZERLAND AL 41 CHINA MAINLAND IS 5.23
41 TURKEY I 5.21
14 QATAR I 7.05 44 CHILE 19
15 CANADA IN— 6.92 45 MEXICo D T
16 POLAND I 6.87 73 TNDOMNESIA T 10
17 GERMANY NI 6.85% 47 ITALY C.08
[}] ESTONIA - 6.84 48 THAILAND 4.9
19 BELGIUM I 6.67 49 INDIA 4.78
10 NOoRwAY I 6.57 {1 PHILIPPINES 4.77
21 IRELAND I 6.55
2 HONG KONG I 6.50 . v o o
n LATVIA I e Uszindlneadluduaun 48 31n 60 Useine
24 NETHERLANDS I 6.21 U
5 AUSTRALIA I 6.18

IMD World Competitiveness Rankings 30 Ranking a1u Cybersecurity lnauszidiuann
n1sAuEIAATY Cybersecurity ¥a983Ans lukAazUszInNA

http://www.imd.org/wcc/news-wcy-ranking/ 8
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1H 2556

Ytan (109)
wdna (97)

ne (125)

alavaiie (196)

Us1%a (3201) 1@N1A935 (38) LanI1Aas (48)

1@N1AY (31)
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wuna (32)

Faalus (120)
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#i117: Global Phishing Survey: Trends and Domain Name Use in 1H2010 - 2H2013 1a8 An Anti-Phishing Working Group Industry Advisory

website: http://apwg.org/resources.html
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Spam and Phishing Attack Overview

f Europe Users =
- — - 22
' USA Users =——wemmme—prremmm——— et R
- =zn - — e
r * Asia Users -
S
Web sites
SMTP Servers Worldwide
P —
e
Acqgure Domain., URL, /
Hijack legitimate sie /

Consumers click thru email. submit Pl

Phishing fiwuluussmalng Dunsanauiidulig
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5,000 - —*=Brunei
4,500 - -#-Cambodia
4,000 - —#—|ndonesia
3,200 7 =><|.a0s
3,000 -

=¥=Malaysia
2,500 -

=&-Myanmar
2,000 -
1,500 - Philippines
1,000 - Singapore
500 - ——Thailand

0 —— -—;—.—;—l#l#lﬁlﬁﬁ ——\/ietnam

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

VNEMR:  UBYaINTEUU ThreatWatch vaalneidsn seninafou w.a. - 5.A. 2556
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dnnneANAINUITLAN Web Defacement EIDA

www.etda

UNRNIENUIBUYRLSFlugiinna ASEAN Tul 2556
Brunei (gov.bn)

1%

Vietnam (gov.vn)
6%

Cambodia M Brunei (gov.bn)
(gov.kh) B Cambodia (gov.kh)

M Indonesia (go.id)

M Laos (gov.la)

m Malaysia (gov.my)
B Myanmar (gov.mm)

M Philippines (gov.ph)

Thailand (go.th) Laos (gov.la)

0% W Singapore (gov.sg)
Malaysia (gov.my) ' Thailand (go.th)
6% M Vietnam (gov.vn)

Singapore Philippines Myanmar
: (gov.ph) (gov.mm)
0% 5% 0%

VNEMR:  UBYaINTEUU ThreatWatch vaalneidsn seninafou w.a. - 5.A. 2556
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sinAzAnANUIELAN Web Defacement U 2556  ETDA
AMLUNANUUTSANKUYUY (12NE .th)

216, 5.0%_ 26 1:3% 6, 0.1%

602, 13.9%

1929, 44.6%

1515, 35.0%
W coth M .acth M .coth M.inth B orth B mith

FIUIUSIYIUNS UL/ A TIINUTIIAUA : 4,324 519015

U 2556 Vulgaluussnalne 7
AASREAATITERIREMIRIGR

1%

1938 (Web Defacement) 3]

U 4,324 518013

* UYLy (go.th) i
IUIUEEA1,929 518113
(AnduSouay 44.6)

*  @p1Uun13An®E (ac.th) &

14U 1,515 578075 (AR

Judasay 35)

VNEMR:  UBYaINTEUU ThreatWatch vaalnei@sn seninufiou w.a. - 5.A. 2556
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saAsuAnAmMUsEIAN Malware uwduladuassy  ETDA

LADULNEIEU 2557
Bangkok Post e s

Thai govt websites infested with
malware

Published: 7 May 2014 at 19.51 | Viewed: 1,370 | Comments: O
Malware hosted on government domains Oniine news: Learning From News

(17-307 April2014) _[legep AFT iy s

Thai govt websites have 85% of all government-host
malware in world. Malware on Thai Navy computers
defraud Visa credit card holders.

Waumeneu 2557 LUlwduaitagauessy
Tutszwalnegniansseuunazldiludamsluy
NTHELNIIaNS (Malware URL) gagniile

\ Rest of world
5%

Wisunudsamadug Wuanuiudesas 85

“Government sites typically confer a greater level of trust than other types of
websites can, but in Thailand, many are evidently used to host phishing sites

and conduct drive-by malware attacks” — NetCraft w.a. 2014
http://news.netcraft.com/archives/2014/05/06/thai-government-websites-infested-with-malware.html
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ETDA

Law Compliance to Minimize Risks & Ensure Reliability ©

www.etda.or.th
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National CERT - Center of Command EIDA
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@ ThaiCERT

Thai Computer Emergency Response Team

National Computer Security Incident Response Teams

(CSIRT) CENTRAL REGION INFORMATION AND COMMUNICATIONS
TECHNOLOGY (ICT) WEBINAR, SEl, Carnegie Mellon University

Analyze & recommend wAtgunn Cyber

Threats & Digital Forensic
Response Cyber Attack

Evaluate cybersecurity readiness
Warning the vulnerability

@519 culture wag Cybersecurity Public

Awareness
Incidents Drill @ou5uiie & Capacity Building

atiuayun15Inee CERT Tu sectors #1499
WWaUsza1unN1519UnU National CERT

Global Collaboration & Coordination

\Ju Contact points Mislunagatalseina
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. International cooperation speeds response to Internet
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* National Computer Security Response Teams (CSIRT) CENTRAL REGION INFORMATION AND COMMUNICATIONS
TECHNOLOGY (ICT) WEBINAR, SEI, Carnegie Mellon University
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2009 Cyber Security Strategy a8 Australian
Government 33uAU CSOC (CERT Australia and the
Cyber Security Operations Center)

Korean Cybersecurity Framework lngi55u1a (National

Cybersecurity Strategy Council) 331AU Ministry of
National Defense/KrCERT

- s National Cyber Security Policy lag Ministry of

B Science, Technology and Innovation

Infocomm Security Masterplan 2 (MP2) ag/lailuu

iN2015 Im® Info-communications Development
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Website planning H The 1%t release will be focus on ' The 2" release willbe |
: | focus on Web applications ’I

Web server system

Web server :
installation and B
configuration :

1.~
R —————

1
Dynamic Website == Web Application ]

Data Backup

T Static Website
Security incident

handling

\ Assessment form

Audit types References \

. “Guidelines on Securing Public Web Server,” National Institute of

Self assessment Standards and Technology, 2007.

. “SAC 40 Measure to Protect Domain Registration Services
Against Exploitation or Misuse,” ICANN Security and Stability
Advisor Committee (SSAC), 2009

. National Vulnerability Database, “National Vulnerability
Database-CVE Static”

k OWASP, “OWASP Top10 2013” j

Certified by
external party
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n12salUvae ThaiCERTs Y89 ETDA et

1. 013 Survey AATITR Wazdnyin Statistics & Indicator
Wosas Annual Cybersecurity 903Usswe

2. N15%1 Incidents Drill

3. N33R e-Authentication Framework 489 ASEAN

4.  n19&519 Capacity Building — Inter.Cert., Malware Analysis, Mobile
Forensic

5. MSHANAUNINTEIU & Accreditation Body

6. N1INaNAU Sector-based CERTs

7. A159A% National BCP (885¢11199A%1 Focus Group) & National Plan

8. wn3zau Collaboration Aeludseine wayszau Global

9. National Cybersecurity Agency fuanusdulunsTnss

10. Msauasuwavatuayulviin Self Regulation w89 MoB : Making online

Better

27



ETDA

NWNWSS)

www.etda.or.th

surangkana@etda.or.th

28



