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Governance

Enterprise Governance
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Business Governance
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Accountability
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Value Creation
Resource Utilization
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IT governance creates value for the
enterprise by:

Stakeholder

Needs

4 ™

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation

-




IT Honeymoon Period

Human Ability

1998
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Evolution

Governance of Enterprise IT

IT Governance

Management

Control

Audit

1996 1998 2000

2005/7

2012
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COBIT 5 Process Reference Model

Processes for Governance of Enterprise IT
Evaluate, Direct and Monitor

Align, Plan and Organise Monitor, Evaluate
~ ' g and Assess

APDOZ Manage
Strategy
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iControl _
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Deliver, Service and Support

DE505 Manzgs DSS06 Manage
Security Basinges
Process Controls

Processes for Management of Enterprise IT




Figure 4—CO0BIT 5 Goals Cascade Overview

Stakeholder Drivers
(Environment, Technology Evolution, ...

Benefits B Resource
Realisation j Optimisation

Enabler Goals
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Workshop :Stakeholder Needs

How do | get value from the use of IT? Are
end users satisfied with the quality of the IT
service?

How do | manage performance of IT?

How can | best exploit new technology for
new strategic opportunities?

How do | best build and structure my IT
department?

How dependent am | on external providers?
How well are IT outsourcing agreements
being managed? How do | obtain assurance
over external providers?

What are the (control) requirements for
information?

Did | address all IT-related risk?
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Workshop :Stakeholder Needs

Am | running an efficient and
resilient IT operation?

How do | control the cost of IT?
How do | use IT resources in the
most effective and efficient
manner? What are the most

effective and efficient sourcing
options?

Do | have enough people for IT?
How do | develop and maintain
their skills, and how do | manage
their performance?

How do | get assurance over IT?
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Workshop :Stakeholder Needs

Is the information | am
processing well secured?

How do | improve business

agility through a more flexible IT

environment?

Do IT projects fail to deliver
what they promised—and if
so, why? Is IT standing in the
way of executing the business
strategy?

How critical is IT to sustaining
the enterprise? What do | do if
IT is not available?

What concrete vital primary
business processes are
dependent on IT, and what are
the requirements of business
processes?
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Workshop :Stakeholder Needs

What has been the average overrun of
the IT operational budgets? How often
and how much do IT projects go over
budget?

How much of the IT effort goes to fighting
fires rather than to enabling business
improvements?

Are sufficient IT resources and
infrastructure available to meet required
enterprise strategic objectives?

How long does it take to make major IT
decisions?

Are the total IT effort and investments
transparent?

Does IT support the enterprise in
complying with regulations and service
levels? How do | know whether | am
compliant with all applicable regulations?
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STAKEHOLDER NEEDS
How do | get value from the use
of IT? Are end users satisfied

with the quality of the IT

service?

How do | manage performance

of IT?

How can | best exploit new
technology for new strategic

opportunities?

How do | best build and

structure my IT department?




STAKEHOLDER NEEDS
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How dependent am | on
external providers? How well
are [T outsourcing agreements
being managed? How do |
obtain assurance over external
providers?

What are the (control)
requirements for information?

Did | address all [T-related risk?

Am | running an efficient and
resilient IT operation?

How do | control the cost of IT?
How do | use IT resources in
the most effective and efficient
manner? What are the most
effective and efficient sourcing
options?

Do | have enough people for IT?
How do | develop and maintain
their skills, and how do |
manage their performance?

How do | get assurance over [T?
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STAKEHOLDER NEEDS

Is the information | am

processing well secured?

How do | improve business

agility through a more flexible IT

environment?

Do [T projects fail to deliver

what they promised—and if

so, why? Is IT standing in the

way of executing the business

strategy?

How critical is IT to sustaining
the enterprise? What do | do if

IT is not available?
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STAKEHOLDER NEEDS

What concrete vital primary
business processes are
dependent on IT, and what are
the requirements of business
processes?

What has been the average
overrun of the IT operational
budgets? How often and how
much do IT projects go over
budget?
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How much of the IT effort
goes to fighting fires rather
than to enabling business
improvements?

Are sufficient IT resources and
infrastructure available to meet
required enterprise strategic
objectives?

How long does it take to make
major IT decisions?

Are the total IT effort and
investments transparent?




Enterprise goals

» Enterprise goals are structured
as a balanced scorecard:

— Financial

— Customer

— Internal

— Learning and growth

* The 17 generic enterprise goals identified

by
COBIT span these 4 dimensions




BSC Dimension

Figure 5—COBIT 5 Enterprise Goals

Enterprise Goal

Financial

1. Stakeholder value of business investments

2. Portfiolio of competitive products and services

3. Managed business risk (safeguarding of assets)

4. Compliance with external laws and regulations

5. Financial transparency

0 - I = I <

Cusiomer

6. Customer-oriented service culture

=

7. Business service continuity and availability

8. Agile responses to a changing business ervironment

10. Optimisation of service delivery costs

Intermal

11. Optimisation of business process functionality

12. Optimisation of business process costs

13. Managed business change programmes

14_ Dperational and staff productivity

|V W | W || |™

2|8 | 2|0 |20 |

15. Compliance with internal policies

Leaming and Growth

16. Skilled and motivated people

7]

17. Product and business innovation culture
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Figure 6—IT-related Goals

IT BSC Dimension Information and Related Technology Goal

Financial

Alignment of IT and business strategy

IT compliance and support for business compliance with extemnal laws and regulations

Commitment of executive management for making [T-related decisions

Managed [T-related business risk

Realised benefits from [T-enabled investments and services portfolio

Transparency of IT costs, benefits and risk

Delivery of IT services in line with business requirements

Adequate use of applications, information and technology solutions

IT agility

Security of information, processing infrastructure and applications

Optimisation of IT assets, resources and capabilities

Enablement and support of business processes by integrating applications and technology into business processes
Delivery of programmes delivering benefits, on time, on budget, and meeting requirements and quality standards
Availability of reliable and useful information for decision making

IT compliance with internal policies

Competent and motivated business and IT personnel

Knowledge, expertise and inifiatives for business innovation
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Goals Cascade (Appendix B)

 The COBIT 5 goals cascade is the
mechanism that translates stakeholders'
needs into specific, actionable, and
customized goals
within the context of the enterprise.

* Achieving IT-related goals requires the
successful application and use of a number of
enablers.

* You can select specific enablers and their
related goals for each enabler type in support
of your IT-related goals.
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IT-related Goal
Delivery of IT services in line with business
requirements

Adequate use of applications, information
and technology solutions

Internal

IT agility

10

Security of information, processing
infrastructure and applications

1

Optimisation of IT assets, resources and
capabilities

12

Enablement and support of business
processes by integrating applications and
technology into business processes

13

Delivery of programmes delivering
benefits, on time, on budget, and meeting
requirements and quality standards

14

Availability of reliable and useful
information for decision making

15

IT compliance with internal policies

Learning

and
Growth

16

Competent and motivated business and
IT personnel

17

Knowledge, expertise and initiatives for
business innovation

Financial
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Monitor, Evaluate and

Assess Performance and

Conformance
Compliance With External
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MEAD? | Monitor, Evaluate and Assess
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IT Management Processes Hi-Light

Config. Management

Change Management

Incident Management

Problem Management






DML (Definitive Media Library)

Licenses

Authorized

Document & Configuration

Single Logical Storage



Normal change

Create RFC

>
Record the RFC

Change proposal

(optional)

Ay 4

requested

Review RFC

Major ]

Changegs

\7

Authorize

\7.

E—

change proposal

\7

A 4

—

SIND @1epdn

implemented

Ay 4

A 4

Evaluation report ) Review and close .




Incident Life Cycle Map

Repair
Time
Response
Detection Ll L
Time Recovery
Time
Repair

S—. 5‘::3.'_|_|_|_) .............).g;“g

Incident * Diagnosis —» : Incident
“ Resolution ——» Restoration
(Mean) Time To Repair - MTTR (Mean)Time Between Failures - (MTBF) or
or Downtime Uptime

|
(Mean )Time Between System Incidents - MTBSI



Different Channel for Report
Incident

/évent Managiemen}/ Weblrllterface /4 Phone Call // EnTaiI /
i

T v

Incident Identification

To request fulfilment
Is (if this is a service
his really an No .| request) or service
incident? portfolio management
(if this is a change
Yes proposal)

Incident Logging

!

Incident Categorization

A 4

Incident Prioritization




Incident Management Workflow

. A=t Incident Loggin
Incident Identification } 99ing } Incident Categorization -‘

Yes
Service Request? To Request Fulfilment
Incident Prioritization -‘
Major Incident Procedure
Initial Diagnosis -‘
Yes . Yes ;
- - Escalation Needed? Functional (2, 3 level)

(—

Management
Escalation

Hierarchic Escalation
Needed

Investigation
& Diagnosis

L 2

Resolution and
Recovery

v
Incident Closure

v

= )




Problem Management

Detection and Logging

Categorization

Prioritization

r—.

Investigation & Diagnosis

= O

\/
Create Known
Error Record

Change Needed?
5 No
— Resolution I__

Closure

_>( Known Error ()
Database

Yes

Change Management
‘

Major Problem? Major Problem Review

End



Constant Improvement: Deming

Continuous quality control and consolidation

VAN

Maturity Level

Plan  Project Plan

Do Project
Check Audit
Act New Action
ACT PLAN
Business
IT
Alignment
CHECK]| DO
<  Effective Quality
Improvement

! Consolidation of the level reached
l.e. Baseline

Time Scale



Do Not Stop Improvement
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