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Long-Term Risk Outlook
Impact : Global Shapers

TOP 10 RISKS OVER THE NEXT 10 YEARS WORLD

Long-Term Risk Outlook: Impact “FOROM

Global Shapers

Biodiversity
loss Water crises Extreme weather Natural disasters Infectious diseases
Climate action failure Human-made Weapons of mass Food crises Cyberattacks

environmental disasters destruction

@ Economic @ Environmental @ Geopolitical @ Societal @ Technological

Global Risks Report 2020 Note: The Global Shapers Community is the World Economic Forum's network of young people driving dialogue, action and change.

http://reports.weforum.org/global-risks-report-2020/shareable-infographics/

N
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» Security Intelligence

Thailand Update 2019/2021

» Privacy and Cybersecurity are Converging around the World (and in Thailand)

» Thailand Cybersecurity Act : 27 May 2019

» Thailand Personal Data Protection Act (PDPA) : 27 May 2019 => 31 May 2021

» Thailand Cybersecurity Minimum Requirement for PDPA (July 2020)

» NIST Cybersecurity Framework Implementation for Thai CI/CI|

» ISO/IEC TR 27103 : Cybersecurity and 1ISO and IEC Standards (ref. NIST CSF)

» ISO/IEC 27001 (ISMS) as Fundamental Standard for Information Security and Cybersecurity

» ISO/IEC 27701, ISO/IEC 29100, GDPR, NIST Privacy Framework as Reference Principle Knowledges
» Thailand Industry is moving from Cybersecurity to Cyber Resilience

» NICE Framework (NIST SP800-181) for Cybersecurity Workforce Development

» Digital Transformation needs Cybersecurity Transformation

v .
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Towards: ‘“Responsive Security”

Responsive & Readiness Mentality

Fortress Mentality Are we ready ?
Are we secure ?

Risk-based: Value Preservation

v Source: ACIS Research
ACIS © Al rights reserved. IT-GRC, Cybersecurity, Privacy and Regulatory Compliance Consulting and Training Services 19
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» Security Intelligence

Top Ten Cybersecurity and Privacy Trends 2020

1. Cyber Fraud with a Deepfake
(Cyber Fraud with the Deepfake and the Dark side of Al)

2. Beyond Fake News
(It's a Real News based-on a True Story that intentionally attack someone/some organization)

3. Cyber Sovereignty and National Security Issues in the Long Run
(That include rising in state sponsor attacks; Data Sovereignty: What's Next for Data Privacy)

4. ‘Cyberattack and Data Breach’ : A New Normal in Cybersecurity
(Cybersecurity Mindset of Top Managements need to be changed)

5. Tighten in Cybersecurity and Data Protection Regulatory Compliance
(Focus on Cyber Resilience, Data Governance, Data Sovereignty when Value Preservation is crucial topic)

v Source: ACIS / Cybertron Research LAB
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» Security Intelligence

Top Ten Cybersecurity and Privacy Trends 2020

6. ‘“Data Breaches” as Top Concerns for Business
(Zero Day Exploitation, Cloud Misconfigurations including Human Errors/Digital Footprint in the Clouds)

7. Orchestration & Automation Boosting Security Staff Effectiveness
(From MSSP to MDR, Using Al and Automation to improve IR Capability)

8. Increasing on Impact of State-Sponsored Cyberattacks
(Cyberattack on Critical Infrastructure for example Energy Grids are at risk)

9. The Cybersecurity Skills Gap Crisis
(More CISOs Earning a Seat at the Table)

10.5G Networks require New Approaches to Cybersecurity
(EU Report Highlights Cybersecurity Risks in 5G Networks: Securing the Transition to 5G)

v Source: ACIS / Cybertron Research LAB
ACIS © All rights reserved. IT-GRC, Cybersecurity, Privacy and Regulatory Compliance Consulting and Training Services 29



» Security Intelligence

1. Cyber Fraud with a Deepfake

(Cyber Fraud with the Deepfake and the Dark side of Al)

NIsHasnNaN madNLRULHEURYINATRIAY Deepfake

Deepfake Technology tdun1suisuinvas Al #1148 lun1s
vaenaNmunsai i leuasnulanduyanati 9 ananaude
104 Al fisnsnsaifiudeyaniuszainana Iz uaziFousFasne g
FldanansnaiiinTouaanuuasturn ldAouiamiionsss 1wy
NsUaNLUaILDN USE511I5UR AaNan 291l NSHU a1H1909IN
Ialaunissinsaluninanaudundn Usssruduanind Tay Al
azFouddnilunth msvduuinifiows wien1sudiulunisngs
a1 UsesuBUANSNT ssinsounuluniaudy

Feluanniduassyamatuainisanna: st laualsnsialviidy

Source: digital image retrieved from https://www.securityworldmarket.com/int/News/
Business-News/panda-shines-a-light-on-the-dark-side-of-ai#.XczqbVczY5s

Tunrvasusesrunsuanindinlnuaunultoaniay

Y .
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» Security Intelligence

2. Beyond Fake News

(It's a Real News based-on a True Story that intentionally attack someone/some organization)

NSTUIUNSASWANNLTD Beyond Fake News

fufuindindngnuaen (Fake News) i3suldfiunssuiums
aNaN0d (Brainwashing) aixsavinla e vinnisasenw
NSAUAIUAU 130 dUTWNS AR UAUYaIUARaEaan1UWlA
AONUUN TR w0 SRR TTITUa0EIRD IO LAY IHBUWS

gon1ullnszyz 9 THaINADUTINY1Y LTU ViaNylRoN aolUul
WORONYINIWANUAUYDIUARANSDENIUNHY ¢ TRuFiUIviaNy

WiaunlaiunmwnisauvisoduTunsMiAINga1? IinAHLTD
Nazlannazuoyazanluizoy o IUNTeNILIUANHITDDE1NN19

Source digital image: Shutterstock

A
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» Security Intelligence

3. Cyber Sovereignty & National Security Issues

in the long run

(That include rising in state sponsor attacks; Data Sovereignty: What's Next for Data Privacy)

95U lnylriuasuazszuusNvIANNUADANY LASTIA

m'my 1

Tugatoyano yunswduilvd via msngnahiin

“Data is the New Oil” duunssmuUsynnosulnyloiuas

Cyber Sc

Data Sovereignty u
-]

= a‘ 14
Source digital image: Shutterstock NANLAYI be

G (Cyber Sovereignty) ﬁvﬁmuu‘lﬁan‘tvﬁé’mﬁﬁaaﬂadauwﬁwao
HesuluiulunlansaulaiifiisnEunii “Digital Footprint”
Tz dumslfunanvosulafisu doyamaiudndutona
fusn fayan19gsia 3o Tonaduq NMidwesunanwosy
sansni luAnnIianziiie1dus: Tewise lUldvndldusnns

guyoN (customer consent) B399 TUNIFFNAIANNLTUAIUG?
130 NsINavayanNgInanglsuansligavizelionaa:

A
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» Security Intelligence

4. ‘Cyberattack and Data Breach’ : A New Normal

in Cybersecurity

(Cybersecurity Mindset of Top Managements need to be changed)

Towards: “Responsive Security”

/ Are we ready ?

Are we secure ?
if when

AU mindset YoIRUINITIZAUFIAIADILURYUAN
“if” 1Uu “when”

Y .
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ANHUNBTMH - The New Normal in Cybersecurity

Fatin o9ANIFoIEEYNNSoNUATURMSIANISANMIEES Az
RExY udmsasdndusiesiinisnunudseaiiiognyTan
meliues Wesannniuil weguulandiFunin VUCA
World Aoagiiu “anuliutuey” inauiuanuuliueu
fsdosndsy éun

**  Volatility- AMNAWKIY

* @

*%* Uncertainty- andldLdlou

R/

*%* Complexity - mugugou

(R )

*%*  Ambiguity - AMNARNIATD
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» Security Intelligence

5. Tighten in Cybersecurity & Data Protection
Regulatory Compliance

(Focus on Cyber Resilience, Data Governance, Data Sovereignty when Value Preservation is crucial topic)

N15UseNAUNAULSYDINHHNY

WszsUYlANIsSNvIANNTIUAIUaaanylgues  WezsuUysiRANATOITDY A INUAAA
W.A. 2562 W.A. 2562

i s n e o e e dn os o v n e R ﬁqﬁu Us=In ﬂ‘lﬂ 855\1 ﬂﬂqq NI ijuagﬁ AN ﬁﬂ NVHY
pulsiuasTiINaziiu wees1vUyURNISS NN
ANHUADANYNUAS IGLUDS Lay WIs1TUTYTUR

WsE YUY
mainwmuiiuasasaieleves

SR " | ANATDITONAFINYAAR SIHDINTZI1TUYURRTY

S PERRLAVATE )

WSTUMAULAINS U SIUUN WD UAAS AU SIS 18NSy WITUMALLAINSTUSIIUNTSWIBUARSAUNSUYMAT AT ) o A o aa o
nspadsndndnegm WSEWANAUNBYI E] ‘L! 6] ﬂ Lﬂ E]’J ﬂ U ﬂ Q VI ﬂ
W o il o nqumay wa. bavle W & Ul b wquman N beol
Wit « Tusvmatiegiu Gdit « Tufemategtu
(Unofficial Translation) (Unofficial Translation)
No. 136 Chapter 69 Kor Government Gazette 27 May 2019 No. 136 Chapter 69 Gor Government Gazette 27 May 2019
[Official Emblem of Royal Command] [Official Emblem of Royal Command]
Cybersecurity Act, Personal Data Protection Act,
B.E. 2562 (2019) B.E. 2562 (2019)
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» Security Intelligence

6. “Data Breaches” as Top Concerns for Business

(Zero Day Exploitation, Cloud Misconfigurations including Human Errors/Digital Footprint in the Clouds)

:Y <, s I 'l e . Ry
N5 THYYaNa LT WU I Uo90dANS L _t
(,7 : >)
: ¥ I & A a v - T
mMstazgastnitivovIngtoyaaziluussifanngsnaney T Ommicws P
Winnuaula el avsdwlnniniinainniseeaiun Ry s s5ee s St s i
1 1 (PaaS)
52uU Cloud nlaisanuvise lHduAsURaAnuLgIND
s lURsANHARNAIRdUIHBINNIINIYAAaN TN AN
Tu1509 Cybersecurity 130 Data Privacy A
= A 1 Y o v P
DIANTAAITLNNNIATNITAIUAN LU NNSINTHRVOYA b x' - “K
A
AADAIUNITATNAMNATTRUNIAUNYANATHLRTATY = L.

M3SnANHNUAIUaaRNYlIUARAINTA8TWIANS

Y .
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» Security Intelligence

7. Orchestration & Automation
Boosting Security Staff Effectiveness

(From MSSP to MDR, Using Al and Automation to improve IR Capability)

https://www.researchandmarkets.com/reports/4833635/ !

N1 ,56])% L) ﬂ‘[u‘[a gﬁlunqs,‘%’u fl 3| ﬁ’U ﬁ&' ﬂ' AN security-orchestration-automation-and-response

n?'ﬁ‘l,%mﬂiuiaﬁ Al & Automation slum'ﬁ%’ugajiaﬁ’uﬁﬂanmu Al & Automation
1931 Ua3UNAuANAINLAZ NS 1aNRAIATY NIz U
%nisﬂmmﬁumﬂaamﬁﬂﬁmw%’u%’auu,a::aj\imﬂLﬁu%umﬁu
FVHUINFVOITUANAIN HAKATTUURADILWBIYTUNITHA
IHoUUAZIANSNIFNUANHEUAYUADATIUSHNUNIANS
auEusuieldlm

Source digital image: Shutterstock
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» Security Intelligence

8. Increasing on Impact of State-Sponsored
Cyberattacks

(Cyberattack on Critical Infrastructure for example Energy Grids are at risk)

M3 1ANE U891 TATIAS NN U IUEIATYLNHHINYY

NHYUTATNES NN UgIUA ATYNaIsaULINA (Critical
Information Infrastructure: Cll) ani0usasinalnlunisunias
52UUTATIES NN U IU 1NaUaINULALUTNNISIANITRD UAUDIBD

HuANAINN I UaS1ViNTUYNN Taunslansluguwuuiiona

WU UUEHaUMSINaIAT NG UL UUIVAAIN TS B9n151ans 43, V/lb

“‘Nlauas” gniviualiidu The Fifth domain v3e Tawwun 5 S
HINIATN NINUN, ‘V]']\‘iﬁ"l, NWOINA LLas NINDINFA
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» Security Intelligence

9. The Cybersecurity Skills Gap Crisis

(More CISOs Earning a Seat at the Table)

MSVIABARIUYAAINS azUNUINUBY CISO luavAns

. SKILLS GAP STILL NOT SHRINKING

WHodinuloiuadunniu wazaaIndu MsviawAauUAaINsLUN

1309NFHHY NNENITVIALAANYARIINTANUITZUUAHEUAY B 9% 5 8% 32%
Uaansnylyiuasoguad a9AnsactanBnyiun1suInLARUYARING et | i |
P o X , o , A ~ - are understaffed. positions. cybersecurity jobs at
NHNNWLATUHDYWHUNNAU LHDIINNNIS LINA LI UD5E ® ® theirorganization.

natuduizasundandyuasngvnnsadnanatgatulsgnieau
1% dewalvinaianoasn1sinEANNEIHITaAREI TN g 19HIN
luunzi CISO (Chief Information Security Officer) azgn

JNIZAUIUNITRA LU ASULN CIO/CTO uazdumsdnu CEO TOP 3 REASONS CYBERSECURITY PROS
ARE CHANGING JOBS

ANARR!

Source: “State of Cybersecurity 2019”, https://cybersecurity.isaca.org/state-of-cybersecurity
Www.isaca.org
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» Security Intelligence

10. 5G Networks require
New Approaches to Cybersecurity

(EU Report Highlights Cybersecurity Risks in 5G Networks: Securing the Transition to 5G)

ANNIEIFI 56 NAIUYaINITIATHENINDS

NSNSy AYDLATYY 5G N TviiTuNMsIUaTaINg
Ind 9 Iiugninesedeingela Tnsusninasasnsnlans
A Tnumseldnndetn iasanifldamnsn Bouste
Sumesiinanuiigeldlnunseinetu snlugosin
szuutiosfiunde Security Gateway fitranaunsasdnsaly
SnvansisumesiiafianuiBuingu vilinmsunies
SuAnANTgoNIETUNNITINTY

Source: digital image retrieved from https://windstreetz.com/upcoming-5g-security-
having-huge-security-threatstroubling-new-security-flaws-emerge/93184/
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» Security Intelligence

10. 5G Networks require
New Approaches to Cybersecurity

(EU Report Highlights Cybersecurity Risks in 5G Networks: Securing the Transition to 5G)

ANNIEIFI 56 NAIUYaINITIATHENINDS

fad

A ﬁ ”ﬁl?i 5G QUUmnumuLa\‘fl,msiamjaamm
aH

4R Ao NM3swiviumaTuTad funsuiummnug

o—S

=N

WHLRN nEdInm AsrasauANNRRUNAYadaUNTN]
2URADALIAT

Source digital image: Shutterstock
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» Security Intelligence

Maze Ronsomware

s
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» Security Intelligence

The 11 Cyber Defense Tips to Stay Secure at Work and Home

credit : Center for Internet Security

Implementation: Stay secure at work and home

Set some Think before

Stay secu re priorities. you click.
at WO rk and Don’t get Go beyond the
phished. password.

home With Keep it Reflect, then
these 11 tips_ fresh. connect.

Shop smart, 8 Avoid configuration

The line between our on- and off-line lives is shop secure. confusion.
shifting as technologies bring the internet ,
into our workplaces, homes, and Don’‘t be 1 Charge with

everywhere in between. Here are 11 cyber the bII“y. caution
defense best practices for securing your '

digital systems and data. 1 Ifit matters,
use multifactor.

Y .
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| Creating Innovative Security-Driven Services for Digital Trust » Security Intelligence

Back to the Basic : People Process Technology

~ PROCESS

* Management

* Governance

~® Best Practice

You can’t deploy
technology without
competent people,
support processes

or an overall plan.

N
ACIS © all rights reserved. IT-GRC, Cybersecurity, Privacy and Regulatory Compliance



	Slide Number 1

