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6.1, FPUUUIMISIANITIFUUAAIA U 1 S3UU
6.1.1. wansuIssevuLTerenfimesialou (Server Virtualization) huu Open License
97u7u 28 CPU License lngilnaaudfnadl

(D
(2)

(3)

(4)

(5)

(6)

)

il API dwsun1sileusteriu Third-Party Backup Software, Multipath Software
@13y High Availability (HA) laeinn1s Restart aeufianesiaiiou lalag
Slusi@lunsdiil Hardware %o Operating System §itlym
#1115080n5WUT Disk U Shared Storage TAoufinimodiatiouwuu Thin
Provisioning ¢

aunsaynistheneuimesiatioudnluunsening Server Ialaglinsgnums
yhauweagldauanunsavianluy Fault Tolerance 1ilalyf Application ¥iau
seifleslunsdlil Hardware wea Server fitlaym Tnesesfunsvhanu (Workioad)
i 8 Virtual CPUs

dmnsadrelndfaiaesnsufnesiaiioudulunisening Storage Talaalid
wansenuiuglda
annsoasasufinnesiaiioulildiumisrusilduinnimiaeainusaid
aga3tuutesnaufamesiaitng (Memory Overcommitment)

#11158%1 Load Balance lasnisnszatsasuiiinesiaiionlusuuy Server
duq anuulvusfifivun uae @1unsariinis Shutdown Server Tutaanandid]
nsldeudes iouszndandanulwdi
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6.1.2.

6.1.3.

8 awnsaldanuiu Reliable Memory wlaifinauadesTiiussuulnenisidou
fddeylunsveanu 1 Hypervisor 1ulu Memory uuy Reliable luwaigld
N

©9) ansnsadanmsiinddaediounindaunandld Tneldfedluvhdl Hypervisor Server
flazipdes

(10) anansamvun Bandwidth (QoS) Tunsld Network uay Storage vunsuames
wedlould

(11) @11150%1 Load Balance n151491u Storage Tnunsdrefiuiliivdoya
renfamesiasionlusy Storage Mvnzavlaloesnlua

(12) sea¥ugunsainisifivsdannudasasdedeya TPM (Trusted Platform Module)
LawT09%U Virtual TPM dwidureuiawmesiadioufladetu

(13) Fosamnsarhaudiufugeniunsuimsdanmsdiunarsdmiuniosnesfames
widheiailou (VWWware vCenten) 7 aws. Tnusglutiagtuldodnaanysal

yoduafrruuianisaudnauinnediaiiou (Private Cloud - Infrastructure as a

Service) LUU Open License 371474 28 CPU Licenses Aosidnmaudiagiay

Foneluil

(1) desilszuuligldanunsaudmsfuesriuivusmiwes (Selfservice portal)

(2) ansoasngudasuimesiailouluguuuuved Infrastructure as a Service 1

(3) @m9auBMIINS Infrastructure SaufusEUY Virtualization S 9 NIDTTUY
AamIdunanesuEy q neuenld

(@) awnsnadne Services Catalog Uszunnang q unndleliusms Infrastructure
16t

(5) fevaduayun1TR191usINAY Multi Vendor Hypervisor, Multi Cloud
Infrastructurels

(6) fldsvuusiesamnin Reconfigure uazvi1 Snapshot \a3aanexfinesiasiould
meudedlnglidesiosvafguaseuy

(7 dosanansawdminensliduudazmbsnununguildvomenuld

(8) sasatiuayunsiaululuy Multi-tenancy wWawllssuu Approvals

©) Fewdiniosflofieldlunseanuuy, udly, uazadrs Workflow ieldluseuy
AATIA

gorliursiioldnsaaeudseaninmaioaldreaion $auau 1 sruu Foad

A TRogdosdutelul

(1) {1 Dashboard fluansdaiuzvesszuUlne s wazdesau1sauuUaaunt
Dashboard 9893¥UU Monitoring fithiausls

(2) awsaaseidyniinulszansamasssyuulaidieiaiion (Performance)

3) awnsanusdnsnsldanuliiugldld (Role-based access control)

(4) 9995UN911 Dynamic Threshold duiuidaznisnsiaia Tasn1sAiuinen
Joyatagiuuavleyadounds
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5) annsanansiumnidululivestiymiulssaniamuasliduusiiluns
whtlgymila
(6) aunsadamajileuaninudnaizreszaninmvessruULsheiaion
lasioluil
® Health - uansaniuzdagiuiniinisnsaatafliin Dynamic Threshold
UEIRY
® Risk- uaneALFBINTNTHEINTITY CPU, Memory wagtianflindeneud
niwensldgnlivun

® Efficiency — haasdeusz@vsnmmsidnunsnenns

(7 Fosmunsansasusazaianiseifclamasssuniaiesmaufinnesiaiiou 7
prdatulueuAnly

(8) Fosarusads Email Alerts Tgguald Tunsdfinutigmivuszuuiades
poufimediation violunsdifiernvswulmuussuurdemenfimesiaiou

9) Hosamrsnadraarimunnguussiaiosnenfinnefiadouiionsiadeunts
shamumulevefiadredule

(10) fosansngansrvdounisviauwasannseitedawives Hypervisor fe1a
Andulueuasly

(11) fasanunsansiaaaulddn Hypervisor usiagia¥es 14 Processor uay Memory i
flogluudawila

(12) fosanunsansvaaulsin SAN Storage usiay Datastore wisaumay LUN 14 Disk
Capacity wag Disk /0 Aiflogluudawinle

(13) fosanuisavendennuduiusseniraniesneufinmesiaiiouls dades
reufinnesiafoundedladoarsiuing uazdeansiudae Network Port wwod
agls

(14) Fovaunsauuztivnves Virtual CPU uaw Virtual Memory Tuiunzaslyiu
wienanfnnesiaiionls

(15) Hoaa11130A5I980UN59 91UV Hypervisor Memory fedaluiflaifuadg
"Waey Memory Consumed, Memory Granted, Memory Balloon, Memory
Active, Memory Swap Used, Memory Share Common

(16) Hoaa1150nTI9d0UNTTIITES Virtual Machine Memory fasaludlefiu
98131i98 Memory Consumed, Memory Granted, Memory Balloon, Memory
Active, Memory Entitlement, Memory Decompression Rate

(17) Heeau150m5I9d0UA5Y N LVes Hypervisor CPU dadtaluifldifusgrades
CPU Usage, CPU Idle, CPU Core Utilization, CPU Utilization, CPU Latency,
CPU Co-Stop, CPU Wait, CPU Demand, CPU Ready

(18) HoeAU150ATITAOUNTIIUYDS Virtual Machine CPU dadoluilgifusgs
Yoy CPU Usage, CPU lIdle, CPU Entitlement, CPU Latency, CPU Co-Stop,
CPU Wait, CPU Demand, CPU Ready
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6.1.4.

6.1.5.

(19) Foaannsavanldiminginsvesszuuiniesnoufamediasiouiieguiod
ey awaunsnaueiosnonimofiadoulddnussniieos adeluud
Awnzes wasnduinTesmeufnmediafioufileldiudiiedos

(20) #BIHINITAATIVADUNITVINAUYD Server, Storage waz gunsal Network la
Ineru Management Pack

(21) AD9ANITONTIVABUNITVINIUVEY Applications tay Database 16 Tnusinu
Management Packs

gondwasiilelds1usin a3y wavdasil Logs wesszuvansauwma (Log

Management Tool) $1uat 1 swuy desinuautiRegsiosfuigluil

(1) Fosannsasausan Log i 4 Idegnatesdsioluil Operating System Logs,
Application Logs, Network Traces, Firewall, Network Device, Storage,
Configuration Files, Messages, Performance Data WagSystem State Dumps

2) Fesannsadeudefuaninuandaudsyian Physical, Virtualized wae Cloud
16

(3) HoEansenns i Logs 1 Weluiuy Structured Log Data uay Unstructured
Log Data

(@) FREMITOIIVTIN ATIVFBU WATIATIEY Logs aluluy real-time

(5) $osfl Dashboard \iiBuanmANSAUMLAZNANISIATIZN Taudauaneieeuls
AY

©) #oudulusunsudisasuililssuuufifmauarivsunsunfanlfidouiosuds
IﬂEJ”L;J&]’@@ﬁﬂ6?@3xuuﬂ§ﬁ'ﬁmw§'dﬂsLmsmﬁm (Virtual Appliance)

7 Foeunsadeudowasiinusiniy sendufifieldnsvasulseansnmaios
witewatieuiiaueld

(8 favansmsldeuuudlisiindnaudoya wieswau Logs

oI5z UULATOU18 (Network Virtualization) LUy Open License 1121 28

CPU Licenses fosfinnauiiRetnsiosdeolutl

1) Wussuundedrsaiieuivhiuuussuuuddrsnoufinnesdiadou (Server
Virtualization) fllaue wazaunsaviiusmiugunsal imddaldnainmans
Andalaeldmalulad VXLAN

(2) @1u150%1 Layer 2 Switch (Virtual Switch) 5945U VLAN Port Group W&
VXLAN

(3) @w159%i Layer 3 Routing (Virtual Router) %38 iousiadiu Layer 3 Routing
% 19U Static wag Dynamic Routing (OSPF/BGP) 16

@ ansoasanandlunisdeureseninnmdedieaiion wavindetieniauen
(Physical Network) Tneimuansidousauuy Equal-Cost Multi-Path (ECMP)
1%

(5) #aruaiursalunisyin Stateful Firewall Tuviteruludnwaizues Virtual
Machine (Edge Firewall) 161
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(6)

)

(8)

9)

anunsoimualisieadiinsraelussduunures Hypervisor yn  #4 Lile
Yostunslandluseau nmiadinidsaaiou Tnefl Firewall Throughput laltiae
N1 20 GBPS %o Physical Host @uisauvslaulayineiainudasndelv
oufinmediatioufioguu Subnet Lieafuld (micro-segmentation) Tnglaides
Sndotameendinfiiuu

anansamuuaulenessuuinuanuvasadiy (Security Policy) fgnsdnngy
1§ shawuu Static uay Dynamic lumsdans Firewall uazanunsafvusuleue
PNHAATTDY 9 (3rd parties) 75093y 1y szuutleatula$a (Anti-Virus), n15
nIadautedlnd (Vulnerability Management) wag IPS (Hudiy
annsnlUldeusaufussuudnnisaanndiisesiudae RESTRUL APl lun1s
NUA 52UULATUNELUUSATWITR

sesdunmsidensefugunsaiiiu Physical Tngrrunia Software VTEP uay
Hardware VTEP &

(10) s095Un5§AMSIanasiny Web Client, Command Line (CLI) wag5iufa RESTful

AP

(11) 5995UNSI¥aU VPN Server wailau tasilmuanunsasssalyil

o o o ) v ¥ A o 2 o
o ausaidsiaienisdetayanieisnis VPN Tnedldisnsidrsiauwuy
< @ a ! ¥
IPSEC uag SSL-VPN iflermasastelunishiaseainsseylnald

® Ty VPN Tugduuu Virtual Appliance Samidalunisviaen IPSEC VPN 1¢
Talennda 2 GBps wavsesiunsyhau sy AES-NI H/W Offload

® |PSEC VPN 5095un1sidnsia Encryption — 3DES-CBC (192), AES-CBC (128,
256), AES-CGM (128)

® |PSEC VPN 5895Un15%11 NAT Traversal, Dead Peer Detection

® IPSEC Tunnel 13 ousalsag19tias 30 Remote Site uavsasdule 60,000
Tunnels

® SSLVPN ansnsasunisiieusioangldenmauiiu (Concurrent User) Lokl
Weenin 500 gldau

® |PSEC VPN, SSL VPN aquqsﬂﬁqﬂ'ﬁmi’)ﬂa@uam%ﬂqcﬂ%\‘i’]u (AuthentlcatIOH)
Iegnstiounaraluil Active Directory, RSA Secure ID, LDAP, Radius lau

[} 4
BYNUDY

(12) @131150@519 Load Balancer wallau Masilmnuanuisasanaluil

® [1%uAN15LU18e Services w19 ¢ LA LYy HTTP, HTTPS wag TCP lneg
AMMuUAN1T1197Y wWUU SSL Offload vad HTTPS 1a saufvanunsafinaiy
Services th 4 SsAsuinisey

® 1ansnvh Application Health Check ldagatiossesteluil TCP/UDP/ICMP,
HTTP (GET, OPTION, POST), HTTPS (GET, OPTION, POST)

® 111505095V Traffic Throughput 19eg1etioy 4 Gbps
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® 1313505995U351Un"Y Load Balancing 11 Round Robin, Source IP hash,
Least Connection, URI, URL, HTTP header \HJuadsiiae
® flauausanis Persistence Support Wethetoudwielui
O TCP: SourcelP, MSRDP
O HTTP: SourcelP, Cookie,
O HTTPS: SourcelP, Cookie, ssl_session_id
(13) 9995UMIMINIULUU Multi Site 1o
(10) fipFesfloflfluntsdredinsngst Traffic uaglimuusitlunisadneng Firewall
1

o Y | v o . 1%
(15) s995umstrusnisiasadngleinu Workload 7tdlu Container 1@t

6.2. gariwSnwAuTuAsasndsssuuAeNRImesldnelalon S1uu 28 CPU License

6.2.1.

A ] 3/ ~ gj ‘d o S A o [N 4
syuuiauedesasnsafiag agent iivevinisdosiuaiosmoufiunasinldiy 7
Tdsvuudfiinscasialudla

(1) Windows Server 2008 R2, 2012 R2, 2016, 2019 (64-bit)
(2) Red Hat Enterprise Linux 6, 7 (64-bit)
(

—

CentOS 6, 7 (64-bit)
(5) Debian 7, 8 wag 9 (64-bit)
(6) SUSE Linux Enterprise Server 11 SP4, 12 (64-bit)

1)
2)
3) Ubuntu 14.04 LTS, 16.04 LTS way 18.04 LTS (64-bit)
4)
5)

6.22. ssuuihiiauevzfosannsadloatu Malware Tuszdu Hypervisor Tngustaannns
UfudsuuusruuUfoinisiation wasiosaansayaususeriuaseuuulite
ABNRLROsLELDU (Server Virtualization) wag wenduIssyuULASoUY (Network
Virtualization) Asatiale

6.23. szuuiiinauessfosannnsatosiunisidaia malicious domain uas known
communication and control (C&C) servers femalulad web reputation dufu
global domain-reputation database 31nidvosAnfausiiausly

6.24. swuuiitiaueusdeaninsavi scan caching Wlafindszansnmlunisauny Tne
nshlaunulndfumiloutuseninandes Ws I8 saustanunsadhdsagidunns
asdoUIMARUSIUIuMIaLnUNS au AU wuTIS el

6.25. svuuinwanulasasedmiuedesusiteaunsamunuuazudmsdanisldann
Arunanadun Web Console Tngianunsasin role-based administration 16t

6.26. szuufiunausasdesld¥uuinsgiu Common Criteria EAL 2+, Microsoft
Application Protection Program, PCl Suitability Testing for HIPS (NSS Labs) uay
Virtualization by VMware 1{uegatios

6.27. srvuiitiauevrfesaiuisansiadeviazusufoudenisivdsuntas Files,
Directory, Registry Keys and Values, Installed Software, Processes,Listening
Ports tay Running Services flonagnudlalng Malware Ifi8usgatios was
anhsovinmsdenulauefimvungauiussuuildmilunuu el

asumgdai /
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6.2.8.

6.2.9.

6.2.10.

6.2.11.

6.2.12.

6.2.13.

6.2.14.

6.2.15.

6.2.16.

6.2.17.

6.2.18.

6.2.19.

szuuitniaueasdiosaunsnlnged log file yossvUUUfRnmsuaznewnaLady
19 9 uagmTI9tungAngsuiunasde (suspicious behavior) M%Lwlmiailﬁmﬁu
anuUaonfevesseuuiildonld

ssuufiiiauessdesannsaranludnuay combined mode Tnaifunsdesiu
FMAUTENIN agent-based Way agentless 1@

wuuﬁﬁuauammmﬂmﬁu file-based threats, malware, viruses, trojans,
backdoors, worms, rootkit, packer uay spyware liiuseatios
syuufiiiauesrfosaiunsnin Machine Learning U Behavioral Analysis 1il®
MIBATIER unknown files way zero-day threats 1
syuuiidauefosauisnaununiosmeuinnofiilent vulnerable software
ud¥ain1saan recommended security fwnzanilst videthiaue vulnerability
assessment tool Lfian51911 vulnerable software uuirdespauianoslé
syuuiidauesdosamsatosiu web applications 99nn15¥1 SQL injection
attacks Wae cross-site scripting attacks lan3ounta@ue hardware / virtual
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