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2.1.76billic gl i 8 . a1y 2019
alone. o

The year has barely sf 'sting year as far as data

leaks is concerned.

In January 2019 alon g - ‘ nese include records
from the famous Col| S , ; lasswords for about 772
million people compil = ppened, a MongoDB
rformation about 202

d 7 years of FBI

instance containing 8
million Chinese users, % 5%

investigations.

Outline

Cyber Security &
Personal Data
Protection Law
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NATIONAL SECURITY BOARD
(SurPERrR BoARD)
PRIME MINISTER AS CHAIRMAN

CYBERSECURITY MONITORING
BoArRD

SECRETARIAT OFFICE
TO NATIONAL
SECURITY BOARD

Ministry of Prime Minister, Bank of Thaltand, MOES, Ministry of Transpon, Ministry of Energy, Ministry of Pubtic Heatth, Minister of industry be.)

Critical Infrastructures

st Sy, Maor Govarmenant Seraces, Financist, TecnnoAngy S Teteamm i ation, €omemmication & Logacs, nery & NN s i, P Mostin Senacs sna Others.

MAJOR OBJECTIVES OF THE LAW

1. Establish standard and policy of Cybersecurity = Cl's regulatory authority

2. Monitoring cyber threat & develop risk management = National Computer
Emergency Response Team (CERT)

. . Bank of Thailand
3. Forming coordination = among Cl when RISKs occurred. (BoT)
National Interbank
Protect of Threat Transection
@ Management &
Exchange
. NITMX
Incident response ( )
National Credit
@ Bureau
(NCB)

Minimize Risk
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Law mainly regulates Critical
Infrastructure bodies

Critical Infrastructure Bodies Criminal
. . . » To be investigated & enforce
1. National Security (Military, MDES) under

2. Major Government Services (Administrative
Office, Revenue, Police Department)

Computer Crime
aw might not define Critical Services
for each sector;
but their regulators will,
such as:
Money Transfer, Cash withdrawal,
e-Payment, Seftlement etc.

Normal People & Enifrepreneurs

3. Financial (Banking & Financial, SET, Insurance)

4. Technology and Telecommunication (Mobile &
Internet Service Provider)

5. Communication & Logistics (Harbor Authority,
Aviation Service)

6. Energy & infrastructure » Very less effects

» Grant minor coordination to

7. Health Service
Enforcing Authority under this law

8. To be announced by subordinate legislation.

Levels of Cybersecurity Threat

NONE SERIOUS SERIOUS CYBER CRITICAL CYBER
CYBER THREAT THREAT THREAT
normal event the event the event whereas
when occepTobIe whereas critical infrastructure is

risk occurred and
created none or
minor damages to
critical
infrastructure’s
operation.

significant service
of critical
infrastructure unit
is aftacked,
leading to initial
system failure.

aftacked, leading fo
wide-ranged service
failure, affecting lives
of several people and
their security, and
potentially causing
vulnerabilities fo other
critical infrastructures




7/22/2019

How the Law Works:

None Serious Cyber Threat

» Cyber Security Protection
Readiness = Issue National
Security Policy & Plan as a
Guideline.

» Forming National CERT to Assist
Cl's Regulators and/or Bodies (if
needs).

Monitor & Minor response.

Information Sharing among CERTs.

Serious Cyber Threat
» Evaluate Risk
» Incidence Response

» Announcement & Information
Sharing among CI.

» Seeking Coordination from existing
CERTs for
Protect/Minimize/Recovery/Cure

9
Verification & Evaluation
. Plan on Internal
OW e O W O r S . Cybersecurity Protection
(being audited annually.)
Incidence Response Plan
R A Providing Contact List on
None Serious Cyber Threat erious Cybgq managementa. fosk force
Team, Owners, Possessors &
: i H Service Providers of Cl's
» Cyber Security Protection » Evaluate Risk Computer Systorns
Readiness = Issue Natiofal » Incidenc > its regulator(s) &
2 H Cybersecurity Collaboration
Segurlty Policy & Plan as a =g
Guideline.
» Forming National CERT to Assist
) f . : H Forming internal
Cl's Regulofors and/or Bodies (If Seeklng Coordina Cybersecurity Drills & Tactics
needs). CERTs for as well as those with other
Prot s Cis and/or its regulators
» Monitor & Minor response. demanding by Law.
Information Sharing@mong CERTs.
10
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Critical cyber threat

Under avoidably urgency Competent officer
could utilize necessary measure for prompt
protection then immediately informs.

Nq’rional Securi’ry COU“C" » Utilize its own LAWS in consideration

of National Security Threats.

Proper Planning:
V4
Cybersecurity Framework
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Policy and
Standard

Education

(0‘2:»‘3(0

o
0py Ag0,0uW>>

“,

@ TB-CERT

13

online identifiers .
(including an
1P address)

L @ Economic, cultural
or social identity
a person

2019 Personal
Data Protection
Act

in Thailand

CHAYATAWATCH ATIBAEDYA
BBL., BARRISTER-AT-LAW, MIBA
SENIOR LEGAL COUNSELLOR TO

MINISTRY OF DIGITAL ECONOMY AND SOCIETY

14
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Location data .8

Online identifiers .
(including an
IP address) :

[~

An identification @
number

. @® Economic, cultural

or social identity
of a person

15
R |S K Breach Level Index 2018
of Personal
Social Media
Data
Other
Hospitality
»dentify theft Technology
» Profiling Retail
»MiS-USing Entertainment
PTrOCking STO”(”"]g Government
Industrial
Healthcare
Education
Financial
16
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wiansalazuinldayadiuyaaa

r‘ dnuuu 2560

dayadruyanatasdildng
aanidgldanaoyacanisy
Auu 200 @auau i Deep
Root Analytics daifiu $7'lva
iflasanlifinsaaswand

@ nsnnrau 2560

us¥w Equifax
fayadiuyanatacdusing
#aundst $3'ua 145 duau

waddnuu 2560

us¥wm Uber
dayadruyanavasautusn
uazHldusnis $31va 53 duau

unsiay 2561
sruusIudayalsTa gy
wasduduantiuini
fldasTwilvihindadindatana
vavlsznyunia 1,000 duau
1alaghiladuavana

flueu 2561

FACEBOOK gauiuinaua
dayadiuunnavag User
“hivflgawa vinlv Cambridge
Analytica 1hdaua User

A1 50 auau Tl53uvin
wpnulymidundaney

oy 2561

flsg9uin dayagna
TrueMoveH Wiaifiulivusruy
Cloud Amazon S3 $2'lva
Taundvdanalelszana
46,000 W4

nsngau 2561

sun. auidufislswod

17

“sensitive data” <26>

» data that reveals:
» Racial or ethnic origin
» Political opinions
» Religious or philosophical beliefs
» Trade union membership
» Genetic data

» Biometric data for the purpose of uniquely identifying a natural

person

» Data concerning health or a natural person’s sex life and/or

sexual orientation

18
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General Data Protection
Regulation (EU’'s GDPR)

Come into force since 25 May 2018

19

The six legal bases:

» The vital interest of the individual

» The public interest

» Contractual necessity

» Compliance with legal obligations

» Valid unambiguous consent of the individual
» Legitimate interest of the data controller

20

10
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GDPR’s approaches

» lawfulness, fairness and transparency
(egnoldnsevveangring, IanudusisuuagziinnuTisale)
» purpose limitation d@inseuiaguszasdiisiia
» data minimization @suaudeyaiidesiiqa)
» ACCuUracy g innugndes)
» storage limitation Fadummzaiisuiiv)
» infegrity and confidentiality @awauysaiiazasmamiiiuanuduegls)
» accountability @saaenld)

21

lawfulness, fairness and
transparency

' <
P odn1eldnsouvesngvuie, ianuilusssunazinam
Tselalumsifiaaemvesdoya

» processed lawfully, fairly and in a fransparent manner in relation to
the data subject.

[GDPR Article 5 (1) (a)]

22

11
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purpose limitation

P”lmumsmmmwmmﬂs mﬂmmmmwmmwm R, 1z uwamﬂu
AUNYHINBLLAY “laJﬂuuumi'lﬂiumm"lmamammmmﬂs ZAIRAINa

4 ’JG]'E‘I‘]J? ?NﬂLﬂfJ’JmJﬂﬁﬁ]ﬂﬂﬁ]ﬂﬂuwmm‘l’mﬂi IU%HLLWQﬁWﬁﬁﬂ!u L‘V‘If)
\‘ﬂ‘L!’Jfl]fJ”I/T3@L‘WE]ﬂ1i%ﬂlﬂﬂﬁﬂ@ﬂ?‘uﬂ‘ﬂm?ﬂﬁ@li Wif)ﬂi‘”ﬂ]@]ﬁ?f’f@li

» collected for specified, explicit and legitimate purposes and not further processed in
amanner that is incompatible with those purposes; further processing for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be
iIncompatible with the initial purposes.

[GDPR Article 5 (1) (b)]

23

dafa minimization

= { o w Adld o /a3 1
P woaunls innuineades uaziinadeyaninnuililuae

J

9
msihdoyaianiullldawingiseasd

» adequate, relevant and limited to what is necessary in relation to
the purposes for which they are processed.

[GDPR Article 5 (1) (c]]

24

12
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accuracy

= A o Yy o Y o o ]
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= o

) a g},z d’ Y1 9 1 é =
msauiumsnniuasuinonaziiuly landeyadiuyanam lul
anunesnselagniitanse lasumsud lvedrs higndn

» accurate and, where necessary, kept up to date; every reasonable
step must be taken to ensure that personal data that are inaccurate,
having regard to the purposes for which they are processed, are
erased or rectified without delay.

[GDPR Article 5 (1) (d)]

25

storage limitation

> Ul,ﬂf]ﬂﬂﬂlﬂﬂiuj‘ﬂLLUUVIﬁ]ﬂﬂiﬂi”Uﬁ?@]uﬂ]ﬂﬁmﬁlﬂﬁlﬂual’lﬂ Iﬂﬁlklmﬂuﬂ’ﬂ
nmmnﬂummmmﬂi fmﬂGl,ugﬁmmauamumﬂauu'lﬂ% Vaia
mumﬂamﬁmﬂfumﬂ‘u“hummmummﬂu"lﬂmmmﬂi E’Nﬂiuﬂﬁﬂﬁ
%ﬂﬂﬁ]ﬂ‘ﬁﬂﬂﬁlm@m@ﬂi TEJ‘I?‘LJLL‘H\‘]’GTTﬁﬁmw LWE]\‘HU’J%]EJ?Tﬁ?JLWE]ﬂWﬁ]ﬂLﬂ‘U
ﬁﬂﬁﬂWH’JﬂmﬂWﬁﬁi ﬁiﬂﬂﬁw’lﬁﬁ’ﬂﬁﬁi

» keptin aform which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processed solely
for archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes in accordance with Arficle 89(1) subject to implementation of
the appropriate technical and organizational measures required by this Regulation in
order to safeguard the rights and freedoms of the data subject.

[GDPR Arficle 5 (1) (e)]

26
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intfegrity and confidentiality

> foyadiuyanaszgnin llFludnpasiinasmamssnmand
Yasasioi sawdemsilessumaiidaiemsauiumssu liseudas
ngrue MIgayie Iasgiiatig migniialevsegninInideie Wi
droms 1maiiansemssamIesdns Az au

» processed in a manner that ensures appropriate security of the
personal data, including protection against unauthorized or
unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organizational measures.

[GDPR Article 5 (1) (f)]

27
accountability
P danugudoyalininNizdes uazamnsouaasnauaIuIsn
Aa oA 9 9 Y Y g}-’
ﬂgmmaimmmmimmu"lﬂmwm
» The controller shall be responsible for, and be able fo demonstrate
compliance with, paragraph 1.
[GDPR Article 5(2)]
28

14
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Personal Data Protection Act
B.E. 2562
(TH's PDPA)

29

Published on Government Gazette
27'h May 2019

Coming into Force:

» Phrase A. = 28 May 2019 :
» Chapter |. (PDPA Board Committee) &
» Chapter IV. (Office of PDPA Board Committee)

» Phrase B. = 27 May 2020:
» Chapter Il. (Protection of Personal Data)
Chapter lll. (Use or Disclosure of Personal Data)
Chapter V. (Complaint-Dispute Resolutions)
Chapter VI (Civil Responsibility)
Chapter VIl (Penalty)
Section 94 - Initial Operations for Office of PDPA Board Committee
Section 96 - Supervision on Issuance of Subordinate Laws and Regulations by Gov.

vVvVvyVvyyypy

30

15
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Ministry of Digital Economy &
Society as the Interim Office to PDPA Board

» Phrase A: = Issuance 12 Subordinate Laws or Regulations for
Formulation of PDPA Board & Office of PDPA Board by 180 days after
promulgation of PDPA.

» Phrase B: = Issuance 29 Subordinate Laws or Regulations for
Technical Features related to Operation of Law by 1 year after
promulgation of PDPA (to be monitored by Government Committee)

31
Legal Aspect of PDPA
Not only respects Human Rights’ Protection under/Constitution
But
Reveals Consumer Protection Scheme by
Supervising Service Providers (“Controller” and “Processor”)
and
Protecting Rights of Consumer (“Data Subject”)
32

16
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What shall be done with existing
Personal Data
Section 95:
» For existing Personal Data collected before enforcement of the law,
» Controller is capable “to collect” and “to use” the existing data only
under former objectives providing that:
» The Controller must grant the Data Subject convenient procedure on
revocation of his consent and
» inform the Data Subject who denies collecting and using of his own
data to utilize such procedure easily.
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PDPA Overview
Scope of Enforced to both Public and Private Sector Entry into force Data obtained before the
Obligations Shall be Principle law for Personal Protection date of coming into force
Except some activities
Extra territorial Coming into force 1 year after gatt: FC’"UC’"‘;’ can "?;ﬁ:"“"a'
its publication except spdlllsnis et el
C P it d OffP hall objectives already notified to the
Definith f{;mml ee an IICE sha data subject prior to the
efinitions effect next day publication enforcement of this Act, and must be
Personal Data refers to data about an individual who can be identify or defined method for cancel consent
identifiable from that data but not including data of the
deceased The PDPA  Any individual Transfer/ prescribes the rules
Covers electronic & non-electronic data does not  acting in a personal Crossborder ?ﬂ sefndm? or :
use or for his famil Limitation transfer of persona
Not define Data Subject or Data Owner ot activities . data abroad
Data Controller having the power and duties to make decisions regarding shall not collect personal data without the consent of the
the collection, use, or disclosure of the Personal Data data subject
Limiting - .
Data Processor under the instruction of or in the name of Data Controller : provides exceptions for some cases where personal data
Collection, cap, pe collected without the consent of data subject
U_se, shall inform the data subject of the period of retention
Disclosure of personal data
Consent shall be requested from data subject for the collection, use, or shall not collect sensitive personal data or any other data
disclosure of personal data as prescribed by the committee
Purpose Collection of personal data may be made to the extent to rectify : can request their data be updated or made
Limitation nNecessary under the lawful objective of personal data complete.
SO to forgotten : right to withdraw his or her consent or delete
or destroy the data when Data controller fails to comply with
. : ' the rules under this Act.
Complaints shall be submitted to the Expert committee to data portability : can request a copy of their data in digital
format.
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Key Considerations of the PDPA

Penalties Right to be forgotten
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