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Most government organizations view data loss prevention

& cyber security as the most important aspects of security.

Conclusion

» Security topic is well-aware and is known as a main —— Top Threats —
concern of observing organizations, with variety of
threats, where Ransomware (threatens to publish or
block the victim’s data unless a ransom is paid) is a
top threat.

Ransomware

65%

DDoS - Denial of Service

50%

» More than 70% of observing organizations uses Cloud
and mostly deploys Private Cloud (i.e., Government
Cloud) instead of using existing Public Cloud due to
privacy reason.

Insider Threat

39%
APTs - Advanced Persistent Threats
30%

» Could Security knowledge and off-the-shelf service _ -
. . Disclosure of Confidentiality

could leverage the could migration demands. 289

0

» To promote the usage of DGA Cloud, proper training Identity Theft
and education of Cloud Security features and benefits
should be communicated suitably to highlight .

. . . . Data Tampering
implementation advantages, i.e. cost reduction,
(1]

scalability, and efficiency of security management.
Data Corruption

22%
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Most government organizations view data loss prevention

& cyber security as the most important aspects of security.

Importance of Cloud Security

Topic Rating

Data Security & Data Loss Prevention

65%

Cyber Security (Defense, Protection and Reaction)
65%

Business Continuity, Backup & Restore / Disaster Recovery
60%

Authentication & Authorization Management

54%

Governance & Enterprise Risk Management

53%

Application Security Management & Monitoring
48%

Incident Response, Notification & Remediation
47%

Encryption & Key / Certificate Management
38%

Cloud Architecture
37%

Compliance & Audit

35%

Traditional Information Security
34%

Portability, Interoperability & Duplicability
21%
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;] Customer Promotion for Using
IT Professional Experience Digital Service

Digital Leadership Smart Back Office
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Social and Mobile
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Cloud Computing

Block Chain




DGA &TDGA Joyasnsimaunau

%4
(%

INNNITEITIINGNUA 1,763 12897 Anpunaunedu 1,524 wiqaenu

ANTNRAAAD 19U 319 WU AN15NBUNEU 2O [ widae9u
NNAARD 31U 1,444 wqeeu dnrsmaunadu 1,23 1 ey

10



ulgurswazulIunua (Policies & Practices)

11 8490 A sTnviLay

HulgulgmIuuAsUannng u,m'azﬂﬁzm‘m wuseantu fulgvungmuiiuasUasnne
83%

= I 9/ o 1 o 65% 650/0 = I Y (%4 1 o

AU EJU']EJQ@J@?@Q‘UE]H@&’]UQ@@@ 56% AU EJUqﬂﬂiJﬂﬁaﬁsUaﬂ;ljaﬂ?uuﬂﬂa 62%

sUnuUInd s uiaedeya sUnvUlndanuinsanuidenedoya
FRIE . BeE ARdl THIERE, JIEES REESDOCNAENNEEN PEG

i

6

aa v

gAINAU

359% HlATINITHRIUISTUIARIVIE

84%

| e
(=
A ULRANIZAIUNAINE
Iuiadaa v
LLNUQWﬁﬂWﬂmE}ﬂﬂﬂi

o

gUIENALATUNSUINA

JuUsEHNLRAYREN 24%

* & &« K

aa o

LWE)WGJJ‘LI"I‘Uiﬂ'ﬁiﬂ’i]ﬂﬁ??"lﬁiﬂi‘lfﬂ’l&ﬂﬂ%ﬂ?EN‘TU
'Viiiﬂﬁ‘U5ﬂ’]iﬂUUiuﬂl’l‘Ul&/ﬂ’]ﬂﬁiﬂﬁ)/ﬂ?ﬂiﬁ

r****-

LWEIQW‘UEJ/QQ%’TFISJ\CU‘VW’I@&JW’JLmﬂimﬁjﬂ"liﬂu%‘U’Jﬁlx‘ﬂu

e s asd

= °
bWBDRILLALLAZUTIIT ﬂ‘U’]EJUﬂiiULLauiuUUG]’N‘]

sudszanauaduedin 14%

1
=

aWmUIUSN1sAINad nsulgneluntlg ey

|

Msa‘LinmsﬂUUivmwu/ﬂmsmf\]/ﬂﬁﬂ%'g

)3
1<
)
()
3
)
MUY

Lwamma/mmﬂsammaaqumasﬁiﬂjma‘l,uwu’mmu

L‘wa@u,a Lbal e ﬁ’]?d% wﬁaﬂﬂsmua“svuumaq

MUIYITUTEAUNTY NUIYITUTEAUIININ DGA



lassassnugrundanuiuansUasnnstazUsz@nsnin (Secure and Efficient Infrastructure)
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Why Government Officer Need

“ Digital Skill 7 =

* Literacy » Transformation
» Leadership * Technology

'l.,-f - Y - » Strategic & Project -+ Service Design
management = Governance

Government Officer

« Digital Transformation (EA)
* Agile

 Design Thinking
* Lean '_T_' _
Ministry/Department

\ f& @ * Digital Leadership (CEQ)

' * Digital of CIO/CDO
* Digital Transformation For Government

Excecutive
Exclusive
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Why Government Officer Need

"& @ * Law and Policy

\ * Framework and Standard
’ * IT Governance (GRC)
* Security Literacy

* ISO/IEC 27001

* Information Security Management System
* Network Security

* Application Security

* Cloud Security

* Secure Software Development Life Cycle

' » Cyber Security Literacy
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Thank You

DGA hitps://www.dga.or.th
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