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Procedure and Architecture B winauduiums

Step 0

WU LAY URTUSEINTY
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Hashing CID

wUastaya (Data) Mszysnu

%) SHA-256 w/ Salt#1
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e-Government Agency

Data Format Preparation
0000000077770 0000000077770

BUUNSUTSVIVU 0 0000 00088 88 0 0000000088880
0-0000-00099-99-0 0000000099990
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. %39 Q.
SUERECRIIIN

Male %38 Female

04/06/2521
05/06/22
. 12/31/2523 [
(ATUEUD1Y)
2524/06/01 [

2525-06-01 [yyyy-mm-dd]
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[
[dd/mm/yy]
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mm/dd/yyyy]

yyyy/mm/dd]
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10001-50000
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30000
77700
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Hashing Citizen ID How to Hashing ?

* Duplicate a Table

IDCARD
11-1111-11111-11-1 uud

L
- oy - P

£ 2-2222-22222-22-2 19A1dR9
IDCARD
4 —i 11-1111-11111-11-1
Hashing CID g 22

b B i b B |
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wUastaya (Data) Nszysnu

FIRSTNAME

3 DVNENWLIN
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28-DEC-17

12-DEC-17

LAALSE
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1904

2DTAIART

12-DEC-17
13-DEC-17
23-DEC-17
16-DEC-17
11-DEC-17

29-DEC-17
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Hashing Citizen ID How to Hashing ? CLO0

e Cleansing CID No.

1. UPDATE cloned table
SET idcard = REPLACE(idcard, '-', '');

2. UPDATE cloned table
SET idcard = REPLACE(idcard, '', '');

IDCARD FIF!E'I'I"-J.-!'.ME L.-5.'.:'1"I'I"-J.-5.f'-‘lE EIIF!.1'I-|EZ'.-5.'I'E .-5.'23E SALARY
9

1111111111111 Hud 28-DEC-17 4 47069
1222 19FdaT LAALSS 12-DEC-17 2% 27115
. KUILIUALUUNIS 3333333333333 DNEWWN  IBAWAY  19-DEC-17 3 35561

LUALNST WWIAWD  23-DEC-17 32 38174
ANATITLL 18-DEC-17 33 30047
L3 1904 11-DEC-17 43 41270

29-DEC-17 22 22000
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Hashing Citizen ID How to Hashing ? CLO0

e Verifier Records

IDCARD FIRSTNAME |{ LASTNAME |{} BIRTHDATE

1111111111111 N '."1'Fiﬂ':;i 28-DEC-17
15FERT LAALSY 12-DEC-17

DNENKLLN L2r&1 kL A2 19-DEC-17

LHAWNT WWIAWDY  23-DEC-17

AuATLL  aFdIERS  16-DEC-17

LU+ 15713 11-DEC-17

N %9e91UAIL R NNIS
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Hashing Citizen ID Intro =€/a)

4

Yoyaiduniwdu/doyadiuyana — ee—Hash Function _> ~ () @’\
@ One-way Function /. //

Input Message Digest

EY
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= 21E1CD11CCFBAF5180FD8631F8F3

Hashing CID

wUastaya (Data) Nszysnu

1156216167607

3| My
=y I g E365BB4F/EBB2960338C16340EB7704FF927
Hash Function 89F468C8EDOES87B7C6D236C66E8

gnsnl aulsers
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W mirsnusiiiunis AABUATIVNN et /0510515350004 E793E7B44FBBA

et —> ? LIII] el 35C9C7C7B696221CO99C8F35C43921D6CBF8
6B74072E390DE5106604CC8076D5

Hash Function
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Hashing Citizen ID
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Intro

Collision Problem
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Hashing Citizen ID

Algorithm and
variant

MDS (as reference)

Ref: https://en.wikipedia.org/wiki/Template:Comparison_of SHA functions

Intro

 Hash Algorithms

Max

Qutput Internal | Block | message
size state size | size size
{bits) {bits) (bits) (bits)

512 | Unlimited!?]

Rounds

PRIVACY PROTECTION PROCESS |

Security
bits
(Info)
<4
(collisions
found)

Operations

<34
(collisions
found)

<63

(collisions
found3l)

112

128
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Hashing Citizen ID Intro =€/a)

 Hash Algorithms — SHA-256

@ @ SHA-256 Hash Value

85C9C7C7B696221CO99C8F 35

Toyanidumudu/foyaduynne —— _> c43921D6CBESEB74672E396D

@ E5106604CC8076D5
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Hashing Citizen ID Intro =€/a)

e SHA-256 with Salt

@ @ SHA-256 w/ salt#1 Hash Value

o LN . 311F8DAOC3FOFDCA2770BEC7
VLN UUANUAU/VOUAAIUUAAD  e— i _>

AD241C53F3DB4A2ED4CC99C2

@ 9BAA204B73ACOBIC

PRIVAGEEE®HEC TION PROCESS § | 29 unaiad 2561 | 15



Hashing Citizen ID How to SHA256 ? S =la

e Generate Hash

ALTER TABLE cloned table ADD hashed varchar2(64);

Hashing CID

wUastaya (Data) Nszysnu

ANLTWIN

- -
LUAWNT

A AT

N BuosauALEuNg

Warg

namel namel

name2 namez2

name3 name3
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Hashing Citizen ID How to SHA256 ? S =la

e Generate Hash

Define salt = 'BigData7Projects';
UPDATE cloned _table
SET hashed = STANDARD_HASH(idcard || '&salt',' SHA256');

UL

N BuosauALEuNg .
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Hashing Citizen ID Verifier Records S=a

e Verify the Verifier Records

SELECT idcard, hashed
FROM cloned_table

WHERE (idcard = '8888888888888' AND hashed =
"8A6F383B4BC570A0445C5E5052E02A1EEQ488EC72868A453DE292BDCAC5EAD65 " )

OR (idcard = '9999999999999' AND hashed =
'BFDEA38A8F5B65D465B24029065FB855A9C1049BAA2B82CCDBCBDD486618F9CO" )

OR (idcard = '@oooooevo0oee’' AND hashed =
"E32AE7EA65FF12E48250E2E2486813973BC3E9A8F42579BA9A5BF7C064F7B6FB" )

IDCARD HASHED
. KLU AU UNIS B2BER22RE28EE 128 6E8R453DE 29 2BDCACSEADES

T, 3 o

.. )

W FTCO064F7BREE

PRIVACY PROTECTION PROCESS | | 29 un3ayu 2561 | 18



PRIVACY PROTECTION PROCESS e Gormmnt gy
nszmumﬁﬂnﬂm%’mdaﬁLfﬂuzifauglﬂﬂa

N -
R
= :

Pseudonymization is a method to substitute identifiable data with a reversible,

consistent value. Anonymization is the destruction of the identifiable data.



Anonymization SQL Command s

ALTER TABLE cloned table ADD age range varchar2(20);

IDCARD
1111111111111

LUAWNT

gumnin o ; 16-DEC-17
LUL 150 11-DEC-17
29-DEC-17

c-17

c-17

PRIVACY PROTECTION PROCESS | | 29 un3ayu 2561 | 20



Anonymization SQL Command s

ALTER TABLE cloned table ADD age range varchar2(20);

IDCARD ASTM AL AGE_RAMNGE
1111111111111

guaoin o ; 16-DEC-17
LU 57 11-DEC-17

L
2nadIdeaT 29-DEC-17
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SQL Command

UPDATE cloned table

SET num_range =
CASE

WHEN

WHEN

WHEN

WHEN

WHEN

WHEN
END

WHERE age range

age
age
age
age
age
age

IS NOT NULL;

<= 20 THEN '0-20'
BETWEEN 21 AND 30 THEN
BETWEEN 31 AND 40 THEN
BETWEEN 41 AND 50 THEN
BETWEEN 51 AND 60 THEN
> 60 THEN '>60'

PRIVACY PROTECTION PROCESS

'21-30°
'31-40'
'41-50"
'51-60"

FIRSTMAME |31f LASTMAME
1111111111111 Hud

22 19FEesT
33 DnEwKN

4 LuAunS

oo B
FITFTI@

LAAWSE 12-DEC-17

L2rE WL AE 13-DEC-17

WWIFAHD

AlEaT  16-DEC-17
750 11-DEC-17

AL
2nTAIEaT 29-DEC-17

|
| S I e B ] =
™ M M Mm Mm @ @ Mm@ W
[ R o R y (o] y (o]

I
[
-1

[ |
N = = I S =
e B R I

e-Government Agency
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ARX Data Anonymization Tool S—

CSV

Data for anonymization

: D Anonymized data
B sissausniiunis
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Anonymization Anonymized Data PU——

P Ld P —

n

Input

o

Anonymization

woo =

=i
L=}

]
4

[30000, 400001
[30000, 400007
[30000, 400007 F3A9FCO3725BDDA:
[30000, 400007
0]

(=]

. NUIENTUATNLUUNIT OUtpUt

(=]
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woo =

=k
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Anonymization

5

Source/Destination

. Source/Destination

Anonymization

B sihssusiiunig

Export Data

Export Wizard - Step 1 of 3

&

Export DDL

« | Export Data

Eormat:

Left Endosure: |*

Save As |Single File - Compressed  Encoding: |UTF-8

File: |C:\Users\Administratoridone _table.csv

Proceed to summary.

to CSV

e-Government Agency

Export Wizard - Step 2 of 3

= Data Columns

. Columns
specify Data =[] Al

jort Summary

Browse...

Global Where:

Cancel

Cancel
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d3Udunoudgylunisinesendeya Csv ———

1 I < Y v o Y v 1 o v 1
@ wazsienulugiailiniautautindigssuy

Step o

Hashing CID

wUasdaya (Data) iszydinu

Anonymization

Wy avinsusyevu @) SHA-256 w/ Salt#1
sufedoyatilisunaland

** Tulwanihunlyaeslifiiveyananuisassynsiinuuasyang ***

Y
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Procedure and Architecture B wisnudnidums [ ase. duiiuns

Step o Step e Step 9 Step o

3

¥ I3
InnsugUwuUtaya Hashing CID S Export vayaitu CSV SO 6 ]
¥ v § , Anonymization Al dsy L
(Data Format Preparation) wiasveya (Data) Nsryfny tWBUN “UL“UWQ%UU é 0
3
3 3| 5
sdiayantnuniulang (53UUT @50, SARSEN) |<—( Re-Hashing CID
e wlastayath

®¥)SHA-256 w/ Salt#2

|
|
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|
|
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|
|
|
|
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Procedure and Architecture a——

N19MATIAAALU Detail WU EGA ag39dau
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Procedure and Architecture e-Gavernment Agency
|
Hash Value

@ SHA256 w/ salt#1

311F8DAOC3FOFDCA2770BEC7AD241C53F
3DB4A2ED4CC99C29BAA204B73ACOBIC

|
I
I
I
I
I
: 1 Step e
| X!
I
| - 5 LIID
<7 |
: F- | Re-Hashing CID 'Q
| < ~ I ‘U v o y 4 1
: C : 13 aqsua:gasm . ¢
| &
| | @SHA-256 w/ Salt+2
. K - . (%) SHA256 w/ salt#2
| . : Hash Value !
.__I__I 1 H Hash Function b
I 1F6FE6B2B3168901E6F4C459C2
: B2B2991A015D21DEC23B6A8736
E7E9FD446E6F 20 A5¥NSIY
|
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Procedure and Architecture

DATA LAKE

Bl Preparation

WWaLmSe Bl

NAFIUAIUEUNUS

UaYanasaN hash

ASIN 2

Detail

AMvuedAnSnIsoyaveusiaz
PUILITU AUNANAINUTENINAUISIY

UoyaNAAaUABITIUIU record WinAuriy
# hash snlusauusn
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Procedure and Architecture B wihenudndums [0 s duduns

Step e

step @ Step @

3
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(Data Format Preparation) wlasteya (Data) Asvydnu tWBUN UL‘UWQiuUU <¥E
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A n a lyti C S e-Government Agency

OK, what should we do ?
Optimization

Decision Trees
Mathematical Programing

Prescriptive
What going to happen ?

- Forecasting
Predictive - Data Mining
- Regressions

o What'’s going on ?
Descriptive - Business Intelligence (BI)
- Dashboard

B sihssusiiunig
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Descriptive Analytics

Business Intelligence (Bl) and Dashboard

= == ) Business Intellicence %58 Bl

Aa walulagnyglunisaguningy

I III"I“I ————gj| YaUayaNegINaluraIelin e
H sl R civviouNanIANLHLIY wavaTuayy
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N9Laenlun1sendulanazylelunisg
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Public Analytic File

Government Data and Analytics Center (G-DNA)

doyaiivinTilnsevinsyisegly
aNWEVBY Bl, dashboard #1199 La7
wisugnsaunlUlguselovd T
wwLdumsthiauegusms wield
13U sznaunsinaulalunisesn

Ulgu18m199 52109 publish Ul

d459. IALMI8UTTUU Bl Portal

website Y8INUIBNULNBLHELNITOLR
Isgrsusunsiule

B sihssusiiunig
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