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e Head of IT Security and
Solution Architecture,
Kiatnakin Bank PLC (KKP)

e Consulting Team Member
for Thailand National e-
Payment project

e Committee Member of
Thailand Banking Sector
CERT (TB-CERT)

e Consultant for OWASP
Thailand Chapter

e Committee Member of
Cloud Security Alliance
(CSA), Thailand Chapter.




Agenda

e Cybersecurity Trends
e The Art of (Cyber) War
e Demo: How the Attacker Attacks with Malware



Cybersecurity Trends



Security Professionals Biggest Sources of
Concern Related to Cyber Attacks

l & & &

Mobile Devices Data in Public Cloud Cloud Infrastructure (For Example, Clicking Malicious
Links in Email or Websites)

58% 57% 57% 57%

Percentage of Security Professionals Who Find the Categories Very or Extremely Challenging

Source: Cisco 2017 Security Capabilities Benchmark Study



Industries Most Frequently Breached in 2016

Information and communications

Government

Financial Services

Media and entertainment

Professional services

3,377,128,955
85

398,087,841
39

r 204,420,283
22

42,008,947
37

: 19,574,000
5

Source: IBM X-Force Threat Intelligence Index 2017



Spam Mail Source IP Blocks by Country
Dec 2015 - Nov 2016

Germany
414K | 548K . Russia

343K | 352K
France
222K | 467K
China
903K | 760K

United States
1351K | 2046K

4 Japan
194K | 286K

Vietnam
990K | 1684K

Mexico
214K | 495K
Brazil
252K | 587K

@ Dec 2015

India
254K | 1662K

@ Oct 2016

Source: Cisco Security Research



Spam Volume and Spam with Malicious
Attachments
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Source: IBM X-Force Threat Intelligence Index 2017



Malware in Web Page Blocks,
Jan - Nov 2016
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Source: Cisco Security Research



Vulnerabilities Found by Document Type from
Top 62 Critical Vulnerabilities

h
PDF

h A

PDF Image Office

20 12 10

Compression Other

9 11

Source: Cisco Security Research



Critical Vulnerability Advisories by Vendor

..........
ICS  VMwar

oooooo Adobe TPS

162

Appl Ap che Oracle

Source: Cisco Security Research



Web Application Vulnerability Disclosures in
2016

File include
52

SQL injection 349

Cross-site scripting 1,419

Other 429

Source: IBM X-Force Threat Intelligence Index 2017



Top Attack Types
1Jan - 31 Dec 2016

riectunexpecteaters (N
Manipulate data structures _ 32%
Collect and analyze information _ 9%
Indicator [ 4%

Employ probabilistic techniques . 3%
Manipulate system resources . 3%
Subvert access control . 3%

Abuse existing functionality . 2%

Engage in deceptive interactions P 2%

Source: IBM X-Force Threat Intelligence Index 2017



The Art of (Cyber) War



The Art of War

If you know the enemy and
know yourself, you need not fear
the result of a hundred battles.

If you know yourself but not
the enemy, for every victory gained
you will also suffer a defeat.

If you know neither the enemy
nor yourself, you will succumb in
every battle.

Sun Tzu



Know Yourself: Holistic Security

Information

Application

Host

Internal network

Perimeter
Physical security

Policies, procedures, and awareness




What is Information Security?

* The protection of information and its critical
elements, including systems and hardware that

use, store, and

* Necessary too

transmit that information

s: policy, awareness, training,

education, tec

nnology

* C.I.LA. triangle was standard based on
confidentiality, integrity, and availability

* C.I.LA. triangle now expanded into list of critical

characteristics

of information



Core Information Security Principles

To ensure that
information and
vital services are

assessable for use
when required

To ensure
protection against
unauthorized
access to or use of
confidential
information

INTEGRITY

To ensure the accuracy and completeness of
information to protect university business processes



Confidentiality
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Integrity
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Availability
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Know Your Enemies #1:
Attacks Directly to Servers

Access Control Application
And Firewall IDS/IPS Firewall

DoS\ 5, :
— = - ﬁ}
. “ o Parameter N
Anti- T 4
P— ampering o
5p°°fmg7: Known & Cross Site .
_—— Web Server
A’ : Issues : Scrlptlng ) -~
o . ° 5
The Internet . . ol
™ ° e
. . -
sSL . . .
° g °
. . °
) ® . SQL .
_ ﬂ e Pattern- e jhiaction ® —»
! ® Based s -
L1 '. Attacks _® » :
e ® Cookie e
Port_ . o ® poisoning * ~v
Scanning e e _
—_— ,7.. Y / [ ]

The Enterprise

Web Server
Databases
\‘Q e
]
S
NS Application
Server

Backend
Server/System

Source: IBM Software Group, Rational Software



Firewall

=
—
—
u
Firewall {T’
Packet is passed
Packet is sent  _.--=" if allowed,
IP Header Source & Destination ~ dropped if denied
|P Addresses
TCP/UDP Source & Destination
p Header Ports
Other Header Ignored
Info
Data Ignored

Packet is matched against filter rules and state table



IPS/IDS

o

IPS/IDS - )

000

sp——=— IPS mode, Packet A
is passed if no
Packet is sent .-~ rule matched,

IP Header Source & Destination  dropped if a rule

IP Addresses matched
TCP/UDP Source & Destination
p Header Ports

Other Header Checked whether

Info fields met conditions

Data Patterns

Packet is matched against data patterns in rules
IPS = Intrusion Prevention System, drop if a rule matches
IDS = Intrusion Detection System, not drop but alert on a rule matches



Web Application Firewall (WAF)

=
—
—
u
Firewall T
Packet is passed
Packet is sent  _.--=" if allowed,
IP Header Source & Destination ~ dropped if denied
IP Addresses
TCP/UDP HTTP Protocol
p Header Specific Ports Only
Other Header Ignored
Info
Data HTTP Protocol

Packet is matched against filter rules and HTTP
specific request and response messages.
Some WAF can learn page sequence behaviors.



Steps for Conducting Crime to Servers

e Reconnaissance (Foot Printing)

e Enumeration & Fingerprinting

e |dentification of Vulnerabilities

o Attack — Exploit the Vulnerabilities
e Gaining Access

o Escalating Privilege

o Covering Tracks

e Creating Back Doors



Attackers Have Shifted Their Focus to Target
Applications.

Application exploit Many major
toolkits are breaches in 2015
increasingly targeted
available on the applications.
attack marketplace.

Improving user
accessibility and
ease of use also
increases ease of
access for

attackers.

Source: Cyber Risk Report 2016 highlights, Hewlett Packard Enterpr



Key Takeaways for Application Security

S

Web and mobile Fundamental coding Remediation of
applications offer errors with security vulnerabilities is
hackers new entry implications are still taking too long.

points to steal sensitive prevalent.

enterprise data.

Source: Cyber Risk Report 2016 highlights, Hewlett Packard Enterprise
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A2: Broken
Authentication
and Session
Management

Al: Injection

ABb6: Sensitive Data
Exposure

A5: Security
Misconfiguration

A9: Using Known
Vulnerable
Components

OWASP Top 10 2013 Risk

A3: Cross-Site
Scripting (XSS)

A7: Missing
Function Level
Access Control

A10: Unvalidated
Redirects and
Forwards

Source: OWASP: Open Web Application Security Project

A4 Insecure
Direct Object
References

AB: Cross Site
Request Forgery
(CSRF)




Reduce Security Weaknesses vs
Increase Security Controls

Technical Business
Impacts Impacts

Threat Attack
Agents Vectors

Weakness Impact

|
s=s@® Attack -
| P

% — Attack e <« 0 Weakness

= H,
-
=
=
L

MI -
== Asset 9=
S Control@g==1 = - Impact

2
e -
. E

Asset

Impact

‘ Attack F J = =0 Weakness

\'l-.-._____...-l""

Weakness g m
A

Software weaknesses Security controls are
reduction down to zero is essential but cannot deal
with broken business logic

possible
such as A2, A4 and A7

Source: OWASP: Open Web Application Security Project



Details Given to Testers

“l want a pentest”

(can mean so many things)

@coffeetocode

Scope

Source: Patrick Thomas (twitter @coffeetocode)



Software Security Development Lifecycle

Establish Security Establish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis Response Plan

Core Security Create Quality Analyze Attack Deprecate Unsafe Fuzz Final Security
Training Gates f Bug Bars Surface Functions Testing Review

Security & Privacy Threat Static Attack Surface Release
Risk Assessment Modeling Analysis Review Archive

https.//www.microsoft.com/en-us/sdl



Know Your Enemies #2;
Attacks with Malware




Steps for Conducting Crime with Malware

e Reconnaissance (Foot Printing)

o Assembly (Criminal creates,
customizes, or otherwise obtains
malware to satisfy attack
requirements)

e Delivery (Malware propagation occurs)

« Compromise (Malware infection
occurs)

e Command (Malware capabilities are
unleashed)

e Execution (Malware delivers data to
malware operator or otherwise
accomplishes attack objective)






Stop Conducting Crime with Malware

e StopReconnaissance{foot
Printing): Unable

. . ’
>top- ‘S.Se”,'b” (El'“'““.al ! el ates

matwatreto-satishyattacl

reetirerments): Unable

o Stop Delivery

Z
N\

e Stop Compromising
e Stop Command
e Stop Execution



Stop Delivery

o Always patch or e Security awareness
eliminate vulnerable training
softwares used to open
top hit vulnerable "
documents oo Behavir
ke i Ermal o Webaites)
A B

. " e Other security controls
i 5 L - Mail gateway

' — IPS/IDS

Other

9 11
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Stop Compromising/Command/Execution

e Workstation patches

e Workstation protections
— End point protection
— Advance malware protection

e Internet outgoing command detection and response
— Need threat intelligence
— What about encrypted channels?



Conclusion

e« Know your weaknesses and reduce them
e Know your enemies and stop or delay them

e Application is the servers’ last line of defense,
secure software development is necessary

e Stop attacking with malware since delivery stage



Demo: How the Attacker Attacks with Malware
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