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1. Artificial Intelligence and Advanced Machine Learning

AIAaMachmeLearmng +¢EUARAAT UO- eavy

y [Deep learning, neural networld ablaturatlanguage
processing

@ CSmArt Machiné 6 A éntelaggn IC Al A Mchme
Learnlnga a - Agma Mashth@ AA 16 -
OEé06aocax@BOCERY A0 3

C\ >(

Q
c
1




2. Intelligent Apps
Intelllgent AppsS
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3. Intelligent Things

Intelligent Things
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4. Virtual Reality and Augmented Reality




4. Virtual Reality and Augmented Reality




5. Digital Twins
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6. Blockchainsaand Distributed Ledgers

Blockchains
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6. Blockchainsand Distributed Ledgers

Blockchains
How a blockchain works

o (2 3

A wants to send The transaction is The block is broadcast to
money to B represented online every party in the netwaork

as a 'block’

Those in the network The block then can be added  The money moves
approve the to the chain, which provides fromAtoB
transaction is valid an indelible and transparent

record of fransactions

E




/. Conversational Systems

Conversational Systems o
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8. Mesh App and Service Architecture

Mesh App and Service Architecture o
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9. Digital Technology Platforms

Digital Technology Platforms
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Figure 1. The Digital Business Technology Platform
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10. Adaptive Security Architecture

Adaptive Security Architecture
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Develop an Adaptive Security Architecture

Policy

Adjust Implement
Posture , Posture

Predict Prevent
Risk-prioritized

exposure assessment Harden systems

Anticipate threats/attacks Isolate systems
Continuous
Baseline systems and Visibility and

security posture Verification Prevent attacks
Adjust Monitor
............................................................ ‘P'déiﬁ'r'é'"" Users '""P'ds',{ﬁ'r'é""' ..
Remediate e Detect incidents
System Activity
: : Payload
Design/Model policy change Network Confirm and prioritize risk
Investigate SIS
incidents/retrospective analysis Contain incidents
Respond : Detect
Compliance

Gartner.
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The Internet
of Things




1. What Is Internet of Things

U6 a litardet oEThing®d 0 ¢ v Y & AIREE-ZMEJPOAR 6 &
(IEEE_loT Towards Definition_Internet_of Things_Re
onl 2/MAY15.pdf)

AAnloTis a network that connects uniquely identifiable
0Things to the Internet. Th&Thingg have
sensing/actuation and potential programmability
capabilities. Through the exploitation of unique
identification and sensing information about tb&hing
can be collected and the state of tH&ningran be
changed from anywhere, anytime, by anything.



What is Internet of Things

Internet of Things features
I Interconnection of Things
I Connection of Things to the Internet
I Uniquely ldentifiable Things
I Ubiquity
I Sensing/Actuation capability
I Embedded intelligence
| Interoperable Communication Capability
I Self configurability
I Programmability
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Smart

Lighting
Smart
Gl'ld Pedestrian
Navigation
Remote Appliance ; Smart
Avoidance Cars * Miniaturization and advances
g in packaging technologies
Smart M2M * Advances in flash
Homes ¢ New class of powerful, but
; low-cost and low-power MCUs
Aug;r?a(t;ion P, Smart * Cloud-based services
Safety Tags
Smart
Parking Air Quality Supply Chain Applications
Control Automation
Software
Connectivity Technology
Accelerometer MCU NFC GPS
Mognetometer MPU 6LoPAN BT/BTLE

Gyroscope Hybrid MCU/MPU Sub-Gig  Wi-Fi®
Pressure Network Processor ZigBee® RFID
Altimeter Cellular

Temperature etc.

TheloT: Different Services, Technologies, Meanings for Everythe

Source: http://www.mouser.com/applications/iateality/?cm mmc=PressReleaB&® -Mouser -l0T Site Update-201507-01
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loT Layer Architecture
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loT Layer Architecture

A The device layelie devices (sensors, actuators, RFID devices) and
gateways used to collect the sensor readings for further processing

A The network layemprovides the necessary transport and networking
capabilities for routing théoT data to processing places.

A The support layeis a middleware layer that serves to hide the
complexity of the lower layers to the application layer and provide
specific and generic services such as storage in different forms
(database management systems and/or cloud computing systems)
and many other services such as translation.

A The application layecontainsloTapplications.



The Internet of Things Protocol stackrom sensors to
businessvalue

Remote Control
Device Registration Visualization engines
vice Registra
Device Provisioning Data Analysis
Firmware Mgt. d
Learning

Asset Mgt.
Data Mining

- Business Apps
- Business Model
- Data Storage / Retrieval

7 Data Aggregation
/ Processing

BLE
RFid .
Buetooth > 7 Session
Wifi 802.11 a/b/g/n / Communication
Zighee CDMA / T rt
aownet 802.15.4e ranspo

Protocol lanscape for loT
from device to business processes
Antony Passemard - Connectivity
v2-Feb4, 2014



The Internet of Things Protocol stackkom
sensors to businessalue

A Connectivity layerwhat kind of physical connectors you

can find.RS232 R$A85 ModBus USB (as a connector type,
not the communication protocol), SPI, GOk Cars)

A Link Protocol:How do those device actually send the data.

Ethernet802.3 Wifi 802.11a/b/g/n, BlueTooth BLE, Dash
ZigBeeRFid GSMBLOWPANG02.14.%.

A Transport:IPv, IP\ and also adde6LoWPANand RPL
despite the fact that they are both based on6pv



The Internet of Things Protocol stackkom
sensors to businessalue

A Session / Communicatiorthis section is an interesting
bunch with a lot of new protocols that have been build for
super high volumes and large networks of thingse most
famous right now is MQT Blso findCoARKkind of a REST
Based protocol but much more efficient than its HTTP
counterpart),DDS XMPPand AMQPthat are all well suited
for loTand will map different use cases.

A Data Aggregation / Processinghis is where it gets
really interesting. When device send data, lots of data, you
need an end point to do something with it. Be it processing it
In real time (withStorm), but at minimum getting the data
and sending it somewhere else at very large scale, which

Kafkals a great example of. Other solution exists like
RapidMQ Scribe, Plumd,uxun



The Internet of Things Protocol stackkom
sensors to businessalue

A Data Storage / Retrievalrhe realm of Big Data backend
andNoSQIsolutions.Hadoop HBaseMongoDBand
Cassandrdominate the field.

A Business Model:This layer is trying to capture the fact

that business value and business processes always rely on a
underlying business modeDpen or Closed, Integrated or

platform, direct sales or indirect, cloud based ormemMise
(or private cloud), ordlemand pricing, etc.



loT Product




loT Product

Smart candle



loT Product

Smart Things



loT Product
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loT Product

Smart garden



loT Product




loT SmartX Appl

Libelium Smart World

Smartphones Detection

Detect Phone and Ardecid devees and
general oty device whach works with Wi o
Bluetooth interioces,

Electromagnetic Levels

Meossurement ¢f the energy radiated
by cell statons and WiFi routers.

Air Pollution
Control of ©O, emasons of factones, pollution
ermeaited by Cors Ond Wk GUECS GRNRIYied
farems,

Perimeter Access Control

Traffic Congestion
Meetonng of vehicles 300 posestnan
a'fluence Lo opt m2e dradng and waliong
roges

Access corlrad 1o restrcted aress ond detection
o ool in HCn- Ao ed Drods.

Forest Fire Detection

Meorstonng of combushon gases and presmptve
fire condiices 10 Sefee alort 2ones.

Dstn
0 HULI08” POVRY BANONY, SUPTCUAS AGE 10
Generate leakage alerts,

Wine Quality Enhancing
Montonng sol mosture and trunk dumeter
in vineyards to control the amount of sugsrin
Grapes ard grapeane bealth

Offspring Care

Control of growng cond the cispring in
amenal (prms 10 ensure N6 suevival 0d Pealh

Sportsmen Care

Vitel signs monitonng in high performance
centers and helds,

Structural Health

Mentonng of wiratons and matenal cond teas
0 buldings, ndges and histencal monuments.

Waste Management

Detecton of rubbish levels i contaners
10 optenire the trash cellecton re tes

Smart Parking
Mee ¢f pariong spaces avalab ity
i ihe oy,

Water Quality Golf Courses

Study ¢f water suatabd ty v rvers and the Selectve wrgaton n dfy ones o
sea for fauna and elgiddty for dnniytie redoce the Water resouTCes reguned n
vie the q.’tf'l

Quality of Shipment Conditions

Mentonng of MEeahens, sirckes, CONTIINGT SHENAGE
or cold chain mantenance for insurance purpoes

cation

Smart Roads

Warneng  messages  and  dnersond
acordng o clmate conditions and
unepected ovents Lie acodents o
Lratic jores.

Smart Lighting

Ineflgent and weather odoptae Lghting
A street Lghts.

Intelligent Shopping

Getting odvces n the pont of sale
Meordag 1o Customer habies, preferences,
presence of Jlerge components for them
or expang dates

Noise Urban Maps

Sound monitonng in bar arees and

Water Leakages

Cetection of laud presence
A0d presiure vanatons liag o

Vehicle Auto-diagnosis
Intermabion celiectssn freen CanBus to
send resl e alarms [0 emergenties
of provde ddvice 10 drirs

Item Location

Search of indradual Remms in big surloces
Fxe warehouses o harbours

libelim

www.libelium.com



loT Use case : Smart City

-Smart Parking

-Structural health

-Noise Urban Maps
-Smartphone Detection
-Electromagnetic Field Lev:
-Traffic Congestion

-Smart Lighting

-Waste Management

-Smart Roads
-Smart Meters




loT Use case : Smart Environment

- Forest Fire Detection
- Air Pollution
- Snow Level Monitoring

- Landslide Prevention
- Earthquake Early Detectic




loT Use case : Smart water

Supportmg ’I
New England Communltles

A L
to Become; Ruxe(-Smj;; . - Potable water monitoring

'.'~~‘~.sv g

Policies and Programs l]gat Can Help = < - Chem|Ca| Ieakage deteCtI(
New England Towns Thrive DespiteiRiver Floods &8 = ’:. - IN rivers
| e - Pollution levels in the sea

- Water Leakages
- River Floods




loT Use case : Smart Health

o (@ »))

-Fall Detection
-Medical Fridges
-Vital signs monitoring

-Patients Surveillance
-Ultraviolet Radiation

loT & Data AnalyticC PatternC Alert



loT Use case : Smart Health

ECG &
Tilt sensor

Sp02 &
Motion sensor

Motion
Sensors

ZigBee

" Personal "~
\' Server

Internet

Caregiver

]
&

Medical Serve
Network coordinator & ! rver

temperature/
humidity sensor

Physician



loT Use case : Smart Health

Airflow Sensor
(Breathing)

Patient Position Sensor g
(Accelerometer)

Electrocardiogram

O Sensor (ECG)
: ”a
Pulse and Oxylgen in e-Health Sensor Shield for
Blood Sensor (SPO2) Arduino and Rasberry Pi
¥
| e " Galvanic Skin Response

Body Temperature Sensor Sensor (GSR - Sweating)



loT Use case : Smart Farming

@9 .~2008 |

Machinery &
GPS Tracking

The Plough

T Confused Farmer r o i

. 1980s |
@W_ 19 THCENTURY |

PRESENT / / F
6

~ \\
| (Overwhelmed by data) @I £
Lol

7T\

e e e g0l

Connected Ag .
Weather Stations |-

Doppler Weath
Forecast

L

INCREMENTAL BENEFIT OVER
PREVIOUS GENERATION

UTURE

: o,:lno.d ro I

DATA
INSIGHT

T =
j[ 1)1 UAV with

e Sensor Payload
=
(‘3{4’) Plant Sensors (( ;g)}
S (e.g. sap flow)

S

NEW GROWTH POTENTIAL FOR FARMERS



loT Use case : Smart Factory

ams
Digital Workflow
Asset Management

- Digital DMS
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Internet of Things Protocol
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MQTT Protocol

- Invented by Andy Stanford Clark (IBM) and Arlen Nigperatech) in 1999
- Originally envisioned for use over Satellite link from an oil pipe line

Use case:

® 30.000 devices

® 17.000 km pipeline
® Remote monitoring
e Remote control

® Uses satellite links

® Bandwidth is very expensive




MQTT Protocol

Monitoring

- temp, pressure... — Central
Systems
Control ystems

- valves. ..

Billing ®
E‘tﬂaiﬁte*rmc®

SCADA $

Proprietary polling protocol

4000 devices integrated, need to add 8000 more BUT:
» Satellite network saturated due to polling of device
*VALMET system CPU at 100%
* Other applications needed access to data ("SCADA prison")



MQTT Protocol

(@) Central
s Systems
Billing B
ERR

oE

20 Field Maintenance

| transfomation |
Devices to 1

Concentrator pub sub

Message Broker SCADA

MQTT Enterprise Messaging

g s wh ofE p|pell ne!

Network traffic much lower - events pushed to/from devices and report by exception
Network cost reduced

Lower CPU utilization
Broken out of the SCADA prison — data accessible to other applications



MQTT Protocol

MQTT a lightweight protocol for loT messaging

- open 40+ client implementations
- lightweight  minimal overhead efficient format

open spec, standard

tiny clients (kb)

- reliable QoS for reliability on unreliable networks

: simple 43-page spec connect + publish + subscribe
Invented Published Eclipse M2M Standard
EUROTECH =37 » MQTT aho OASIS| |

Late 1990s Aug 2010 Nov 2011 Sep 2014




The publish/subscribe pattern

Bidirectional ,AsyncoPuste Communication

MQTT ¢ laptop
Broker

P Ublisp,. .
temperature D
sensor

subscribe to o publish to mobile device

topic: “temperature” topic: “temperature”

A )
"‘ publish: “21°C" |



MQTT

MQTT Protocol

bi-directional, async “push” communication

CONNECT to MQTT broker

SUBSCRIBE to thing3/data TCP/IP
>
— . recv

Web Socket

>
— I recv MQTT
Broker

pub ._.
s

CONNECT to MQTT broker
PUBLISH to thing3/data



MQTT Protocol

M QTT simple to implement

client = new Messaging.Client(hostname, port, clientld)
client.onMessageArrived = messageArrived;
client.onConnectionlost = connectionLost;

Connect client.connect({ onSuccess: connectionSuccess });
- function connectionSuccess() {

Subscribe client.subscribe(“planets/earth”);
var msg = new Messaging.Message("Hello world!™);

Publish msg.destinationName = "planets/earth"”;
client.publish(msg);

: }
Unsubscribe

function messageArrived(msg) {

Di nn console. log(msg.payloadString);
sconnect client.unsubscribe("planets/earth”);
client.disconnect();

Edipse Pabo JawaScnpt MOTT clent



Subscribe

M QTT allows wildcard subscriptions

scores/football/bigl2/Texas
scores/football/bigl2/TexasTech
scores/football/bigl2/0Oklahoma

scores/football/bigl2/IowaState

scores/footba.l/blgl2/TCU T MQTI' scores/football/bigl2/+
scores/football/bigl2/0OkState

scores/football/bigl2/Kansas //’ Broker
scores/football/SEC/TexasA&M :
scores/football/SEC/LSU
scores/football/SEC/Alabama

/big12/TeXaS

sores/onthan g2 192

Texas Fan

Scores/#

single level wildcard: + multi-level wildcard: #



QoS

M QTT Quality of Service for reliable messaging

QoS 0

at most once

- doesn't survive failures
- never duplicated

PUBREC

QoS 2

exactly once

PUBREL

QoS 1

PUBCOMP - survives connection loss
- never duplicated

at least once hat PUBACK

- survives connection loss
- ¢an be duplicated




Retain messages

M QTT retained messages for last value caching

CONNECT 1D=thing1l >
PUBLISH thingil/battery {“value”:95} RETAIN —bp
PUBLISH thingl/battery {“value”:94} RETAIN =——b
PUBLISH thingil/battery {“value”:93} RETAIN —b

DISCONNECT d VIQTT

Broker

CONNECT 1D=thing2 »
SUBSCRIBE thingl/battery >

<4— RETAIN thingl/battery {“value”:93} PUBLISH




What Is Raspberry Pi

A The Raspberry Pi is a low castdit-card sized
computerthat plugs into a computer monitor or TV, and uses
a standard keyboard and mouse. It is a capable little device
that enables people of all ages to explore computing, and to
learn how to program in languages like Scratch and Python.




Raspberry P3 Model B

The Raspberry Biis the third generation Raspberry Pi. It replaced the
Raspberry P2 Model Bin February2016 Compared to thé&kaspberry P2 it

has:
A 1.2GHz64-bit quad-core ARM8 CPU
802.1In Wireless LAN
Bluetooth 4 1 RaS bgr?'BP|3 Dimensions |ement P
. ode 85.6mm x 56mm x 21mm P:rts
Bluetooth Low Energy (BLE) Exte:?.::}"em . /
Like the PP, it also has: il AN
1GB RAM Rhaiset &1 NENEEREE T,
4 USB ports gicaoglnt/ ‘:\ Q # CSl Camera Port
4OGPIO p|nS Full Size HDMI
Full HDMI port

andle up to 2.5 Amps

Ethernet port

Combined3.5mm audio jack and composite video
Camera interface (CSI)

Display interface (DSI)

Micro SD card slot (now pugdull rather than puskpush)
VideoCordV 3D graphics core



What i1s Arduino ?

The word “Arduino” can mean 3 things

A physical piece A programming A community
of hardware environment & philosophy

Arduino - 0010 Alpha

 DEEEE

Buina pligrasrd

Arduino playground o

Propects Bull wih Aigurs
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Ethernet Shield

TheArduinoEthernet Shield allows alrduinoboard to connect
to the internet. It is based on th@/iznet W5100ethernetchip.
TheWiznetW5100provides a network (IP) stack capable of both
TCP and UDm supports up to four simultaneous socket

connections. Use the Ethernet library to write sketches which
connect to the internet using the shield.




What isNodeMCU

A Anopensource firmwareand development kit that helps you to
prototype your |IOT product within a felauascript lines.

Features

A Opensource, Interactive, Programmable, Low cost, Simple, Smart,
WI-FI enabled

NodeMCUSpecification

A based ora AVORIZGEESHR66C 1

A aGPIOPWM, PC,1-WireAaaBCa é ai au-0U0UUT a° Oy C

A AUSBTTLA 6 A UOCRA02A A E Slabd é 0O

A ARCB antenné C 6 i aanoUe—lEéc‘)TT

A AsieroUSBE CO1 A0 UE-6a §Fap @06 GAE A &N

,&aOA\(L\\e;t)oUloUeﬂnaJCJ@AﬁeD@\~ DU EEAAUA &
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Lowpower, Longange WAN for loT

Overview Wireless Technologies for loT
PAN

Short Range

Communicating Devices

Cellular

Long Range w/ Power
Traditional M2M

Low-Power WAN

Long Range w/ Battery

Internet of Objects

@ 40 @

Well established standards

Good for:

* Mobile

* In-home

* Short range
Not good for:

» Battery life

* long range

Well established standards
Good for:

* Long range

* High data-rate

« Coverage

Not good for:

» Battery life

LoRa
BESIGEOX 5

O e wvor AN

Emerging PHY standards
Good for:

* long range

* Long battery

* Low cost

Not good for:
* High data-rate
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Transmission rate Energy

WLAN
(802.11) UMTS, HDPA, LTE, LTE-A

100 kbps

1 kbps Zigbee
(802.15.4)
Bluetooh

(802.15.1)

10 bps

10m 100 m 1 Km 10 Km
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100 kbps

1 kbps

10 bps

Transmission rate

Energy

WLAN
(802.11)

Zighee
(802.15.4)
Bluetooh
(802.15.1)

UMTS, HDPA, LTE, LTE-A

=
=_

i) 4LoRa |

10m

100 m 1 Km 10 Km
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Typical examples

* Waste Management

* Leak Detection

e Alarm & Security (backup
communication)

* Monitoring (infrastructure,
agriculture, assets)

* Healthcare




Typical Scenario : LPWAN

/-._- Gateways ﬁ End points

Fasd \ TN
Gateway —rural environment V4 \ Smart meter
«00) >
LY ( |
() " Smart car
I Gateway —urban environment
) ﬁ Smart home
-~ N
(Y * Smart clothing
W)
\ Smart bike (e.g. track@

Figure from Siradel
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LPWA Vertical Use Cases

@ * il

Water and Gas

metering Street lighting Smart building
dills ol ln il r E
- LR -"-HL
f ! 1 I s
Leak detection & Water level & flood
Tracking irrigation management

= T m

Smart energy & fast
Smoke detectors demand re sponse Waste management

i
EISCS T I0'E Cpoz el Bl wwe A righis reservec.  Toes Conficentsl

Lo

Smart parking

%

Fault management

¥

Traffic management

Ly = Farlear  raimin



Introduction toLoRaWAN
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