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1. Artificial Intelligence and Advanced Machine Learning

Al uaz Machine Learning asisznaufoamaiulagiazinaiiaf1saiwauunn
qiw Deep learning, neural networks waz Natural-language
processing
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2. Intelligent Apps

Intelligent Apps |
nsszensld Al uaz Machine Learning wwaaine Application T

i virtual personal assistants (VPASs)
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3. Intelligent Things

Intelligent Things
giinsniuarAsrassineaziinisszgnsdld Al uaz Machine Learning
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Things azifuuwuy Collaboration ag mu@ﬂmmmmummummu




4. Virtual Reality and Augmented Reality

Virtual reality
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4. Virtual Reality and Augmented Reality

Augmented Reality
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5. Digital Twins

Digital Twin aa replication aas@udn naglugtldayaaian (Virtual
Asset) Tnadiayaan Sensor nanatiunaniuinddiayanaunn ivaliig]
@enaneyAusng] Winlaanuzaesnaningd auisnneuauesianisilasuLlas

N19U5U1929N719M19 U UAZWNANIANIBINARSTWH

| Iqugrmitwq am

Physical Space Virtual Space

HUMAN HUMAN DIGITAL TWIN




6. Blockchains and Distributed Ledgers

Blockchains
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6. Blockchains and Distributed Ledgers

Blockchains

How a blockchain works

o (2

A wants to send
money to B

The transaction is
represented online
as a 'block’

©

The block is broadcast to
every party in the netwaork

Those in the network
approve the
transaction is valid

rl
b

o
The block then can be added
to the chain, which provides

an indelible and transparent

record of transactions

The money moves
fromAtoB




7. Conversational Systems

Conversational Systems
sruuRnsanuy Muuunisaunun (Conversational Ul) azvinlsiauuay

atnsaflinaniufoanisyaviianiadeufoanimniaril gy Stop! site
What time is it?
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HI. I'm Cortana.

Ask me a question!




8. Mesh App and Service Architecture

Mesh App and Service Architecture
Intelligent digital mesh azmliRanailaauudasannianssuuaziasasiianas 14l
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9. Digital Technology Platforms

Digital Technology Platforms

Aa NMsnvuAglLLLNTINeusaniulunnmazass Apps uaz Services Insag
Usenaudtaunannaiu 5 aaupa Information system platform, Customer

experience platform, Analytics and intelligence platform, loT
platform uaz Business ecosystem platform asfnssinaazanaunuiazimmun
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Figure 1. The Digital Business Technology Platform
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10. Adaptive Security Architecture

Adaptive Security Architecture

fuananalidefite <hacker industry” fainiswawnllegnannuasinns e ilens
Ueuuazmailafitieiu Taennzanudasnstfienafinannisliszuy 0T fafufudon
anudaandislanaduazfiasineumuiuin Application, Solution uay
Enterprise Architect Measneszunaulaenst

Develop an Adaptive Security Architecture

Policy

Adjust Implement

d Posture : Posture
Predict / Prevent
Risk-prioritized
exposure assessment Hat i sy
Anticipate threats/attacks Isolate systems
Bassl ; 4 Continuous
aseline systems an Visibility and
security posture Verification Prevent attacks
Adjust Monitor
............................................................ .p.détb-’_.e.u.-. SUsters -...-pndéh.].r.e...u. .. R
ystems SO
Remediate System Activity Detect incidents
: . Payload
Design/Model policy change Network Confirm and prioritize risk
Investigate S
incidents/retrospective analysis Contain incidents
Respond ; Detect
Compliance

Gartner



Conclusion
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The Internet
of Things




1. What is Internet of Things

Jenuaes Internet of Things funeunsluenansees IEEE dle 27 May 2015

(IEEE_loT_Towards_Definition_Internet_of Things_ Revisi
onl 27MAY15.pdf)

“An loT is a network that connects uniquely identifiable
“Things” to the Internet. The “Things” have
sensing/actuation and potential programmability
capabilities. Through the exploitation of unique
identification and sensing information about the “Thing”
can be collected and the state of the ‘“Thing’ can be
changed from anywhere, anytime, by anything.”



What is Internet of Things

Internet of Things features

— Interconnection of Things

— Connection of Things to the Internet

— Uniquely Identifiable Things

— Ubiquity

— Sensing/Actuation capability

— Embedded intelligence

— Interoperable Communication Capability
— Self configurability

— Programmability
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Smart
Grid

Smart
Lighting

Pedestrian
Navigation

Remote Appliance Smart

Avoidance
“Smart
Homes

BLDG
Automation

Smart
Parking

Cars

M2M

Smart

Auto

Safety Tags

Air Quality Supply Chain
Control Automation

Smart
Energy

Sensing’

Accelerometer
Mognetometer
Gyroscope
Pressure
Altimeter
Temperature etc.

Smart
Health

Connectivity
MCU NFC GPS

MPU 6LoPAN BT/BTLE
Hybrid MCU/MPU Sub-Gig  Wi-Fi®
Network Processor ZigBee® RFID
Cellular

¢ Miniaturization and advances
in packaging technologies

* Advances in flash

¢ New class of powerful, but
low-cost and low-power MCUs

» Cloud-based services

—  Applications

Software

Technology

The IloT: Different Services, Technologies, Meanings for Everyone [1]

Source: http://www.mouser.com/applications/iot-reality/?cm mmc=PressRelease-PR- -Mouser- -loT Site Update- -2015-07-01
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loT Layer Architecture

The device layer lie devices (sensors, actuators, RFID devices) and
gateways used to collect the sensor readings for further processing

The network layer provides the necessary transport and networking
capabilities for routing the loT data to processing places.

The support layer is a middleware layer that serves to hide the
complexity of the lower layers to the application layer and provide
specific and generic services such as storage in different forms
(database management systems and/or cloud computing systems)
and many other services such as translation.

The application layer contains loT applications.



The Internet of Things Protocol stack — from sensors to
business value

Rermote Contral
Device Registration Visualization engines
wice Registra
Device Provisioning
Firmware Mgt. Machine
Learning

Asset Mgt.
Data Mining

- Business Apps
- Business Model
- Data Storage / Retrieval

7 Data Aggregation
/ Processing

7 Session
/ Communication

Bluetooth

Dash7 GSM
Wifi 802.11 a/b/g/n
9/ Zigbee  CDMA

Ethernat
802.3

802.15.4e

cDB2 PLC
RS-232

RS-485
Modbus  yireless

USE SPI
RJ45

Protocol lanscape for loT

from device to business processes
Antony Passemard

v 2-Feb 4, 2014




The Internet of Things Protocol stack — from
sensors to business value

e Connectivity layer: What kind of physical connectors you

can find. RS-232, RS-485, ModBus, USB (as a connector type,
not the communication protocol), SPI, ODB2 (in Cars)

* Link Protocol: How do those device actually send the data.

Ethernet 802.3, Wifi 802.11a/b/g/n, BlueTooth, BLE, Dash 7,
ZigBee, RFid, GSM, 6LoWPAN, 802.14.5e.

* Transport: |Pv4, IPv6 and also added 6LoWPAN and RPL
despite the fact that they are both based on Ipv6.



The Internet of Things Protocol stack — from
sensors to business value

* Session / Communication: This section is an interesting
bunch with a lot of new protocols that have been build for
super high volumes and large networks of things. The most
famous right now is MQTT, also find CoAP (kind of a REST
Based protocol but much more efficient than its HTTP
counterpart), DDS, XMPP and AMQP that are all well suited
for loT and will map different use cases.

» Data Aggregation / Processing: This is where it gets
really interesting. When device send data, lots of data, you
need an end point to do something with it. Be it processing it
in real time (with Storm), but at minimum getting the data
and sending it somewhere else at very large scale, which

Kafka is a great example of. Other solution exists like
RapidMQ, Scribe, Plume, Luxun.



The Internet of Things Protocol stack — from
sensors to business value

» Data Storage / Retrieval: The realm of Big Data backend
and NoSQL solutions. Hadoop, HBase, MongoDB and
Cassandra dominate the field.

 Business Model: This layer is trying to capture the fact

that business value and business processes always rely on an
underlying business model. Open or Closed, Integrated or

platform, direct sales or indirect, cloud based or on-premise
(or private cloud), on-demand pricing, etc.
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Smart candle




loT Product

Smart Things
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loT Product

Smart garden
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loT Smart-X Application

Libelium Smart World

Smartphones Detection

Detect Phone and Ardecid devees and
general oty device whach works with Wi o
Bluetooth interioces,

Electromagnetic Levels

Meossurement ¢f the energy radiated
by cell statons and WiFi routers.

Air Pollution
Control of ©O, emasons of factones, pollution
ermeaited by Cors Ond Wk GUECS GRNRIYied
farems,

Perimeter Access Control

Traffic Congestion
Meetonng of vehicles 300 posestnan
a'fluence Lo opt m2e dradng and waliong
roges

Access corlrad 1o restrcted aress ond detection
o ool in HCn- Ao ed Drods.

Forest Fire Detection

Meorstonng of combushon gases and presmptve
fire condiices 10 Sefee alort 2ones.

Dstn
0 HULI08” POVRY BANONY, SUPTCUAS AGE 10
Generate leakage alerts,

Wine Quality Enhancing
Montonng sol mosture and trunk dumeter
in vineyards to control the amount of sugsrin
Grapes ard grapeane bealth

Offspring Care

Control of growng cond the cispring in
amenal (prms 10 ensure N6 suevival 0d Pealh

Sportsmen Care

Vitel signs monitonng in high performance
centers and helds,

Structural Health

Mentonng of wiratons and matenal cond teas
0 buldings, ndges and histencal monuments.

Waste Management

Detecton of rubbish levels i contaners
10 optenire the trash cellecton re tes

Smart Parking
Mee ¢f pariong spaces avalab ity
i ihe oy,

Water Quality Golf Courses

Study ¢f water suatabd ty v rvers and the Selectve wrgaton n dfy ones o
sea for fauna and elgiddty for dnniytie redoce the Water resouTCes reguned n
vie the q.’tf'l

Quality of Shipment Conditions

Mentonng of MEeahens, sirckes, CONTIINGT SHENAGE
or cold chain mantenance for insurance purpoes

Smart Roads

Warneng  messages  and  dnersond
acordng o clmate conditions and
unepected ovents Lie acodents o
Lratic jores.

Smart Lighting

Ineflgent and weather odoptae Lghting
A street Lghts.

Intelligent Shopping

Getting odvces n the pont of sale
Meordag 1o Customer habies, preferences,
presence of Jlerge components for them
or expang dates

Noise Urban Maps

Sound monitonng in bar arees and

Water Leakages

Cetection of laud presence
A0d presiure vanatons liag o

Vehicle Auto-diagnosis
Intermabion celiectssn freen CanBus to
send resl e alarms [0 emergenties
of provde ddvice 10 drirs

Item Location

Search of indradual Remms in big surloces
Fxe warehouses o harbours

libelim

www.libelium.com



loT Use case : Smart City

-Smart Parking

-Structural health

-Noise Urban Maps
-Smartphone Detection
-Electromagnetic Field Levels
-Traffic Congestion

-Smart Lighting

-Waste Management

-Smart Roads
-Smart Meters




loT Use case : Smart Environment

- Forest Fire Detection
- Air Pollution
- Snow Level Monitoring

- Landslide Prevention
- Earthquake Early Detection




loT Use case : Smart water

Supportmg /I
New England Communltles
to Becomg;@%e(-Smart

. A/& '

B

Policies and Program'skIhiatiCan Help

New England Town's Thriive DespiteiRiver Floods

- Potable water monitoring

- Chemical leakage detection
In rivers

- Pollution levels in the sea

- Water Leakages
- River Floods



loT Use case : Smart Health

o (@ »))

Cell Phone Ntwl’&

-Fall Detection
-Medical Fridges

-Vital signs monitoring
-Patients Surveillance
-Ultraviolet Radiation

loT & Data Analytic =» Pattern = Alert



loT Use case : Smart Health

ECG &
Tilt sensor

Sp02 &
Motion sensor

Motion
Sensors

ZigBee

" Personal "~
\' Server

Internet

Caregiver

]
&

Medical Serve
Network coordinator & ! rver

temperature/
humidity sensor

Physician



loT Use case : Smart Health

Airflow Sensor
(Breathing)

Patient Position Sensor g
(Accelerometer)

Electrocardiogram

O Sensor (ECG)
: ”a
Plulse and Oxylgen in e-Health Sensor Shield for
Blood Sensor (SPO2) Arduino and Rasberry Pi
¥
| e " Galvanic Skin Response

Body Temperature Sensor Sensor (GSR - Sweating)



loT Use case : Smart Farming

@9 .~2008 |

Machinery &
GPS Tracking

The Plough
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loT Use case : Smart Factory

ams
Digital Workflow
Asset Management

Digital DMs |
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Internet of Things Protocol
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MQTT Protocol

- Invented by Andy Stanford Clark (IBM) and Arlen Nipper (Eurotech) in 1999
- Originally envisioned for use over Satellite link from an oil pipe line

Use case:

® 30.000 devices

® 17.000 km pipeline
® Remote monitoring
e Remote control

® Uses satellite links

® Bandwidth is very expensive




MQTT Protocol

Monitoring

- temp, pressure... — Central
Systems
Control ystems

- valves. ..

Billing ®
E‘tﬂaiﬁte*rmc®

SCADA $

Proprietary polling protocol

4000 devices integrated, need to add 8000 more BUT:
» Satellite network saturated due to polling of device
*VALMET system CPU at 100%
* Other applications needed access to data ("SCADA prison")



MQTT Protocol

(@) Central
s Systems
Billing B
ERR

oE

20 Field Maintenance

| transfomation |
Devices to 1

Concentrator pub sub

Message Broker SCADA

MQTT Enterprise Messaging

g s wh ofE p|pell ne!

Network traffic much lower - events pushed to/from devices and report by exception
Network cost reduced

Lower CPU utilization
Broken out of the SCADA prison — data accessible to other applications



MQTT a lightweight protocol for loT messaging

- open

- lightweight minimal overhead efficient format
- reliable

- simple

Invented

EUROTECH ==

———

Late 1990s

MQTT Protocol

open spec, standard

QoS for reliability on unreliable networks

43-page spec

Published
Aug 2010

Eclipse M2M
aho

Nov 2011

connect + publish + subscribe

40+ client implementations

tiny clients (kb)

Standard
OASIS )

L -

Sep 2014

Sy




The publish/subscribe pattern

Bi-directional , Async “Push” Communication

1\ ad
WV “‘0\\5
= ‘ pubhsh 2°c MQTT laptop

g Broker
UbSCr/be
Pupy,
temperature x
sensor

subscribe to a publish to mobile device

topic: “temperature” topic: “temperature”



MQTT Protocol

M QTT bi-directional, async “push” communication

CONNECT to MQTT broker
SUBSCRIBE to thing3/data

Broker

CONNECT to MQTT broker
PUBLISH to thing3/data



MQTT Protocol

M QTT simple to implement

client = new Messaging.Client(hostname, port, clientld)
client.onMessageArrived = messageArrived;
client.onConnectionlost = connectionLost;

Connect client.connect({ onSuccess: connectionSuccess });
- function connectionSuccess() {

Subscribe client.subscribe(“planets/earth");
var msg = new Messaging.Message("Hello world!™);

Publish msg.destinationName = "planets/earth";
client.publish(msg);

: }
Unsubscribe

function messageArrived(msg) {

: console. log(msg.payloadString);
Disconnect client.unsubscribe("planets/earth");
client.disconnect();

Edipse Pabho JawaScnpt MOTT clent



Subscribe

M QTT allows wildcard subscriptions

scores/football/bigl2/Texas
scores/football/bigl2/TexasTech
scores/football/bigl2/0Oklahoma
scores/football/bigl2/IowaState
scores/football/bigl2/TCU
scores/football/bigl2/0OkState
scores/football/bigl2/Kansas
scores/football/SEC/TexasA&M
scores/football/SEC/LSU
scores/football/SEC/Alabama

/big12/Texas

Texas Fan

scores/football/bigl2/+

Big 12 Fan

Scores/#

single level wildcard: + multi-level wildcard: #



QoS

M QTT Quality of Service for reliable messaging

QoS 0

at most once

- doesn't survive failures
- never duplicated

PUBREC

QoS 2

exactly once

PUBREL

QoS 1

PUBCOMP - survives connection loss
- never duplicated

at least once hat PUBACK

- survives connection loss
- ¢an be duplicated




Retain messages

M QTT retained messages for last value caching

CONNECT 1D=thing1l >
PUBLISH thingil/battery {“value”:95} RETAIN —p
PUBLISH thingl/battery {“value”:94} RETAIN =——b
PUBLISH thingil/battery {“value”:93} RETAIN —b

DISCONNECT 4 MIQTT

Broker

CONNECT 1D=thing2 »
SUBSCRIBE thingl/battery >

<4— RETAIN thingl/battery {“value”:93} PUBLISH




What is Raspberry Pi

 The Raspberry Piis a low cost, credit-card sized
computer that plugs into a computer monitor or TV, and uses
a standard keyboard and mouse. It is a capable little device
that enables people of all ages to explore computing, and to
learn how to program in languages like Scratch and Python.




Raspberry Pi 3 Model B

The Raspberry Pi 3 is the third generation Raspberry Pi. It replaced the
Raspberry Pi 2 Model B in February 2016. Compared to the Raspberry Pi 2 it

has:
A 1.2GHz 64-bit quad-core ARMv8 CPU
802.11n Wireless LAN
Bluetooth 4.1 Raspberry i3, ommere o ElEMENLIY, 0y,
Bluetooth Low Energy (BLE) _arn ’\ > /
B | i,a‘i?si\‘t‘y W LN Port
Like the Pi 2, it also has: whk DN
1GB RAM I 5T ke
4 USB ports EL??E&/ CSl Camera Port
40 GPIO pins Full Size HDMI

Micro USB Power Input. Video Output
Upgraded switched
ower source that can

andle up to 2.5 Amps

Full HDMI port DS! Display Port
Ethernet port

Combined 3.5mm audio jack and composite video
Camera interface (CSI)

Display interface (DSI)

Micro SD card slot (now push-pull rather than push-push)
VideoCore IV 3D graphics core



What is Arduino ?

The word “Arduino” can mean 3 things

A physical piece A programming A community
of hardware environment & philosophy

Arduino - 0010 Alpha

 DEEEE

Buina pligrasrd

Arduino playground o

Propects Bull wih Aigurs
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Ethernet Shield

The Arduino Ethernet Shield allows an Arduino board to connect
to the internet. It is based on the Wiznet W5100 ethernet chip.
The Wiznet W5100 provides a network (IP) stack capable of both
TCP and UDP. It supports up to four simultaneous socket

connections. Use the Ethernet library to write sketches which
connect to the internet using the shield.




What is NodeMCU

* An open-source firmware and development kit that helps you to
prototype your IOT product within a few Lua script lines.

Features

 Open-source, Interactive, Programmable, Low cost, Simple, Smart,
WI-Fl enabled

NodeMCU Specificatiqn
* based on TupaWiFi #ma ESP8266

* {GPIO, PWM, I12C, 1-Wire uaz ADC suatjunuaiaimgn

e JUSB-TTL wnlusia 14 IC CP2102 aasiis Slabs

* 1 PCB antenna éwiusudedoynynnelians

e 1% micro-USB dwsusnelwideuazdmiunailuanifuung

e #21 AO fudunsusssuuuy analog ( ADC auna 10 Tim) inuasasiiiawsssusiaesofinuniu

100k / 220k (anusssudunnain OV — 3.3V asun lagludas OV - 1V)

*  fnsasmauanussnu 3.3V uuuaia



Low-power, Long-range WAN for loT

Overview Wireless Technologies for loT

PAN Cellular

Short Range Long Range w/ Power

Low-Power WAN

n Long Range w/ Battery
Communicating Devices Traditional M2M Internet of Objects

Z, o - {F) a0 37H 4G LoRa
ZigBee' uetoo

BESIGFOX

O srteor A D N

Well established standards Well established standards

Emerging PHY standards
Good for: Good for: Good for:
* Mobile * Long range * Long range
* In-home * High data-rate * Long battery
* Short range * Coverage * Low cost
Not good for: Not good for: Not good for:
» Battery life

= Battery life * High data-rate
* long range



Low-power, Long-range WAN for loT

Transmission rate Energy

WLAN
(802.11) UMTS, HDPA, LTE, LTE-A

100 kbps

1 kbps Zigbee
(802.15.4)
Bluetooh

(802.15.1)

10 bps

10m 100 m 1 Km 10 Km



Low-power, Long-range WAN for loT

100 kbps

1 kbps

10 bps

Transmission rate

Energy

WLAN
(802.11)

Zighee
(802.15.4)
Bluetooh
(802.15.1)

UMTS, HDPA, LTE, LTE-A

=
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Low-power, Long-range WAN for loT

Typical examples

* Waste Management

* Leak Detection

e Alarm & Security (backup
communication)

* Monitoring (infrastructure,
agriculture, assets)

* Healthcare




Typical Scenario : LPWAN

/.—- Gateways ﬁ End points

- TN
Gateway —rural environment V4 \ Smart meter
00)
Py
((c000») i ﬁ Smart car
“U" Gateway —urban environment V4
. ﬁ Smart home
e
(@D * Smart clothing
\ Smart bike (e.g. track@

Figure from Siradel



LPWA Vertical Use Cases

&

Water and Gas
metering

im B i

Smoke detectors

EISED

usecase aa¢ loT

r_,‘qh

Street lighting

r
8rIE
Leak detection &
irrigation

Smart energy & fast
demand re sponse

SIS Copos wredier Enail mmx AN nghis reneroes

il

Smart building

=
-hlu‘
-atnilian
winlinn
Water level & flood
manageme nt

-

il

Waste management

Dz Conficdentsl

Lo

Smart parking

%

Fault management

¥

Traffic management

Ly = Farlear  raimin



Introduction to LoRaWAN

imnalAiunRAIRSoVIe loT AsaunqUIUS:INAIDUSTY
isnvavlan noeinAlulag LoRaWAN

By mimee = 12 July, 2016 in| News | [ IOT

uannuAuanitnma laiduuiis Turininemsusd nduEasnasiasaas
Suwadiimniaaaaaatiay 20 Tisun dsussanas 3G SK Telecom s
13115 3G AEINAT5IYH COMA-based 1xEV-DO TiausnuasTan wayeiua18an1s
weeHnaAnEY Mobile WIMAX Tvilusnassiu 4G wi 2 inasgiudenan lilasu
aTudisuaimfTanlussasnatsananiy wadaindulsanaiianuwaianiy

asnagefumsanauu Tanssuluig adesailasfladaiaunass v
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Long Range Internet of Things (LoRa™)

Billions

Highly scalable,
connecting billions of
sensors to millions of

10 Years

Sensor nodes can be very energy
efficient with a lifetime of up to 10
years on a single battery.

010101

nodes.
10+ miles AES128
Sensor nodes can | Makes tampering and

communicate over long
distances at data rates
from 300 bit/sec up to
50 kbit/sec.

eavesdropping virtually

% impossible.
4)

LoRa combined with IBM’s Long Range Signaling and Control software and the IBM Internet of Things (loT)
Foundation cloud-hosted service enable operators to connect and manage millions of sensor nodes in
large-scale loT and Machine to Machine deployments.

-
~

IBM is a member of the LoRa Alliance
www.lora-alliance.org

II'
]
il
]|
/
.

LoRa Alliance

LoRa is a registerad mark of Semtech Corporation
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Smart Lighting Systems
Wireless DALI : Security and Intruder Alarms,

- . Access Control Systems
Natural Lighting

Control
Energy Management:
Thermostats, Smart Meters
Signal Conditioning in
Airflow, COz and CO
Sensors

Indoor



) SELTE 8 by
ZINTERNET:*
¥ & 9% OF @ ¢+ W

B LORA MODULES FROM

Libelium LoRa is based on
Semtech SX1272 LoRa
22 863-870 MHz for Europe

inAir9 based on

based on Semtech SX1276

SX1278 LoRa 433MHz Froggy Factory LoRa

module (Arduino)

IMST IM880A-L is based on
Semtech SX1272 LoRa '

863-870 MHz for Europe

Embit LoRa -
LoRa™ Lo Sub-GHz Module
W "Bart s RN2483)

Adeunis ARF8030AA- Lo868 Microship RN2483
-

LinkLabs

HopeRF HopeRF HM- Symphony module
RFM TRLR-D

habSupplies
AMIHO AM093

N

ARM-NanoN8 LoRa ~ SODAQLoRaBee )| sRaBee

‘.l

Multi-Tech

MultiConnect mDot module from ATIM Embit RN2483

30




]M

_—

LoRa Alliance

—
e

HopeRF/ldeetron motes
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Mlcrochlp LoRa NetBlocks
mote XRange
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. LORA GATEWAYS
(NON EXHAUSTIVE LIST)

Multi-Tech Conduit

[LHLS
Embedded Planet | . B v
EP-M2M-LORA | | Wew wegre
‘ 2 LinkLabs Symphony
PicoWAN from Ideetron Lorank 8
Archos :
Or build your own one:
TheThingNetwork PG EE il oo

Kerlink loT Station 35
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UK HAB (High Altitude Ballooning) trials gave 2 way LoRa™ coverage at up to
240 km. Lowering the data rate from 1000bps to 100bps should allow coverage
all the way to the radio horizon, which is perhaps 600 km at the typical
6000-8000m soaring altitude of these balloons. Balloon tracking can be made
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DESIGN AND ADAPTATION

4 Build low-cost, low-power, Long-range enabled
generic platform

d Methodology for low-cost platform design

O Technology transfers to user communities,
economic actors, stakeholders,...

ARDUINO MULTIPROTOCOL m
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LoRaWAN Tluilszindlng

WovaonpuWaLNlLKga ‘@unsnBéauysnituu thinalufagwauuniion

rauunuAMuIThinge asuuaNusmEiaTasin1s KHON KAEN SMART CITY : Internet of Thing 1inta3azna LoRaWAN inttilussuiausn aanthanuiluuiasaunsnid 1sas o

1asvnisusn dsznauaa Smart Parking, Smart Pollution Metering uaz Smart Disaster Warning



LoRaWAN Tluilszindlng

CAT "MOU 3 «1g 0adingoins LoRaWAN Agousnlulng soosu smart
city vouunu”
® 25 Apr 2017 @ 2,520 Views ® 0 Comments @ 79 Shares

£ OFFICIAL NEWS / Internet of Things

A Y smart city J iot | torawan I wauriu [ thaitand iot consortium |

Thailand 10T Consortium 323a31u MOU AumdinauasuauLal Lag v uauuauiaiubiag 1sananau smart
city anuumuianndaninuauunu mewadainadaassvaylnasaaios LoRaWAN wavlassnisisasmalulad
loT
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LoRaWAN Tluilszindlng
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AlS Tyaind Smart Parking ua: Smart Tracking uu
NB IoT

by finunr
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Security 224 loT




Security aas loT

TAKE CONTROL

ATTACK

STEAL INFORMATION

DISRUPT SERVICES

Controls for smart door locks and

lighting systems can be vulnerable.

1 .
=

Door locks
have been
unlocked
remotely.

Malware-
infested
refrigerators
have sent
spam.

1
Infotainment
systems offer
multiple ways
into a car’s
electronics.

Personal-fitness
devices can tell
a hacker where

you are.
Pacemakers
can be
attacked
remotely.
High-capacity

insulin pumps
are vulnerable,

Hacked vehicle-
control systems
can allow remote
control of brakes.



Security aas loT

Security attacks

Rogue App Hack to . Malwarg Hack to
installed in .
requests home accase wireless
service network : LAN
point

Malware
installed in
loT device

Rogue
device
requests
service g
-
-
Networked
thermostat

Ethernet

ISP gateway Wireless access point



Security a3 loT

4. REMOTE DEVICE MONITORNG :
PubNub Presence

2. ENCRYPTION : End-t-end
TLS/KES mw | : ﬁ

Moblle devices
‘ Publishers
L OPEN PORTS Bidirectina dexice comm b
Outbound povts to the network ’ ubstribers

Mrduino Uno
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loT waz Blockchain

Three key benefits of using blockchain for loT

2y 04 5

Build trust Reduce costs Accelerate
transactions

e Build trust between e Reduce costs by
parties and devices removing overhead * Reduce settlement

associated with time from days to
collusion and middlemen and near instantaneous
tampering intermediaries

e Reduce risk of



loT waz Blockchain

N3N Aundng W e9nn saaus auiu Smart Lock

r

. Smart Contract .
D I--H q | D
Ethereumn

Owner




loT waz Blockchain

your property How to rent/sell/share it?

' [y emme - f
ﬁ :‘\F’

@v&zﬂ' &

used only -5% of the time

sets
. pays deposit X deposit and price .

open/close

returns
deposit - costs

<

receive paym En’tE
W




loT waz Blockchain

> o

Individual
purchasesa
gun and
registersona
blockchain

Gun is fired and sends
sighal to police with
location

AL

F'l}

Police contact owner to
ensure no problem exists

Miners
validate




loT waz Blockchain

A
PAYMENT N P N
SERVER D4

SPUR’




loT waz Blockchain

NITANLANDIUUNNAUAY N1FMIIAADL

ooooooooooooooooooooo Grocery Store Ve Dot
(M

loT-enabled
package




loT waz Blockchain

nstlseriu nnshuiEe nismuEauandunie neineaniwg container




BIG DATA
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. What Makes it Big Data?

QSDCIAL

\n'-lirr,

5‘5‘ “-';_ 101100101001
= @\ 001001101010
:'-E', SMART 101011100101
METER J 1815 010100100101
VOLUME VELOCITY VARIETY VALUE
ORACLE

Goal of Big data : Find useful pattern or models in data



loT uaz Big Data

Control Make autonomous decisions

Learning Predict behavior

Analytics Create knowledge

Collect information

Sensing Provide data



saagne 10T waz Big Data luiEas Health

©

r~—
1.

ot

o @ MNeNe N

ol T
16,000 4 9miillion w18%

i

hospitals worldwide patients worldwide will annual compound
collect data on patients use remote monitoring growth rate is anticipated
0 devices by 2016 between 2010 and 2016

5 ® 4 o for patients that will use

s . remote monitoring

ol § devices’
e -
8 OO/ O . n . Patient monitoring

of health data is LS a equipment pumps
unstructured and £, & F out an average of
stored in hundreds of O 1 OOO
forms such aslabs A m p

results, images, and e, . P readings per second or
medical transcripts PR 86,400 readings in a day

---------------------------------------------------------------------------------------------------------------------------------------

The ability to analyze big data in motion in real-time as it streams in can help predict the
onset of iliness and respond instantly from new insight that will help transform healthcare.




Thank you for
your attention.




