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N151997U CentOS 7 1U9981U

- Installation

- Sync system time with NTP server
- Install additional packages

- Update/Upgrade

- Local Firewall by iptables

- SSH basic Hardening

- Send system log to Syslog server
- NTP service

- MariaDB

- MySQL

- Web server (HTTPD)

- FTP server (VSFTPD) @l
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Www.centos.ore

4% CentOS Project X

- C | & https://www.centos.org Q ¥ :

CentOS

The CentOS Project

The CentOS Project is a community-driven free software effort focused on delivering a robust open source
rs, we offer a consistent manageable platform that suits a wide variety of deployments. For open
source communities, we offer a solid, predictable base to build upon, along with extensive resources to build, test,

release, and maintain their code.
anding the availability of CentOS images across a number of vendors, providing official images for
, Google, and more. For self-hosted cloud, we also provide a
For more information about updates and improvements in CentOS 7, please check out the or the
in the mailing list archive.

Around Cent0S News & Events Sponsorship

Over the years, the CentOS Project infra has
exclusively been run on donated hardware,

managed by...

Recently | was discussing with some people
about TLS everywhere, and we then started to

discuss a...

G-CERT
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Www.centos.ore

+* Download CentOS X

- C | a https://www.centos.org/downloac Q W

CentOS o«

Download CentOS

As you download and use CentOS Linux, the CentOS Project invites you to
There are many ways to contribute to the project, from documentation, QA, and testing to coding
changes for providing mirroring or hosting, and helping other users.

ISOs are also available
If the above is not for you, ' might be.

The are continuously updated to include issues and incorporate feedback from users.

Need a Cloud or Container Image??

If you're looking for a specific (or geographically local) mirror, please check out our

To check the status of a mirror, please visit

Older Versions Need the Source?

G-CERT

“EGA
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N13Rmane CentOS 7

Virtual Machine Settings

Hardware QOptions

Device Summary
L Memory 4GE
[ Processors 4

ik Hard Disk (SCSI) 64 GB

“yCDy/OVD (IDE) Using file D:YSOs\CentQs\CentO. ..
Sinetwork Adapter NAT
1JSE Controller Present

&) sound Card Auto detect
(= Printer Present
B pisplay Auto detect
Q.ﬁ.dd. - Remove

Mermory

Spedfy the amount of memory allocated to this virtual
machine. The memory size must be a multiple of 4 MB.

Memory for this virtual machine: 4098 = MB

&4 GE
12 GB
16 GB
EGE P [E Maximum recommended memory
1ce -4l {Memory swapping may
e occur beyond this size,)
168 4 5280 MB
512 ME
< Recommended memary
256 MB
1024 MB
128 ME
&4 MB [ Guest OS recommended minimurm
2 me 512 MB
15 MBE
EMBE
4 MEBE

Cancel Help

e-Government Agency
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mﬁ@@@?ﬂ CentOS 7: Boot from CD

CentOS 7

Install CentOS5 7
Test this media & install CentOS 7

Troubleshoot ing

- Press the key to begin the installation process.

G-CERT

EGA 2
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N15AaRY CentOS 7 ¢ LlaannN1¥)

.

CentOS

WELCOME TO CENTOS 7.

CENTOS 7 INSTALLATION

EAus Help!

What language would you like to use during the installation process?

Afrikaans Afrikac
hoICH Amha
d | Efu'a.
ST Assame
Asturianu Astur
Eenapyckas Belarus
Ewnrapcku Bulgar
BRG] Benc
€

English (United States)

English (United Kingdom)
English (India)

English (Australia)

English (Canada)

English (Denmark)

English (Ireland)

English (New Zealand)

English (Nigeria)

English (Hong Kong SAR China)

EGA

e-Government Agency

G-CERT



N13AAAY CentOS 7 : @UAINUAATNUFIUVDITLTUY

INSTALLATION SUMMARY

DATE & TIME
Americas/New York timezone

LANGUAGE SUPPORT
English (United States)

SECURITY POLICY
No profile selected

SOFTWARE

m INSTALLATION SOURCE

CENTOS 7 INSTALLATION

EA us

KEYBOARD
English (US)

a

Help!

SOFTWARE SELECTION

Gluit

i1y Please complete items marked with this icon before continuing to the next step.

E—'Iill |I| tall l'i' n

EGA

e-Government Agency
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N130mMe CentOS 7 : Time Zone

DATE & TIME

Done

Region: | Asia

N/ ‘ City:

@) 24-hour

18:05 PM () AM/PM

CENTOS 7 INSTALLATION

Bangkok

Network Time ‘ Jo“ ’

2016 ¥

Q7w }/ 26'}/

EGA

e-Government Agency

G-CERT
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N155ma0e CentOS 7 : Network

INSTALLATION SUMMARY
2,

e

CentOS
SECURITY POLICY

No profile selected

SOFTWARE

INSTALLATION SOURCE
Local media

INSTALLATION DESTINATION

Automatic partitiormiag_selected

NETWORK & HOST NAME
Mot connected

CENTOS 7 INSTALLATION

Eus Help!

SOFTWARE SELECTION
Minimal Install

KDUMP
Kdump is enabled

Cuit Begin Installation

i1y Please complete items marked with this icon before continuing to the next step.

E

e-Government Agency

G-CERT
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N155ma0e CentOS 7 : Network

NETWORK & HOST NAME

CENTOS 7 INSTALLATION

/m Ethernet (eno16777736) 2 Ethernet (enol 67777 36) OFF

~ Intel Corporation 82 545EM Gigabit Ethernet Controlle

= Disconnected

Hardware Address O0:0C:29:01:41:BE

Speed 1000 Mb/s

+ — Configure. ..

Host name: | serverl

E

e-Government Agency

G-CERT

“EGA
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N150AR CentOS 7 : Network

NETWORK & HOST NAME

Done

Connection name:

General

/'/

Editing encl 6777736

enolE7 77736

Ethernet B802.1x Security DCB

| Autgimatically connect to this network when it is available

] All users may connect to this network

Autormatically connect to WPN when using this connection

Firewall zone: | Default

CENTOS 7 INSTALLATION

IPv4 Settings

IPv6 Settings

Cancel

Save

e-Government Agency

G-CERT

“EGA

12



N155ma0e CentOS 7 : Network

Connection name: enol&7 77736

NETWORK & HOST NAME CENTOS 7 INSTALLATION

General Ethernet 802.1x Security DCB IPv4 Settings IPv6 Settings
Method: | Manual -
Addresses

Address Metmask Gateway Add

192.168.146.146 255.,255.255.0 192.168.,146.2

Delete
DMS servers: 164.115.19.132
Search domains:
DHCP client ID:
Require IPv4 addressing for this connection to complete
Routes...
Cancel Save

e-Government Agency

G-CERT

“EGA
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155009 CentOS 7 : Network

NETWOR

Done

A Ethernet (en016777736)

~ Intsl

Host name:

K & HOST NAME

CENTOS 7 INSTALLATION

Corporation 82 345EM Gigabit Ethernet Controlle

serverl

> no16777786) [ |
——3 Connected -

Hardware Address 00:0C:29:01:41:BE
Speed 1000 Mb/s
IF Address 192.168.146.146
Subnet Mask 255.255.255.0
Default Route 192,168 146.2

DNS 164.115.19.132

Configure...

EGA

e-Government Agency

G-CERT
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N135RARAY CentOS 7 : Disk Partition (Auto partition)

INSTALLATION SUMMARY CENTOS 7 INSTALLATION

EBus Help!
SECURITY POLICY
No profile selected
INSTALLATIOMN SOURCE SOFTWARE SELECTION
Local media Minimal Install

INSTALLATION DESTINATION
Automatic partitioning selected

KDUMP
Kdump is enabled

NETWORK&HOST NAME
Wired (encl67...736) connected

Gluit

.ty Please complete items marked with this icon before continuing to the next step.

G-CERT

EGA 2
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N137ARAY CentOS 7 : Disk Partition (Auto partition)

INSTALLATION DESTINATION

Done

Device Selection

Standard Disks

64 GIB

VMware, VMware Virtual S
! 64 GIB free

sda

Specialized & Network Disks

=
Add a disk...

Other Storage Options

Partitioning

Full disk summary and boot loader...

CENTOS 7 INSTALLATION

Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's

Disks left unselected here will not be touched.

Disks left unselected here will not be touched.

1 disk selected; 64 GIB capacity; 64 GiB free

EGA

e-Government Agency

G-CERT



N137ARAY CentOS 7 : Disk Partition (Auto partition)

(

INSTALLATION DESTINATION

Done

R
I_J'-:HIII I IS3LaLLaLiwi AL LW,

Local Sthndard Disks

64 GIB

VMward, VMware Virtual S
sda \/ 64 GIB free

Specialized &Wetwork Disks

Add a disk..

Other Storage Options

Partiti

s Automatically cnnﬁgur@ | will configure partitioning.

| would like to make additional space available.

Full disk summary and boot loader...

CENTOS 7 INSTALLATION

Disks left unselected here will not be touched.

Disks left unselected here will not be touched.

1 disk selected; 64 GIB capacity; 64 GIB free

EGA

e-Government Agency

G-CERT
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N137ARAY CentOS 7 : Disk Partition (Auto partition)

INSTALLATION SUMMARY CENTOS 7 INSTALLATIOMN
L2 Help!
— E us elp
]
CentOS
SECURITY

SECURITY POLICY
No profile selected

Minimal Install

INSTALLATION SOURCE SOFTWARE SELECTION
Local media

NETWORK & HOST NAME
Wired (enol67...736) connected

SOFTWARE
SYSTEM
o INSTALLATION DESTINATION KDUMP
\ Automatic partitioning selected Kdump is enabled

Cluit Begin Installation

G-CERT

EGA 2

e-Government Agency



N137ARAY CentOS 7 : Disk Partition (Manual partition)

INSTALLATION DESTINATION

Specialized & Network Disks

=
Add a disk...

Other Storage Options
Partitioning
Automatically configure partitionigg.  (#) | will cenfigure partitioning.

| would like to make additional space availaties
Encryption

Full disk summary and boot loader...

CENTOS 7 INSTALLATION

Disks [left unselected here will not be touched.

Disks left unselected here will not be touched.

1 disk selected; 64 GIB capacity; 992.5 KiB free

EGA

e-Government Agency

G-CERT
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N137ARAY CentOS 7 : Disk Partition (Manual partition)

MANUAL PARTITIONING CENTOS 7 INSTALLATION

v New CentOS 7 Installation

You haven't created any mount points for your
Cent05 7 installation yet. You can:

* Click here to create them automatically.

s Create new mount points by clicking the '+'
button.

Mew mount points will use the following
partitioning scheme:

LWVM s

When you create mount points for your CentO5 7 installation,
you'll be able to view their details here.

AVAILABLE SPACE

TOTAL SPACE

64 GiB

64 GiB

1 storage device selected Reset ALl

e-Government Agency
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N137ARAY CentOS 7 : Disk Partition (Manual partition)

ADD A NEW MOUNT POINT

More customization options are available
after creating the mount point below.

Mount Point: /boot >

Desired Capacity: 512

MANUAL PARTITIONING CENTOS 7 INSTALLATION
Cancel Add mount point
* New CentOS 7 Installation sdal
Mount Point: Device(s):
_ /boot VMware, VMware Virtual 5
Desired Capacity: (sda)
512 MiB Modify...
Device Type:
>
Standar.. ¥ Encrypt
File System:
ufs - ] Reformat
Label: Mame:
sdal

+ - c

AVAILABLE SPACE TOTAL SPACE

63.5 GiB 64 GiB

1 storage device selected Reset All s

G-CERT

“EGA
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N137ARAY CentOS 7 : Disk Partition (Manual partition)

ADD A NEW MOUNT POINT

More customization options are available
after creating the mount point below.

Meount Point: swap e

Desired Capacity: 4096

MANUAL PARTITIONING CENTOS 7 INSTALLATION
Cancel Add mount point
* New CentOS 7 Installation sda2
Mount Point: Device(s):
/boot 512 MiB
sdal VMware, VMware Virtual S
4096 MIB Madify...
Device Type:
a
Standar... ™ Encrypt
File System:
swap ¥ | [« Reformat
Label: Mame:
sda?
+ | - | c
AVAILABLE SPACE TOTAL SPACE
59.5 GiB 64 GiB
1 storage device selected Reset ALl @

G-CERT

“EGA
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N137ARAY CentOS 7 : Disk Partition (Manual partition)

Meount Point: /

Desired Capacity:

Cancel

ADD A NEW MOUNT POINT

More customization options are available
after creating the mount point below.

Add mount point

MANUAL PARTITIONING CENTOS 7 INSTALLATION
* New CentOS 7 Installation sda3
Mount Point: Device (s):
/boot 512 MiB
sdal ! VMware, VMware Virtual 5
59.5 GiB Modify...
swap 4096 MiB
=sda?
Device Type:
Standar... ™ Encrypt
File System:
ufs b4 | Reformat
Label: MName:
sda3
+ | - | c
AVAILABLE SPACE TOTAL SPACE
992.5 KiB 64 GiB
1 storage device selected Reset ALl [ 5 :

e-Government Agency
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N136aRe CentOS 7

Disk Partition (Manual partition)

MANUAL PARTITIONING

Done

* New CentOS 7 Installation

/boot

| —=wT

swap
sdal

+ | - | c

AVAILABLE SPACE TOTAL SPACE

64 GiB

992.5 KiB

1 storage device selected

sda3
Mount Point: Device(s):
512 MiB
/ VMware, VMware Virtual 5
esired Capacity: fegs}
59.5 GiB Madify...
4096 MIB

CENTOS 7 INSTALLATION

Device Type:

LV - cent..verl -

File System: Modify... '
wfs - | Reformat
Label: MName:
root

Reset ALl

G-CERT

EGA
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N137ARAY CentOS 7 : Disk Partition (Manual partition)

CONFIGURE VOLUME GROUP

Flease create a name for this velume group and select at least one disk below.

Mame: | centos_serverl

Disk Capacity Free 1D

VMware, VMware Virtual 5 64 GiB

RAID Level: | Mone - ‘ I_:_I Encrypt

Size policy: ‘ Automatic = H OB ‘

‘ Cancel H Save ‘

e-Government Agency

G-CERT
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N137ARAY CentOS 7 : Disk Partition (Manual partition)

MANUAL PART!TIONING CENTOS 7 INSTALLATION
* New CentOS 7 Installation sda3
Mount Point: Device(s):
/boot 512 MiB
sdal / VMware, VMware Virtual S
59.5 GiB Madify...
swap 4096 MIB
sdal
Device Type: Volume Group
LV - Encrypt cent..verl -
File System: Modify...
wfs - »| Reformat
Label: MName:
+ _ cl root
AVAILABLE SPACE TOTAL SPACE
992.5 KiB 64 GiB
1 storage device selected Reset All

G-CERT

EGA 2
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ASFasa CentOS 7 : Disk Partition

SUMMARY OF CHANGES

Your customizations will result in the following changes taking effect after you return to the main menu and begin installation:

Order Action Type Device Name Mount point
Destroy Format Unknewn sda
2 Create Format  partition table (MSDOS) sda
3 Create Device  partition sdal
4 Create Device  partition sda2
5 Create Device  partition sda3
& Create Format  physical velume (LVM)  sda3
7 Create Device  lvmvg centos_serverl
a Create Device  lvmlw centos_serverl-root
Q Create Format  xfs centos_serverl-root /
10 Create Format  swap sda2
11 Create Format  xfs sdal /boot '/\\
Cancel & Return to Custom Partitioning \U Accept Changes //

~ —

e-Government Agency
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N15@ARe CentOS 7

INSTALLATION SUMMARY
a

A i

CentOS

SECURITY
SECURITY POLICY
No profile selected

INSTALLATION SOURCE
Local media

NETWORK & HOST NAME
Wired (enol67...736) connected

SOFTWARE
SYSTEM
o INSTALLATION DESTINATION
\ Custom partitioning selected

CENTQOS 7 INSTALLATION

ERAus Help!

SOFTWARE SELECTION
Minimal Install

KDUMP
Kdump is enabled

Gluit

Begin Installation

EGA

e-Government Agency

G-CERT



N156maMe CentOS 7 : Username/Password

"IN SR SETTINGS

ROOT PASSWORD
Root password is not set

A/ Creating xfs on /dev/sdal

ent0S Virtualization SIG

rtualization in CentOS, virtualization of CentOS.

0000000
oooooooo

i 5=
<i.centos.org/SpecialinterestGroup nn ==
M= —

i Please complete items marked with this icon before continuing to the next step.

T
=

CONFIGURATION CENTOS 7 INSTALLATION
' Help!

@  usercreaTION

‘ No user will be created

=

LU

EGA

e-Government Agency

G-CERT



N156maMe CentOS 7 : Username/Password

ROOT PASSWORD CENTOS 7 INSTALLATION

The root account is used for administering the system. Enter a password for the root user.

Root Password: SEBEBABRERIN

Strong

Confirm: TEEEEREXRIY

G-CERT

EGA N

e-Government Agency



N156maMe CentOS 7 : Username/Password

ROOT PASSWORD CENTOS 7 INSTALLATION

The root account is used for administering the system. Enter a password for the root user,

Root Password: TXTIXEY

Weak

Confirm:

Weak Password Warning!

N

The password you have provided is weak: The password fails the dictionary check - it is based on a dictionary word. You

will have to press Done twice to confirm it.

EGA

e-Government Agency
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N156maMe CentOS 7 : Username/Password

ROOT PASSWORD CENTOS 7 INSTALLATION

The root account is used for administering the system. Enter a passweord for the root user.

Root Password:

Confirm: ' TXXEXEX

Weak Password Warning!

NS

You have provided a weak password: The password fails the dictionary check - it is based on a dictionary word. Press Done

again to use anyway.

G-CERT

EGA 2
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N156maMe CentOS 7 : Username/Password

CONFIGURATION CENTOS 7 INSTALLATION

ERA us Help!

(&IOS SETTINGS

@ ROOT PASSWORD
Root password is set

@ usErcreaTION
. No user will be created

™ Installing alsa-tools-firmware (221/285)

entOS Promotion SIG

‘'omoting CentOS in events, conferences and,ev_ej';y\jﬁl:ﬁ el

«i.centos.org/SpecialinterestGroup

SR 4

EGA

e-Government Agency




N156maMe CentOS 7 : Username/Password

CREATE USER CENTOS 7 INSTALLATION
Full name Trojan Horse
Use r name horse

Tip: Keep your user name shorter than 32 characters and do not use spaces.

» Male this user administrator

v Require a password to use this account

Password (XXX NN NN
Fair
Confirm password sesssseRNe
Advanced...

G-CERT

EGA
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N156maMe CentOS 7 : Username/Password

CONFIGURATION CENTOS 7 INSTALLATION

Eus Help!

&) IL0 0 |SER SETTINGS

@ ROOT PASSWORD @  UsErcRrEATION

Root password is set - Administrator h... will be created

CentO5 is now successfully installed, but some copfiguration still needs to be done.

Finish it and then click the Finish configuration button please,

Finish cenfiguration

G-CERT

EGA 2
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N15@ARe CentOS 7

CONFIGURATION CENTOS 7 INSTALLATION
ER us Help! |

(WYILOL C R SETTINGS

@ ROOT PASSWORD @  usErCREATION
Root password is set . Administrator h... will be createa

« Generating initramfs

ent0S Artwork SIG

wproving the user experience with high quality artwork:

«i.centos.org/SpecialinterestGroup

EGA

e-Government Agency




N15@ARe CentOS 7

CONFIGURATION

WO SR SETTINGS

@ ROOT PASSWORD

Ly Use of this product is subject to the license agreement found at /usr/share/centos-release/EULA

CENTOS 7 INSTALLATION

ER us Help!

9 USER CREATION

A 4 3+ T e et y S
ArmiinisTrarar N Il g rraarta
. o ) o SR e

CentO5 is now successfully installed and re
Go ahead and

or you to use!

oot to start using it!

EGA

e-Government Agency
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A15ARFI CentOS 7 : wSaulyu

CentD3 Linux ¥ (Core)
Eernel 3.18.8-327.el?.x86_64 on an xB6_64

zerverl login:

Cent03 Linux 7 (Core)d

Kernel 3.18.8-327.e17.xB6_64 on an =86 64

serverl login: root

Password :

Last login: Tue Jul 26 19:83:48 on tty2
[rootlzerverl ™ 1#

[rootlzerverl ™1

“EGA

e-Government Agency



(%4

elrarsluniseaauUfUsly Class # 33v0lnyinnis Disable SELINUX ¢14il

- yhmsunlalng Jetc/selinux/config fiatl
4 )
SELINUX=disabled
\_ J

- 9n5uAIREAN1SYINIUYeY SELINUX WU Permissive

[root@serverl ~]# setenforce 0
- ASI@DUNISYINGIUYDY SELINUX

[root@serverl ~]# getenforce

Permissive

G-CERT

EGA N2
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NSINEULIALASRINU Time server

[root@serverl ~J# yum -y install ntpdate

[root@serverl ~]# ntpdate time.navy.mi.th
26 Jul 11:29:06 ntpdate[2399]: step time server 113.53.247.3 offset -28788.342002

SecC

[root@serverl ~|# date
Tue Jul 26 11:29:16 ICT 2016

EGA

e-Government Agency
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LUZUN RAG LAY Il

[root@serverl ~J# yum -y install wget net-tools epel-release

VUL

weet 1d1115U Download lwaa1n Network

net-tools [uyamAnAgIfunsinnsiATetng Wy ifconfig , netstat 1udu
epel-release LJu repo dmSUNsARRT Sofware package U6

G-CERT

EGA N2
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N9 Update/Upgrade 35UU

[root@serverl ~]# yum -y upgrade
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: mirrorl.ku.ac.th

* extras: mirrorl.ku.ac.th

* updates: mirrorl.ku.ac.th

Resolving Dependencies

Completel

[root@serverl ~|# reboot

EGA

e-Government Agency

G-CERT
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Local Firewall by iptables

v
)

FARY iptables-services

[root@serverl ~J# yum -y install iptables-service

MuuAly iptables M91unnATuiiaiing reboot LATB4

[root@serverl ~]# systemctl enable iptables

UANTTIN9UYBY iptables

[root@serverl ~]# systemctl start iptables

EGA

e-Government Agency

G-CERT
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iptables

HIIFADUNTVINNUYD iptables

root@serverl ~]# iptables -nvL

G-CERT

EGA 2
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iptables

LAY Rules Up4 iptables Tnan1suAvlg /etc/sysconfig/iptables

*filter

INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT @

G-CERT

EGA N2
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iptables

F98719N1ILN Rules ¥4 iptables

-

-

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 443 -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 3306 -j ACCEPT

/

o [~ v o .
Sauwnlulasanan vinng restart iptables

[root@serverl ~]# systemctl restart iptables

EGA

[ e-Government Agency |

o~

G-CERT
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iptables

HIIFADUNTVINNUYD iptables

NUBLUAR  E@NUSU IPV6 WUaeu command 110 iptables 1Ju ipétables

o~

G-CERT
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SSH basic Hardening

- Disable Root Login

wAlulng /ete/ssh/sshd_config

A10LAY

wALdu

{ #PermitRootLogin yes J

{ PermitRootLogin no J

LAIVINAIS restart SSH service

[root@serverl

~]# systemctl restart sshd

EGA

[ e-Government Agency |

G-CERT
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SSH basic Hardening

- DUYINANWIZUN Users %139 U9 Groups Windufaaunsa Login bn

wAlulng /ete/ssh/sshd_config e Configuration moluil

nselayyn Users

[ AllowUsers userl user2 user3 }

N3N Groups

[ AllowGroups groupl group2 group3 }

LAIYINNNS restart SSH service

[root@serverl ~]# systemctl restart sshd

EGA

[ e-Government Agency |

G-CERT
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SSH basic Hardening

- Llaygymanizuna Users %58 U9 Groups Wiaunsa Login Lo

wAlulng /ete/ssh/sshd_config e Configuration moluil

n3fdlioyg s Users

[ DenyUsers userl user2 user3 }

n3dlianyey e Groups

[ DenyGroups groupl group2 group3 }

LAIYINNNS restart SSH service

[root@serverl ~]# systemctl restart sshd

EGA

[ e-Government Agency |

G-CERT
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SSH basic Hardening

A9879 Log ¥ SSH (/var/log/secure)

Aug 7 17:20:22 serverl sshd[4284]: User webadmin from 192.168.146.1 not allowed because

none of user's groups are listed in AllowGroups

Aug 7 17:23:47 serverl sshd[4304]: User webadmin from 192.168.146.1 not allowed because

a group is listed in DenyGroups

Aug 7 17:25:31 serverl sshd[4307]: Failed password for root from 192.168.146.1 port 62404
ssh2

Aug 7 17:26:32 serverl sshd[4320]: Accepted password for webadmin from 192.168.146.1 port
62412 ssh2

Aug 7 17:26:32 serverl sshd[4320]: pam unix(sshd:session): session opened for user webadmin
by (uid=0)

Aug 7 17:26:34 serverl sshd[4320]: pam_unix(sshd:session): session closed for user WG&%

G-CERT
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AM5d3 System Log lULAUT Syslog server

wnlulug Zete/rsyslog.conf

{ ** @Log-Server.or.IP J

[ *x @@Log-Server.or.IP }

nsalaaLuy UDP

nyoldatu TCP

INUUNINNT restart syslog service

[root@serverl ~]# systemctl restart rsyslog
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NNS5ARAY NTP service

[root@serverl ~J# yum -y install ntp

[root@serverl ~J# systemctl enable ntpd

Created symlink from /etc/systemd/system/multi-user.target.wants/ntpd.service to /usr/lib/systemd/system/ntpd.service.

[root@serverl ~J# systemctl start ntpd
® ntpd.service - Network Time Service
Loaded: loaded (/usr/lib/systemd/system/ntpd.service; enabled; vendor preset: disabled)
Active: active (running) since Wed 2016-07-27 21:45:35 ICT; 7h left
Main PID: 2496 (ntpd)
CGroup: /system.slice/ntpd.service
|—2496 /usr/sbin/ntpd -u ntp:ntp -¢
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NNS5ARAY NTP service

- wnka Time server lagniswntalig  /etc/ntp.conf
server time.ega.or.th iburst

server time.navy.mi.th iburst

server timel.nimt.or.th iburst

server time2.nimt.or.th iburst

ANUUVINATT restart service

[root@serverl ~]# systemctl restart ntpd
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NNS5ARAY NTP service

WNNIATARFDUNNTYINUNIU Ntpg
[root@serverl ~J# ntpq -pn

remote refid st t when poll reach delay offset jitter

¥164.115.18.123 PPS. 1u 15 64 1 1553 28.889 17.840

113.53.247.3 PPS. 1u 26 64 0 0.000 0.000 0.000
203.185.69.60 JRIG. 1u 26 64 0O 0.000 0.000 0.000
203.185.69.59 GPS. 1u 26 64 0O 0.000 0.000 0.000

[root@serverl ~J# timedatectl
Local time: Wed 2016-07-27 13:56:20 ICT
Universal time: Wed 2016-07-27 06:56:20 UTC
RTC time: Wed 2016-07-27 06:56:19
Time zone: Asia/Bangkok (ICT, +0700)
NTP enabled: yes
NTP synchronized: yes
RTC in local TZ: no
DST active: n/a
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MariaDB

https://mariadb.org/about/

About MariaDB

MariaDB is one of the most popular database servers in the world. It's made by the original developers of
MySQL and guaranteed to stay open source. Notable users include Wikipedia, Facebook and Google.

MariaDB turns data into structured information in a wide array of applications, ranging from banking to
websites. It is an enhanced, drop-in replacement for MySQL. MariaDB is used because it is fast, scalable
and robust, with a rich ecosystem of storage engines, plugins and many other tools make it very versatile
for a wide variety of use cases.

MariaDB is developed as open source software and as a relational database it provides an SQL interface
for accessing data. The latest versions of MariaDB also include GIS and JSON features.

More information can be found in the MariaDB Knowledge Base, for example:
MariaDB vs. MySQL - Features
MariaDB vs. MySQL — Compatibility
MariaDB Success Stories

There is also a good Wikipedia article about MariaDB and the MySQL history.
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MariaDB

v
)

ARG MariaDB server

[root@serverl ~]# yum -y install mariadb-server

Avualy MariaDB vinea1unnAaiiaiinig reboot LAI8S

[root@serverl ~]# systemctl enable mariadb

#4919 MariaDB service 71197u

[root@serverl ~]# systemctl start mariadb
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MariaDB

MIVADUADULUYDY MariaDB service

[root@serverl ~]# systemctl status mariadb

® mariadb.service - MariaDB database server

Loaded: loaded (/usr/lib/systemd/system/mariadb.service; enabled; vendor preset: disabled)

Active: active (running) since Sat 2016-08-06 18:15:59 ICT; 23s ago

Process: 10138 ExecStartPost=/usr/libexec/mariadb-wait-ready SMAINPID (code=exited, status=0/SUCCESS)

Process: 10058 ExecStartPre=/usr/libexec/mariadb-prepare-db-dir %n (code=exited, status=0/SUCCESS)
Main PID: 10137 (mysgld_safe)

CGroup: /system.slice/mariadb.service

|——10137 /bin/sh /usr/bin/mysagld safe --basedir=/usr

I—10295 /usr/libexec/mysqgld --basedir=/usr --datadir=/var/lib/mysqgl --plugin-dir=/usr/lib64/mysql/plugin --log-

error=/var/log/mariadb/mariadb.log --pid-file=/var/r...
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MariaDB

MIVADUADULUYDY MariaDB service

[root@serverl ~]# netstat -antp
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address

tcp 0 0 0.0.0.0:3306 0.0.0.0:*

State

LISTEN

PID/Program name

10295/mysqgld
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MariaDB : mysqgl secure installation

N1SAMUUR Password 191 Root U831 MariaDB

[root@serverl ~]# mysgl secure installation

Enter current password for root (enter for none): <ENTER>

OK, successfully used password, moving on...
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MariaDB : mysqgl secure installation

Setting the root password ensures that nobody can log into the MariaDB

root user without the proper authorisation.

Set root password? [Y/n] <ENTER>

New password: <New Password>
Re-enter new password: <New Password>
Password updated successfully!

Reloading privilege tables..

... Success!
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MariaDB : mysqgl secure installation

By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation

g0 a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] <ENTER>

... Success!
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MariaDB : mysqgl secure installation

Normally, root should only be allowed to connect from 'localhost’. This

ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] <ENTER>

... Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed

before moving into a production environment.

Remove test database and access to it? [Y/n] <ENTER>
- Dropping test database...

... Success!

- Removing privileges on test database...

... Success!
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MariaDB : mysqgl secure installation

Reloading the privilege tables will ensure that all changes made so far

will take effect immediately.

Reload privilege tables now? [Y/n] <ENTER>

... Success!

Cleaning up...

All done! If you've completed all of the above steps, your MariaDB

installation should now be secure.

Thanks for using MariaDB!
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MariaDB

NAFDUNISLULYIU MariaDB

[root@serverl ~]# mysgl -u root -p
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MariaDB

A1SANUALA MariaDB @unsatntanulaain Localhost windu @aunungaulunsali
Application wag Database gUULATBIAEINY)

o2

Tnglinisudlalnéde /etc/my.cnf wdildrn Confisuration dadl

a I
[mysqgld]

bind-address=127.0.0.1
\ /

AMNUUVINATT restart mariadb

[root@serverl ~]# systemctl restart mariadb
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MariaDB

MIVADUADULUYDY MariaDB service

[root@serverl ~]# netstat -antp
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address

tcp 0 0 127.0.0.1:3306 0.0.0.0:*

State

LISTEN

PID/Program name

10649/mysqgld

G-CERT

EGA

e-Government Agency

67



MariaDB

AM51UABY User Root 189 Database
Login W1 MariaDB Lag root
[root@serverl etc]# mysql -u root -p

Enter password: <password>

INN1SHNLY Username AgANES
MariaDB [(none)]> use mysql;
MariaDB [mysql]> update user set user="zeus" where user="root";

MariaDB [mysqgl]> flush privileges;
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MariaDB

N15tUasu User Root w84 Database

ORI

password

Y NRIGRD

2N
MariabDb

password

\\3 rnwzg/

n set (0.01 sec)

n set (0.01 sec)

[mysql]l> select user,password,host from user;
——————————————————————————————————————————— fomm—m——————4

[mysql]l> select user,password,host from user;
——————————————————————————————————————————— - ————4

Md 1

——————————————————————————————————————————— to
*8061C323A725/701555411A7E18421F0/77A840CD/
*8061C323A725701555411A7E18421F077A840CD7
*80061C323A725/701555411A7E18421F077A840CD7

calhost |
J.0.0.1 |

-1 |

Pud 2

——————————————————————————————————————————— to—m
*8061C323A725701555411A7E18421F077A840CD/
*8061C323A725701555411A/E18421F07/7A840CD/
*8061C323A725701555411A7E18421F077A840CD/

calhost |
7.0.0.1 |

-1 |
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MariaDB

n15LJasu User Root w84 Database

[rootl@serverl ~]# mysql -u root -p J

Enter password:

ERROR 1045 (28000): Access denied for user '"root'@'localhost’ (using password: YES)

[root@serverl w]#[mysq1 -u  Zeus -p J
d:

Enter passwor

welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id 1is 19

server version:

5.5.47-MariaDB MariaDB Server

Copyright (c) 2000, 2015, oOracle, MariaDB Corporation Ab and others.

Type "help; ' or

"h' for help. Type '\c¢' to clear the current input statement.

MariaDB [ (none)]=
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MariaDB

au MySQL History file

lnaUnd MariaDB %158 MySQL AsLAuUTEIRNSIA&s sQL 17 ~/.mysql_history
19U /root/.mysql_history #3891 /home/<username>/.mysql_history

Arsuntvasavlalasaulndduialalagmnse wazasie Shortcut WA /dev/null e
UaINUNISIeUUSL IR LUBUIARN A1l

[root@serverl ~J# s -la /root/.mysql_history
-[W------- 1 root root 662 Aug 6 23:46 /root/.mysgl history
[root@serverl ~J# rm /root/.mysql_history

rm: remove regular file ‘/root/.mysgl history’? y
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MariaDB

au MySQL History file

Y11n15d519 Shortcut U89 /dev/null

[root@serverl ~]# In -s /dev/null /root/.mysql history

A529d0ULAY
[root@serverl ~J# ls -la /root/.mysql_history

lrwxrwxrwx 1 root root 9 Aug 6 23:55 /root/.mysgl _history -> /dev/null
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MySQL

R MySOL = Download MySQ... X =+

MySOL.

Community

MySQL on Windows

Enterprise

MySQL Yum Repository
MySQL APT Repository
MySQL SUSE Repository
MySQL Community Server
MySQL Cluster

MySQL Fabric

MySQL Router

MySQL Utilities

MysQL Shell

MySQL Workbench
MySQL Connectors

Other Downloads

€ | © @ | https://dev.mysgl.com/downloads/repo/yum/

Yum Repository

Ed ¢ Q Search

The world's most popular open source database

Downloads Documentation Developer Zone

MySQL.com

APT Repository  SUSE Repository Windows  Archives

— O X

B 9 4 A&

Contact MySQL | Login | Register

Q

LHOSE

Download MySQL Yum Repository

The MySQL Yum repository provides a simple and convenient way to install and update
MySQL products with the latest software packages using Yum.

MySQL Yumn repository supports the following Linux Distros:

- Red Hat Enterprise Linux / Oracle Linux

« Fedora

MySQL Yumn repository includes the latest packages:

. MySQL 5.7 (GA)

. MySQL 5.6 (GA)

« MySQL 5.5 (GA - Red Hat Enterprise Linux and Oracle Linux Only)
» MySQL Workbench

« MySQL Fabric

- MySQL Router

- MySQL Utilities

» MySQL Connector / ODBC

« MySQL Connector / Python

« MySQL Shell (preview)

Online Documentation:

« A Quick Guide to Using the MySQL Yum Repository

MySQL open source software is
provided under the GPL License.

OEMSs, 15Vs and VARS can
purchase commercial licenses.
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MySQL

R MysSQL : Download MySQ... > +

(- oF- https:/fdev.mysgl.com/downloads/repo/yum/ El ¢ Q Search ﬁ' E 4+ Hi O =

@ Enterprise  Community  Yum Repository  APT Repository  SUSE Repository  Windows  Archives # Documentation <[> Developer Zone

Please report any bugs or inconsistencies you observe to our Bugs Database.
Thank you for your support!

Red Hat Enterprise Linux 7 / Oracle Linux 7 (Architecture 8.9K

Independent), RFM Package

(mysql57-community-release-el7-B.noarch.rpm) MD5: 7ed729e9871d9c1cdb3883a0e9d5d063
Red Hat Enterprise Linux 6 / Oracle Linux 6 (Architecture 8.9K
Independent), RFM Package

{mysql57-community-release-elé-B.noarch.rpm) MD5: 515013b5b927c5448568£cf8a431£345
Red Hat Enterprise Linux 5 / Oracle Linux 5 (Architecture 8.2K
Independent), RPM Package

(mysql57-community-release-el5-7.noarch.rpmy MD5: 0b141183300cfd0b22cZ836£61440554
Fedora 24 (Architecture Independent), RPM Package 13.0K
{mysql57-community-release-fc24-B.noarch.rpm) MD5: 4056£d052d38c262209b821ed67d50eE
Fedora 23 (Architecture Independent), RPM Package 12.9K
{mysgl57-community-release-fic23-B.noarch.rpm) MD5: 1360ace305cb285d73f166db87d40825
Fedora 22 (Architecture Independent), RPM Package 12.9K
{mysql57-community-release-fc22-B.noarch.rpm) MD5: 7af5£047a50385542 79303303 £8e73£63

o We suggest that you use the MD5 checksums and GnuPG signatures to verify the integrity of the packages you download.
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MySQL

R MySOL : Begin Your Dow... X + - X
€ | © @ | hitps://dev.mysgl.com/downloads/file/7id=462554 & Q Search Ww B 4+ # & =
Ll
- Contact MySQL | Login | Register
The world's most popular open source database Q
() You
MySQOL. _ R
MySQL.com Downloads Documentation Developer Zone
Enterprise  Community  Yum Repository  APT Repository  SUSE Repository  Windows  Archives
| Begin Your Download - mysql57-community-release-el7-8.noarch.rpm
MySQL on Windows
MySQL Yumn Repository i :
Login Now or Sign Up for a free account.
MysQL APT Repository An Oracle Web Account provides you with the following advantages:
MySQL SUSE Repository « Fast access to MySQL software downloads
«» Download technical White Papers and Presentations
MySQL Community Server
- Post messages in the MySQL Discussion Forums
MySQL Cluster . Report and track bugs in the MySQL bug system
MySQL Fabric » Comment in the MySQL Documentation
MySQL Router
MySQL Utilities Login » Sign Up »
MySQL Shell using my Oracle Web account for an Oracle Web account
MySQL Warkbench MySQL.com is using Oracle SSO for authentication. If you already have an Oracle Web account, click the Login link. Otherwise, you can
MySQL Connectors signup for a free account by clicking the Sign Up link and following the instructions.
Other Downloads
No thanks, just start my download.
CONTACT SALES PRODUCTS DOWNLOADS DOCUMENTATION s
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MySQL

N13ARFAY MySQL server

[root@serverl N]# rom -ivh https://dev.mysgl.com/get/mysql57-community-release-el7-8.noarch.rpm

warning: /var/tmp/rpm-tmp.XPAw1n: Header V3 DSA/SHA1 Signature, key ID 5072e1f5: NOKEY
Preparing... HHAHHHHHH R H R HEE [100%]
Updating / installing...

L:mysgl57-community-release-el7-8 HHHAHAHAHAHAHAHAHA A A A [1009%]
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MySQL

v
)

FARI MySQL server

[root@serverl ~]# yum -y install mysql-server

Avualy MySQL aunnATuiiaiin1s reboot LAT4

[root@serverl ~]# systemctl enable mysqld

&4lF MySQL service ¥4y

[root@serverl ~]# systemctl start mysqld
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HTTPD (Apache)

Sindie Web server (httpd)

[root@serverl ~]# yum -y install httpd

v
u

Avual HTTPD vineumnaseniinis Reboot 1AT84

[root@serverl ~]# systemctl enable httpd

MN15LUa Y91y HTTPD

[root@serverl ~]# systemctl start httpd
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HTTPD (Apache)

M3IFDUANULURY HT TPD

[root@serverl ~]# systemctl status httpd

® httpd.service - The Apache HTTP Server
Loaded: loaded (fusr/lib/systemd/system/httpd.service; enabled; vendor preset: disabled)
Active: active (running) since Sun 2016-08-07 00:09:35 ICT; 1min 9s ago
Docs: man:httpd(8)
man:apachect]1 (&)
Main PID: 4434 (httpd)
Status: "Total requests: 0; Current requests/sec: 0; Current traffic: 0 B/sec”
CGroup: /system.slice/httpd.service
434 Jusr/sbin/httpd -DFOREGROUND
435 Sfusr/sbin/httpd -DFOREGROUND
436 fusr/sbin/httpd -DFOREGROUND
437 Jusr/sbin/httpd -DFOREGROUND
438 fusr/sbin/httpd -DFOREGROUND
439 fusr/sbin/httpd -DFOREGROUND

Aug 07 00:09:29 serverl systemd[1]: Starting The Apache HTTP Server...

Aug 07 00:09:35 serverl httpd[4434]: AHO00558: httpd: Could not reliably determine the server's fully qualified domain name, using
fed0::20c:29ff:fell:41be. Set the...his message

Aug 07 00:09:35 serverl systemd[1]: Started The Apache HTTP Server.

Hint: Some lines were ellipsized, use -1 to show in full.
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HTTPD (Apache)

M3IFDUANULURY HT TPD

[root@serverl ~]# netstat -antp

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address

tcpb

0

0

-::80

Foreign Address
= = w3

State
LISTEN

PID/Program name
4434 /httpd
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HTTPD (Apache)

NAFDULYN LI UNIU Web browser

[ Apache HTTP Server Tes' X - *

< C | ® 192.168.146.146 .

This page is used to test the proper operation of the Apache HTTP server after it has been
installed. If you can read this page it means that this site is working properly. This server is
powered by CentOS.

Just visiting? Are you the Administrator?
The website you just visited is either experiencing pmb|em5 You should add your website content to the directory /var/www/html/.
oris undergoing routine maintenance. To prevent this page from ever being used, follow the instructions in the file

Jetc/httpd/conf.d/welcome. conf.
If you would like to let the administrators of this website know that you've seen
this page instead of the page you expected, you should send them e-mail. In Prom Oting Apa{_';he and CentOS
general, mail sent to the name "webmaster" and directed to the website's

domain should reach the appropriate person. You are free to use the images below on Apache and CentOS Linux powered

HTTP servers. Thanks for using Apache and CentOSl
For example, if you experienced problems while visiting www example com,

you should send e-mail to "webmaster@example.com”.
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HTTPD (Apache) + PHP

INN15ARES PHP

[root@serverl ~]# yum -y install php

ANUUVINAIS restart HTTPD

[root@serverl ~]# systemctl restart httpd
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HTTPD (Apache)

Nagdgeu PHP

[root@serverl ~J# echo "<?php echo PHP_VERSION; 7>" > /var/www/html/phpversion.php

[ 192.168.146.146/phpver: X

< C | ® 192.168.146.146/phpversion.php

5.4.16

@ v
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HTTPD (Apache) + PHP + MariaDB

N15¥L9 HTTPD Connect Database a78 PHP
[root@serverl ~]# yum -y install php-mysql

[root@serverl ~]# systemctl restart httpd
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HTTPD (Apache) + PHP + MariaDB

nedaulasas1lnanalul

lwa /var/www/html/dbuser.php

<?php
Sdbserver = "localhost";
Sdbuser = "wwwuser";
Sdbpassword = "AbCpassWoRD';

Sconn = mysgl_connect(Sdbserver,Sdbuser,Sdbpassword);

~
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HTTPD (Apache) + PHP + MariaDB

nedaulasas1lnanalul

lWa /var/www/html/test-app.php

o B

include 'dbuser.php';

if(Sconn)
{ echo "Connected successfully”; }
else

{ echo "Connection failed"; }

mysql_close(Sconn);
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HTTPD (Apache) + PHP + MariaDB

NAFDUNIS LV UNIU Web browser

— O
[ 192.168.146.146/test-ap. X

< C | @© 192.168.146.146/test-app.php @

Connected successfully

*

[ 192.168.146.146/test-ap. X

e

C | ® 192.168.146.146/test-app.php

Connection failed
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HTTPD : Basic Hardening

UANSUARINNBLAYIUVDY Apache wagseUUUHUANTS AYAIDEN

[rootl@serverl html]# telnet 192.168.146.146 &80
Trying 192.168.146.146. ..

Connected to 192.166.146.146.

Escape character 1s "A]'

HEAD / HTTP/1.0

HTTP/1.1 403 Forbidden

Apache/2.4.6 (Cent0S) PHP/5>.4.16
dified: Thu 16 Oct 2014 13- :
ETag: "1321- 5058ale728280"
Accept-Ranges: bytes

Content-Length: 489/

Connection: close

Content-Type: text/html; charset=UTF-8

Server:

GMT

Connection closed by foreign host.
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HTTPD : Basic Hardening

UANSHEAIINELaUIUYBY Apache WagsEUUUUANIT

TvinnsuAlalng /etc/httpd/conf/httpd.conf waatiin Configure siglufiidnly

a N

ServerTokens Prod

o /

9MNTULNA restart httpd

[root@serverl conf]# systemctl restart httpd
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HTTPD : Basic Hardening

NN daU

[rootl@serverl conftl]# telnet 192.168.146.146 &0
Trying 192.168.146.146...

Connected to 192.16&8.146.146.

Escape character 1s "A]".

HEAD / HTTP/1.0

HTTP/1.1 403 Forbidden
g 2016 05:56:15 GMT

—Thu, 16 Ooct 2014 13:20:58 GMT
ETag: "1321-50538ale/728280"

Accept-Ranges: bytes
Content-Length: 4897
Connection: close

Content-Type: text/html; charset=UTF-&

- 1
Server: ﬁgqche

Connection closed by foreign host.
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HTTPD : Basic Hardening

ServerTokens LUUMAN)

ServerTokens Full

O

Serverlokens OS

O

Serverlokens Min

O

Serverlokens Minor

O

Server|

O

Kens Major

ServerTokens Prod

O

> Server: Apache/2.4.6 (CentOS) PHP/5.4.16
> Server: Apache/2.4.6 (CentQS)
—-> Server: Apache/2.4.6

--> Server: Apache/2.4
--> Server: Apache/?2

--> Server: Apache
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HTTPD : Basic Hardening

Unn1sla91u Directory Listing

[ Index of fincludes x

& C | (D 192.168.146.146/includes/

Index of /includes

Name Last modified Size Description
a Parent Directorv -
% administrator.php 2016-08-07 13:08 0
% config.php 2016-08-07 13:08 0
% database.php 2016-08-07 13:07 0
= secret.php 2016-08-07 13:08 0

@
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HTTPD : Basic Hardening

Unn1sla91u Directory Listing

Y v

Tvinsuslalng /ete/httpd/conf/httpd.conf Tnglvudeail

/
<Directory "/var/www/html">
Options Indexes FollowSymLinks
\_
ALy |
/
<Directory "/var/www/html">
Options FollowSymLinks
\_
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HTTPD : Basic Hardening

INUUVINIT restart httpd

[root@serverl includes]# systemctl restart httpd

[ 403 Forbidden b

< C | (D 192.168.146.146/includes/

Forbidden

You don't have permission to access /includes/ on this server.

@ vr
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HTTPD : Basic Hardening

N139NALALRNIZUNN IP 19799 Directory d@nAgylag .htaccess

- Wanslganu .htaccess laawnly /etc/httpd/conf/httpd.conf

ALAL
g <Directory "/var/www/html"> h
AllowOverride None
\_ J
AL l
\

<Directory "/var/www/html">

9 AllowOverride All )

INUUNINIT restart httpd

[root@serverl includes]# systemctl restart httpd

EGA

[ e-Government Agency |
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HTTPD : Basic Hardening

yinnsad el htaccess Tu Directory fifieants 1w drdesivualifiany IP yn
192.168.145.0/24 @ 1150401809 http://IP.or.Domain/administrator/ A678874

a519la Avar/www/htmU/administrator/.htaccess

~

order deny,allow
deny from all

allow from 192.168.145.0/24

- /

G-CERT
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HTTPD : Basic Hardening

F901 User 113109 IP Ms1imvualy azinldaulaung

LAan User 11310 1P dudliilaaygnld Aagldanunsadnldauls fadiaens

[ 403 Forbidden b4

= C | (D 192.168.146.146/administrator/ @ 1y
Forbidden

You don't have permission to access /administrator/ on this server.

U/

Lazzdl Log ARTUT /var/\log/httpd/error log Ail

[Sun Aug 07 13:35:28.186225 2016] [access compat:error] [pid 2786] [client 192.168.146.1:59488] AHO1797:
client denied by server configuration: /var/www/html/administrator/

G-CERT
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HTTPD : Wan1stgaru HTTPS

Unnslagenu HTTPS
[root@serverl administrator]# yum -y install mod ssl

[root@serverl administrator]# systemctl restart httpd

ASIEADUNITVINGY

[root@serverl administrator]# netstat -ant

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreien Address State
tcp6 0 O ::80 i LISTEN
—fcp6 0 O 2043 oo LISTEN

o~

G-CERT
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HTTPD : Basic Hardening

NAFDULYN LI UNIU Web browser

https://192.168...6/test-app.php > = =
< €& (8 hittps//192.168.146.146/test-app.php

Connected successfully

EGA
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HTTPD : Redirect Users to HTTPS

d519IMa .htaccess Tusnunug Directory N170an15ti Redirect WU HTTPS lagly
981399 Redirect nntluf HTTPS 393gsinisasnaluldn Root waeu 7

/var/www/html/.htaccess

-

.

~

RewriteEngine On
RewriteCond %{HTTPS} lon

RewriteRule (*) https://%{HTTP_HOST}%{REQUEST URI}

/

ANUUTINISNAFABUNS LY I

o~

G-CERT
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FTP server

v
)

ARAY FTP service Loy vsftpd

[root@serverl html]# yum -y install vsftpd

fviunalsd VSFTPD vinaumnmAsadl Reboot

[root@serverl html]# systemctl enable vsftpd

WUansleau VSFTPD

[root@serverl html]# systemctl start vsftpd

G-CERT
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FTP server

AFIEDUNITVNNNIUYDY VSFTPD

[root@serverl html]# systemctl status vsftpd

® vsftpd.service - Vsftpd ftp daemon
Loaded: loaded (/usr/lib/systemd/system/vsftpd.service; enabled; vendor preset: disabled)
Active: active (running) since Sun 2016-08-07 14:19:57 ICT; 1min 8s ago

Process: 3208 ExecStart=/usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf (code=exited, status=0/SUCCESS)
Main PID: 3209 (vsftpd)

CGroup: /system.slice/vsftpd.service
L3209 /usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf

Aug 07 14:19:57 serverl systemd[1]: Starting Vsftpd ftp daemon...
Aug 07 14:19:57 serverl systemd[1]: Started Vsftpd ftp daemon.

[root@serverl html]# netstat -antp

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name

tcpb 0 0 21 s LISTEN  3209/vsftpd @

G-CERT
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FTP server: Basic Hardening

wntalwg Zetc/vsftpd/vsftpd.conf AasiBgns

/anonymous_enable=NO \

chroot local user=YES

allow writeable chroot=YES
pasv_enable=YES
port _enable=YES

pasv_max_port=10029

kpasv_min_port= 10020 /

G-CERT
R/
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FTP

server with SSL

fene FTP 7ilais ssL

M \Wireshark - Follow TCP Stream (tcp.stream eq C eshark_pca — O et M Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_pcapn... — O x
228 (vsFTPd 2.8.2) ~ 288 Switching to Binary mode. ~
USER webadmin SIZE /.bash_logout
331 Please specify the password. 213 138
PASS SuperPassword MDTM /.bash_logout
238 Login successful. 213 28l6B382160087
5 PWD
215 UNIX Type: L8 257 "/

FEAT TYPE I

211-Features: 266 i

EPRT P

EPSV 227 Entering Passiwve Mode (192,168,146, »39,45).
MDTM STOR UserPassword.txt

PASY 15@ 0k to send data.

REST STREAM 226 Transfer complete.

SIZE MDTM 28168887882836 UserPassword.txt

TVFS 213 File modification time set.

UTF& TYPE

211 End 288 Switching to ASCII mode.

OPTS UTFE ON PASY

200 Always in UTF3 mode. 227 Entering Passive Mode (192,168,146,146,39,39).
PwWD LIST -a

257 "/ 158 Here comes the directory listing.

TYPE A 226 Directory send OK.

286 Switching to ASCII mode. REST @

PASY 358 Restart position accepted (8).

227 Entering Passive Mode (192,168,146,146,39,48). (¥ W

FPacker 11. 23 cient pifs). 37 sarver phifs). 48 twms. Ok o salact. 23 chient ptis). 33 server phifs). 46 fwms.

Entire conversation (1083 bytes) * | Show data as | ASCII *  Stream Entire conversation (1083 bytes) * | Show data as | ASCII * | Stream
Find: | | Find Next Find: | | Find Next |

Hide this stream Print Save as... Close Help Hide this stream Print Save as... Close Help

e-Government Agency
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FTP server with SSL

[~

SUABNITASI Server Key wag Server Certificate (lunsaingalud)

openssl req -x509 -nodes -days 365 -newkey rsa:1024 -keyout /etc/vsftpd/vsftpd.pem -out /etc/vsftpd/vsttpd.pem

Generating a2 1024 bit RSA private key

......... ++++++

A+

writing new private key to Yetc/vsftpd/vsftpd.pem’

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distineuished Name or a DN.
There are guite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ., the field will be left blank.

Country Name (2 letter code) DOTH

State or Province Name (full name) [1:Bangkok

Locality Name (eg, city) [Default City]:Bangkok

Organization Name (eg, company) [Default Company Ltd]:EGA

Organizational Unit Name (eg, section) [J:Security

Common Name (eg, your name or your server's hostname) [J:5erverl @
Emnail Address [J:contact@esga.or.th

G-CERT
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FTP server with SSL

wAlulng /etc/vsftpd/vsftpd.conf Tnedia Configuration moluil

ssl_enable=YES
rsa_cert_file=/etc/vsftpd/vsftpd.pem
rsa_private _key file=/etc/vsftpd/vsftpd.pem
allow_anon_ssl=NO

force local data ssl=YES

force_local_logins ssl=YES

ssl_tlsvl=YES

ssl_sslv2=YES

ssl_sslv3=YES

require_ssl_reuse=NO

ssl_ciphers=HIGH

G-CERT
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FTP server with SSL

NAgeulyau FTP N1u SSL

il
]
=

Bh Login - WinSCP — X Warning 7 X

L New Site

4 The server's certificate is not known. You have no

guarantee that the server is the computer you think it
Eile protocal: Encryption: .

15,
FTP w | | TLS/SSL Explicit encryption o
Server's certificate details follow:
Host name: Port number;
lssuer:
192,168, 146, 145 21= - Organization: EGA, Security, Serverl, contact@ega.or.th
- Location: TH, Bangkeok, Banghkok
Lizer name: Fassword: [ .
[ Subject:
webadmin -!---i---iiiil - Organization: EGA, Security, Server], contact@ega.or.th

- Location: TH, Bangkek, Bangkok

[ ] Anonymous login
Valid: 8772016 8:37:47 AM - 8720017 &37:47 AM

Save ¥ LTI Fingerprint (SHA-1):

[ Jebbld:0a:5e:0d:bofer dTied:dd: 51:0%: Vaf d: O 91:83: 62239

Surmmary: Self signed certificate. The error occurred at a depth of 1in the
certificate chain.

Certificate was not issued for this server, You might be connecting to a
server that is pretending to be "192.163.146,148",

If you trust this certificate, press Yes. To connect without storing
certificate, press Mo, To abandon the connection press Cancel,

Tools d Manage - ecting and store the certificate?

o Cancel Copy Key Help
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FTP server with SSL

NedaulnunN1san traffic FTP

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_pcapng_1BFODC11-8A13-4757-AGF3-8FEBFF58DE4T_20160807155105_a02412 - b4
228 (vsFTPd 3.8.2) la
AUTH TLS
234 Proceed with negotiation.

,,,,,,,,,,,,,, LIPS LV S I U DA Vo J .-
,,,,, k.J.9.8.2...%.8..uu...= P I - B B LRI
.......... [occocococ
4.2
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, #..
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, FoootadiboofifiococTloosoalio
aiboofoodtbPof Aadihooaoononnono0000 #iscoccocooooocooaoooooo B...0..E...... . Et+. 208
- i o
vev..B..1.8..U....THL.0...U....Bangkokl.8...U....Bangkokl.®
+ U
..EGAL1.8...U....Securityl.0...U....Serverll @.. = Rl s
...contactflega.or.the..
16/08/8?883?472.
17688788374770..1.8 ..U....THL.@...U....Bangkokl.@...U....Bangkokl.®
..U
..EGA1.@...U....Securityl.0...U....Serverll @.. s
- ...contactflega.or.the..@
- b o
......... @..eeenn PoulY(...R.T..2V..5A .. ..Mg.W..0.........5R..P.Dp[......d.0.0...4i./+>8R.R-. . .F.=+. .&.
......... Fobeeeafol eee?iinneneaContonnnnnnaben o700 j. B HLBR{. . .GTuue.ug6..0.8....L0. . R..e. o " B, B P20 e[ F e N e 5 e
LR LB L3 TV Ho L "G @ en L FLL L 0..5683. [geunnnn. ul.8..."\]JC.N....~dB..&. . .Hgt..s.hE.1...D...... d
.,)..., ..... Ze (2 ez e L XEVL LD P P ryAL V.., L 6.xBx®*. b1 L
" ool conlfiess cofnclsccosson
coffisoofibonccosnoon0005500000050005005500550055005000050050000500500050008 Tie il o oo e "bN....] =Reccosoc O gy [HeFeEin o dilooomoe _FelomallEecose B.I..Z...5..32..(w..L.j..q
oothoolite dilcosconocos [ eoooe folocfie
A M BB ey Q.. VI.LB....F<3..c. MB,.x..s.l‘ ....... L - SO a..p..+5...c..& EI..... 2.5"..8hB/ .. ... .. P L. k0. ... L LA
..... Zouun b..A...“V...KJ’ ZR..........(....m...Py..]......O..d (VLR YR (- DA J
B m e amee. BV et :F...5bD..e..... Jeeuan].
,,,,,, EoooooollEollsoaldiiooi $,,0,....'....m...]...6‘.i..) 2Mne et 16E. x..[J(.......#....rrl.."....d..P—....'...C...bD........#....m..#ﬁw..q.?“ns...L f....ﬁ o oboooooooodlb o nooalio
N P LT 5 S ;Y PR L me.& .9V FHCaniman(
......... Moo Ht%adoca5-Fanilboccoo=TanocooncodlkalfoonoconodboocoZoadlooonoonocnodlho e acEaa]o ot Todik o ofidiofacastaondlh s anogoon0anooaclio a=|oilEalF000 0P mcon00 0 dlhsHE: ik afloonsibao
((ncmoocmoonoocosszan m..,..jS.!..#..YT% ....... fifancoomnoa m..-7H..M..... 1...0.8=..0.u... 'eeoom...Z8..g..%+.TEEu.8".. .$V......8.C....... XQC. . n € Al Ve rl.[otle.#eeee2oeeame /.. . V=RFW. .21, V.
$..D2H..g.+..[..D.." .() ,,,,,, A Tl 5 oo A) e lo s oo nmcoo o000 seee-M. 8. ... eoscoo 5.G..+
[ S R o MH..ryR..|@...Q..11.ua... foweum 1K, PN L, bl BeRL TLAL
S....\.r...{.4....,,,,,,c ,,,,,, [ - s ilal{oonozoo0banodlsofia o o@noioEafa3:8hosclas=oon0as disscoosoc ¥...sHEk. NN S RESEE 6....m.. v
Pscker 73. 26 cliant pkisl 43 sarvar pktfs) 52 turns. Qlick to select.
Entire conversation (5048 bytes) - Show data as | ASCIT A Stream
Find: | [ Findext |

Hide this stream Print Save as... Cloze Help
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FTP server with SSL

nagou Login FTP laalinnu SSL

& Lagin - Win5CP

L New Site

Tools -

Manage

-

— it
Session
File protocal: Encryption:
FIP ~ | | No encryption e
Host name: Port number:
192,168,146, 145 21 =
User name: Password:
webadmin T
ous login
Save I"l" Advanced... |¥
Login - Close Help

& Error - WinsCP

*
Connection failed.
Authentication failed.
Connection failed.
Mon-anocnymous sessions must use encryption.
Reconnect (4 =) Help

EGA
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Questions?

EGA
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