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Installation

elcome to pfSense

Boot Multi User [Enterl
Boot [Slingle User
[Ezclape to loader prompt
Reboot

Options:
5. [RElernel: kernel (1 of 2)
6. Configure Boot [Olptions...

Autoboot in 5 seconds. [Spacel to pause
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Installation

done.

Launching the init system
Initializing

starting device manager (dewd)...done.

[ Preszs R to enter recovery mode or 1
[ press I to launch the installer 1

(Rlecovery mode can assist by rescuing config.xml
from a broken hard disk installation, etc.

(IInstaller wWwill be invoked
Timeout before auto boot continues (seco

Installer Mode selected...

Launching pfSensze Installer... RN

kern.geon. debugflags: B -> 16
UMnare detected. The installer wWwill make changes to tune this host.....
One moMent please...

Launching Installer HCurses frontend...
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Installation

Configure Console Select Taszk

< OQuick-Easy Install >

< Accept these Settings >

Are you SURE?

< Cancel >
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Installation

Install Rernel

¢ Standard Kernel >

Executing Commands

5

¢ Cancel >

< Reboot >
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Installation

pfSense i= now rebooting

After the reboot is complete, open a web browser and
enter https:-~-192.168.1.1 (or the LAN IP Address) in the
location bar.

You Might need to acknowledge the HTTPS certificate if
your browser reports it as untrusted. This i= normal
as a =self-signed certificate is used by default.

: admHin
: pf=sense

Reboot ing zeconds. CTRL-C
Rebooting in zeconds. CTRL-C
Rebooting in zeconds. CTRL-C
Rebooting in seconds. CTRL-C
Rebooting in second.. CTRL-C

pfSense i= now rebooting.

F1 pf3ense

F& PXE
Boot: F1

BTX loader 1.88 BTX wersion is 1.82
Consoles: intermal videoskeyboard
BIOS drive C: is diskd

BIOS 638kB-522176kB available mMemMory

FreeB5D/xB6 bootstrap loader, Revision 1.1
(root@ce23-amd64-builder, Tue May 17 19:28:22 CIT 2816)
Loading ~boot-sdefaults-loader.conf

e-Government Agency
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Installation

Generating RRD graphs...done.
Starting =syslog...done.
Starting CRON... done.
pfSense (pfSense) 2.3.1-RELEASE ardb4 Tue May 17 18:46:53 CDT 2816
Bootup complete

FreeB5D-amdB64d (pfSense.localdomain) (ttyvB)

=xx lelcome to pfSensze 2.3.1-RELEASE (amd64 full-install) on pfSense ===

HAN (wan) -» eMA -» vd/0HCP4: 192.168.146. 14424
LAN (lan) -» emMl -» yd: 192,

gl
1)
2]
3]
4]
=)
6]
7]
8)

Logout (SSH only) 9)
Azsign Interfaces 14)
set interface(s) IP address 111
Reset webLonfigurator password 12)
Reset to factory defaults 13)
Reboot systen 14)
Halt systen 15)
Ping host 16)
shell

Enter an option: [

168.1.1-24

pfTop

Filter Logs

Restart webConfigurator
pf3ense Dewveloper Shell
Update from console

Enable Secure Shell (=s=shd)
Restore recent configuration
Restart PHP-FPM

e-Government Agency
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Network Setup

Generating RRD graphs...done.
Starting syslog...done.
Starting CRON... done.

pfSense (pf3Sense) 2.3.1-RELEASE amdB64 Tue May 17 18:46:53 CDT ZH16

Bootup complete

FreeB5D/amd64 (pfSense. localdomain) (ttyvud)

=== Llelcome to pfSense 2.3.1-RELEASE (amdB64 full-install) on pfSense sewex

HWAN (wan) -> emB -> vids/0HCP4: 192.168.146. 144,24

LAN (lan) -» emMl > wd:

Logout (3SH only)

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

Enter an option

192,

9
18)
11)
12)
13)
14)
15)
16)

166.1.1-24

pfTop

Filter Logs

Restart webConfigurator
pfSense Developer Shell
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPH

*xx Helcome to pfSense 2.3.1-RELEASE (amdB64 full-install) on pfSense sexx

HAN (wan) -> emd -> vis/0HCP4: 192.168. 146. 14424

LAN (lan) -» eml -» wd: 192

Logout (SSH only) )
Assign Interfaces 18)
Set interface(s) IP address 11)
Reset webConfigurator password 12)
Reset to factory defaults 13)
Reboot system 14)
Halt system 15)
Ping host 16)
Shell

Enter an option: 2

Available interfaces:

1 - HAN (emB - dhcp, dhcpB)
2 — LAN (eml - static)

168.1.1-24

pfTop

Filter Logs

Restart webConfigurator
pfSense Developer Shell
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

Enter the number of the interface you wish to ccmfigur

e-Government Agency
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Network Setup

WAN (wan) -> emB -» via-/DHCP4: 192.168. 146. 144-24

LAN (lan) -> eml -» wd: 192,

Logout (33H only) 9]
Assign Interfaces 18)
Set interface(s) IP address 11)
Reset webConfigurator password 12)
Reset to factory defaults 13)
Reboot system 14)
Halt system 15)
Ping host 16)
Shell

Enter an option: 2

Available interfaces:

1 - UAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)

Enter the number of the interface you wish to configure: 2

166.1.1-24

pfTop

Filter Logs

Restart webConfigurator
pfSense Developer Shell
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

Enter the new LAN IPvd address. Press <ENTER> for none:
* 192.158.89.254.

5) Reboot system 14) Enable Secure 3hell (sshd)
6) Halt system 15) Restore recent configuration
7)Y Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 2

Available interfaces:

1 - UAN (emB - dhcp, dhcpB)
2 - LAN (eml - static)

Enter the number of the interface you Wish to confiqure: 2

Enter the new LAN IPwvd4 address. Press <{ENTER> for none:
> 192.168.89. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. 255.255.255.08
255.255.8.8
255.8.8.8

24
16
8

e nedw LAN IPv4 subnet bit count (1 to 31):

e-Government Agency
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Network Setup

Enter an option: 2
Available interfaces:

1 - WUAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press {ENTER> for none:
» 192.168.89. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.08 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new LAN IPvd upstream gateway address.
For a LAN, press <ENTER> for none:
> 1

Available interfaces:

1 - UAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)

Enter the number of the interface you wWish to configure: 2

Enter the new LAN [IPv4 address. Press <{ENTER> for none:
> 192.168.89. 254

Subnet Masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.48 8

Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <{ENTER> for none:
>

Enter the mew LAN IPvbE address. Press <{ENTER> for none:
> 1

G-CERT
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Network Setup

1 - WAN (emB - dhcp, dhcpB)
2 - LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <ENTER> for none:
> 192.168.89. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPw4 subnet bit count (1 to 31):
> 24

For a HAN, enter the new LAN IPvd upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPw6 address. Press <{ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (y~/y

2 - LAN (eml - static)
Enter the number of the interface you wish to configure: 2

Enter the new LAN IPwd address. Press <ENTER> for none:
> 192.168.89.254

Subnet Masks are entered as bit counts C(as in CIDR wnotation) in pfSense.
e.g. 255.255.255.08 24

255.255.8.08 16

255.8.8.8 8

Enter the new LAN IPv4 subnet bit count (1 to 31):
» 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPuE address. Press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (ps/m) n

Do you want to revert to HTTP as the webConfigurator protocol?

e-Government Agency



Network Setup

Enter the new LAN [Pv4 submnet bit count (1 to 31):
» 24

For a WAM, ewnter the new LAN IPv4 upstrear gateway address.
For a LAM, press <{ENTER> for none:
>

Enter the new LAN IPuvb address. Press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (ysn) n

Do you want to revert to HTTP as the webConfigurator protocol? (ysn) n

Please wait while the changes are saved to LAN. ..
Reloading filter...

Reloading routing configuration...

DHCPD. ..

The IPuv4 LAN address has been set to 192.168.89.254-24
You can noW access the webConfigurator by opening the following URL in your web
browuwser:

https:--192.168.89. 254~

Press <ENTER> to continue. ]

DHCPD. ..

The IPv4 LAN address has been set to 192.168.89.254-24
You can noW access the webConfigurator by opening the following URL in your web
browser:

https:~»~192. 168.89. 254~

Press <ENTER> to continue.
=## llelcome to pfSensze 2.3.1-RELEASE (amdb64 full-install) on pfSense ===

HWAN (wan) -> emd -> vd4s0HCP4: 192.168.146. 14424
LAN (lan) -» eml ->» wi: 192.168.89.254-24

Logout (S55H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) pfSense Developer Shell
Reset to factory defaults 13) Update from console

Reboot system 14) Enable 3Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH

shell

Enter an option: [

G-CERT
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Setup Wizard

(1, Insecure Connection O

https://192.168.89.254

\a

- O *
c Q, Search Ww B 4+ # & =
— O *
/1 Insecure Connection * +
hitpsy//192.168.89.254 ¢ Q Search wBE U 3 a0 =
y YOU r( Add Security Exception =
i You are about to override how Firefox identifies this site.
Y |egitimate banks, stores, and other public sites will not ask you to do this.
The owner of —_'_\"— = - ye
protect your | SErver
website, —
Location: | |glaf=rg i mlg ) Get Certificate
Learn more...
Certificate Status
- This site attempts to identify itself with invalid information. View...
Reportd  Wrong Site
192.168.89.] The certificate belongs to a different site, which could mean that somecne is trying to

The certificaf]
The certificad]

Error code: J

Add Excep

impersonate this site,

Unknown ldentity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using
a secure signature,

Permanenthy store this exception

Confirm Security Exception Cancel

e-Government Agency
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Setup Wizard

@ Login X 4+

€. hitps//192.168.89.254 ¢ Search wBe 9 3 4

Login to pfSense

Username admin

Password sssssee

pfSense Electric Sheep Fencing LLC view license
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Setup Wizard

@ pfSenselocaldomain - Wi.. X | 4

s://192.168.89.254/wizard.php?xml=setup_wizard.xm c Search B O % A4 9

COMMUNITY EDITION

Wizard / pfSense Setup / (%]

pfSense Setup

This wizard will provide guidance through the initial configuration of pfSense.

The wizard may be stopped at any time by clicking the logo image at the top of the screen

pfSense

Electric Sheep Fencing LLC

view license

@ pfSenselocaldomain - Wi.. X

rs

£ | htt

NITY EDITION

://192.168.89.254 /wizard.php?xml=

Wizard / pfSense Setup / Bling your pfSense with pfSense Gold @

[ ]
Bling your pfSense with pfSense Gold

Feel the power of a pfSense Gold subscription. Receive special benefits while supporting ongoing development of the Open
Source pfSense project.

Benefits include access to our AutoConfigBackup secure cloud based backup service for up to 10 hosts, pre-publication
access to the updated pfSense: The Definitive Guide book in PDF, fully updated for the pfSense 2.1 release, and a monthly
online MeetUp! Video conference to discuss and demonstrate advanced features and architectures using pfSense.

Go to pfSense Gold Subscriptions to sign up now.

pfSense

Electric Sheep Fencing LLC

view license
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Setup Wizard

@@ pfSenselocaldomain - Wi.. X 4

s
i
<]
-
>
®
[}

€ £ | htt 1//192.168.89.254 /wizard.php?xml=s

COMMUNITY EDITION

Wizard / pfSense Setup / General Information (2]

[ @@
General Information

On this screen the general pfSense parameters will be set

Hostname pfSense

EXAMPLE: myserver

Domain ega.or.th

EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS
servers directly. To use the manually configured DNS servers below for client queries, visit Services > DNS Resolver and
enable DNS Query Forwarding after completing the wizard. _ o »

@ pfSenselocaldomain - Wi.. x4

Primary DNS Server 8.8.44

& £ | https://192.168.89.254 /wizard.php?xml=setup_wizard.xm ¢ Search B 9 ¥+ 4 O

Secondary DNS 3888
Server < - - -
@se“ e System - Inter 8 S S Status Jiac Gold ~ HE||;:- -
COMMUNITY EDITION

Override DNS Allow DNS servers to be overridden by DHCP/PPP on WAN

Wizard / pfSense Setup / Time Server Information )

pfSense Electric Sheep Fencing LLC view license T Serrern e e

Please enter the time, date and time zone.

Time server time.ega.or.th

hostname Enter the hostname (FQDN) of the time server.

Timezone Asia/Bangkok >

pfSense Electric Sheep Fencing LLC view license

G-CERT
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Setup Wizard

@ pfSense.localdomain - Wi, X +

€ O ht 5://192.168.89.254 /wizard. php?xml=setup_wizard.xml c Q, Search
P P

COMMUNITY EDITION

Wizard / pfSense Setup / Configure WAN Interface (2]

O ——
Configure WAN Interface

On this screen the Wide Area Network information will be configured.

SelectedType Static e

General configuration

MAC Address
This field can be used to modify ("spoof") the MAC address of the WAN interface (may be required with some cable
connections). Enter a MAC address in the following format: soceaoaoexaxx or leave blank.
MTU
Set the MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPoE and 1500 bytes for all other
connection types will be assumed.
MSS

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP
header size) will be in effect. If this field is left blank, an MSS of 1492 bytes for PPPoE and 1500 bytes for all other
cennection types will be assumed. This should match the above MTU value in most all cases.

Static IP Configuration

IP Address 192.168.146.144
Subnet Mask 24 -

Upstream Gateway 192.168.146.2

- O
@ pfSense.localdomain - Wi, X +
€ DR xml=setup_wizard.xml ¢ Q Search w8 4+ A ©
—
PPTP Local IP
Address
pptplocalsubnet 32

PPTP Remote IP
Address

PPTP Dial on
demand

Enable Dial-On-Demand mode

This option causes the interface to operate in dial-on-demand mode, allowing a virtual full time connection. The interface is
configured, but the actual connection of the link is delayed until qualifying outgoing traffic is detected.

PPTP Idle timeout

If no qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought down. An
idle timeout of zero disables this feature.

RFC1918 Networks

Block RFC1918
Private Networks

[] Block private networks from entering via WAN

When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8,
172.16/12,192.168/16) as well as loopback addresses (127/8). This option should generally be left turned on, unless the
WAN network lies in such a private address space, too

Block bogon networks

Block bogon
networks

[] Block non-Internet routed networks from entering via WAN

When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned by IANA.
Begons are prefixes that should never appear in the Internet routing table, and obviously should not appear as the source
address in any packets received.

pfSense view license

Electric Sheep Fencing LLC

e-Government Agency




Setup Wizard

@@ pfSenselocaldomain - Wi.. X 4

€ [ https://192.168.89.254 /wizard.php?xml=setup_wizard.xm

COMMUNITY EDITION

Wizard / pfSense Setup / Configure LAN Interface

Configure LAN Interface
On this screen the Local Area Network information will be cenfigured
LAN IP Address 192.168.89.254

Type dhep if this interface uses DHCP to obtain its IP address

Subnet Mask 24

pfSense Electric Sheep Fencing LLC

view license

G pfSenselocaldomain - Wi, x4

6 [ nit

://192.168.89.254 /wizard.phpfxml=setup_wizard.xm

b
i g
(<]
«
»
®
]

COMMUNITY EDITION

Wizard / pfSense Setup / Set Admin WebGUI Password

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled.

Admin Password sssssesssene

Admin Password
AGAIN

pfSense Electric Sheep Fencing LLC

view license

e-Government Agency
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o Wizard

@ pfSenselocaldomain - Wi... X 4

& £ | https://192.168.89.254 /wizard.phplxm|=setup_wizard.xm ¢ Search w8 9 3 4 ©

Gold ~ Help ~

COMMUNITY EDITION

Wizard / pfSense Setup / Reload configuration (2]

Reload configuration

Click 'Reload" to reload pfSense with new changes.

» Reload

pfSense Electric Sheep Fencing LLC view license

v

@ pfSense.ega.orth - Wizard... X +

€ [ https://192.168.89.254 /wizard.php?xm|=setup_wizard xm|8&stepid=¢ c

*xSsen

COMMUNITY EDITION

Wizard / pfSense Setup / Wizard completed.

Congratulations! pfSense is now configured.
Please consider contributing back to the project!

Click here to continue on to pfSense webConfigurator.

pfSense Electric Sheep Fencing LLC

Gold -

(e
Wizard completed.

Click here to purchase services offered by the pfSense team and find other ways to contribute.

view license

g
a
.
>
®
]

HE||_':- -

e-Government Agency

G-CERT

“EGA

22



Setup Wizard

Q@ pfSenseega.orth - Statust... ¢ 4

€

L%

hitps://192.168.89.254

COMMUNITY EDITIDN:

Status / Dashboard

System Information o0
Name pfSense.ega.orth = WAN
Version 2.3.1-RELEASE (amd64) &3a LAN

Platform

CPU Type

Uptime
Current date/time

DNS server(s)

Last config change

State table size

MBUF Usage

Load average

CPU usage

Memory usage

SWAP usage

Disk usage (/)

Disk usage ( /var/run )

built on Tue May 17 18:46:53 CDT 2016
FreeBSD 10.3-RELEASEP3

Version 2.3.1_5 is available. £%

pfSense

Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)

00 Hour 14 Minutes 49 Seconds
Tue Jul 12 12:21:41 ICT 2016

* 127.0.01

e 192.168.146.2
= 8844

= 3888

Tue Jul 12 19:20:27 ICT 2016

0% (23/47000) Show states

[ |
5% (1526/29666)

0.10, 0.08, 0.08

25% of 477 MiB

% of 1023 MiB

% of 18GIB - ufs

% of 3.4MIB - ufs in RAM

pfSense Electric Sheep Fencing LLC

4
H

1000baseT <full-duplex>

1000baseT <full-duplex>

view license

+ 0

Interfaces o0

192.168.146.144

192.168.89.254

e-Government Agency

G-CERT

“EGA

23



Update System

@ pfSense.ega.orth - Status:... +

€ (8 nttps//192.168.89.254 c Search B U ¥ A4 & =
kgsen B System ~ Interfaces = Firewall + Services ~ VPN -~ Status =~ Diagnostics + Gold ~ Help -

COMMUNITY EDITION

Advanced
Stﬂt“ﬁfl D Cert. Manager +0

General Setup

Name Logout n saa WAN /M 1000baseT <full-duplex> 192.168.146.144
Version Package Manager  amd64) st LAN 4 1000baseT <full-duplex> 192.168.89.254
Routing 17 18:46:53 CDT 2016
LEASE-p3
Setup Wizard
s available. £3
Platform User Manager
CPU Type Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)
Uptime 00 Hour 19 Minutes 06 Seconds
Current date/time Tue Jul 12 12:25:58 ICT 2016
DNS server(s) = 127.0.0.7
= 102.168.146.2
= 5844
= 3888
Last config change Tue Jul 12 12:23:26 ICT 2016
W

“EGA
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Update System

QP pfSense.ega.orth - Syste.. X 4

€ £\ | https://192.168.89.254/pkg_mgr_install.php?id=firmware

@se" e System =  Interf

COMMUNITY EDITION

= | >
c Search wBe U & A O =

VPN ~ Status ~ Diagnostics ~ Gold ~ Help -

System / Update / System Update

System Update  Update Settings

Confirmation Required to update pfSense system.

Current Base 231
System

Latest Base System 23.1.5

Confirm Update +” Confirm

pfSense Electric Sheep Fencing LLC view license

e-Government Agency
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Update System

@ pfSenseega.orth - Syste.. X

€

)3
i d
<]
-
»
®
m

£ hitps//192.168.89.254 ok

~ Gold~ Help ~

COMMUNITY EDITION

System / Update / System Update (2]

Please wait while the installation of firmware completes.

This may take several minutes!

System Update  Update Settings

ckage Installation

>>> Updating repositories metadata...
Updating pfSense-core repository catalogue...
mm repository is up—to—date.
Updating pfSense repository catalogue...
pfSense repository is up-to-date.

21l repositories are up-to-date.

pfSense Electric Sheep Fencing LLC view license

@@ pfSense.ega.orth - Syste.. X 4

€ D& n

192.168.89.254/pkg_

UNITY EDITION

System / Update/ System Update (2}

System update successfully completed.

System Update  Update Settings

Rebooting
Page will automatically reload in 10 seconds

A S Y Y N Y% % % % % % % % % %% % % % % % % W W
Package Installation

&1l repositories are up-to-date. ~
Checking integrity... dome (0 conflicting)
The following 2 package(s) will be affected (of 0 checked):

Installed packages to be UPGRADED:

fSense-kernel-pfSense: 2.3.1 -> 2.3.1 5 [ﬁm]

nifznzzozgs 2.9.1 7 2.3.15 [pigsmazcoxs]
[1/2] Upgrading pfSense-rc from 2.3.1 to 2.3.1_5...
[1/2] Extracting pfSense-rc-2.3.1 5: .... done
[2/2] Upgrading pfSense—kernel-pfSense from 2.3.1 to 2.3.1 5...

===» Keeping a copy of current kernel in /boot/kernel.old

[2/2] Extracting pfSense-kernel-pfSemse-2.3.1 5t .......... done
Upgrade is complete. Rebooting in 10 seconds.

»>>> Locking package pfSense-kernel-pfSense... done.

Success "

pfSense Electric Sheep Fencing LLC view license




Update System

QP pfSense.ega.orth - Status:... 3 +

= F. https://192.168.89.254

k&sen B System ~ Interfaces =~ Firewall ~ Services~ VPN ~ Status ~ Diagnostics + Gold ~ Help -

COMMUNITY EDITION

Status / Dashboard

System Information Q0
Name pfSense.ega.or.th
Version 2.3.1'RELEA5E'P5 {amdﬁd}
built on Thu Jun 16 12:53:15 CDT 2016
FreeBSD 10.3-RELEASE-p3
The system is on the latest version.
Platform pfSense
CPU Type Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)
Uptime 00 Hour 02 Minutes 42 Seconds

Current date/time

DNS server(s)

Last config change

Tue Jul 12 12:35:04 ICT 2016

s 127.0.0.7
= 5.85.4.4
= 3888

Tue Jul 12 12:28:51 ICT 2016

53 WAN
ta LAN

.
*

1000baseT <full-duplex=

1000baseT <full-duplex>

+ ©

192.168.146.144

192.168.80.254

e-Government Agency

G-CERT
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Update System

QP pfSense.ega.orth - Syste.. X 4

€ (% https://192.168.89.254 /system_update_settings.php c Search ﬁ’ B @ 4+ A& &

k&se" e System ~ Interfaces ~ Firewall ~ Services ~ VPN » Status ~ Diagnostics + Gold ~ Help ~

COMMUNITY EDITION

System / Update / Update Settings (2]

System Update  Update Settings

|
Firmware Branch

Branch Stable (Default)

Stable (Default) nich to update the system firmware.
Development Snapshots (Experimental)
e

Updates

Dashboard check [] Disable the automatic dashboard auto-update check

pfSense Electric Sheep Fencing LLC view license

e-Government Agency
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ackace Manager

@@ pfSense.ega.orth - Status:... X 4 — *
€ (OB hitps://192.168.89.254 c Search wBe @ 3 4 & =

Systern -

COMMUNITY EDITION

Advanced
StatUS/ D Cert. Manager *e

General Setup

https://192.168.89.254/pkg_mgr_installed.php

Name Logout ja.orth &4a WAN 4  1000baseT <full-duplex> 192.168.146.144
Version Package Manager  pASE-p5 (amd64) &a LAN * 1000baseT <full-duplex= 192.168.80.254

Routing JJun 16 12:53:15 CDT 2016

).3-RELEASE-p3

Setup Wizard

Update 1is on the latest version
Platform User Manager
CPU Type Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz

2 CPUs: 2 package(s) x 1 core(s)

Uptime 00 Hour 08 Minutes 35 Seconds

Current date/time

DNS server(s)

Last config change

State table size

MBUF Usage

Load average

CPU usage

Memory usage

SWAP usage

Disk usage (/)

Disk usage ( /var/run )

Tue Jul 12 12:40:57 ICT 2016

* 127.0.0.0
e 5844
* 5.8.88

Tue Jul 12 12:28:51 ICT 2016

0% (47/47000) Show states

5% (1520/29666)
0.30,0.31, 0.23

(. V. W |
36%

32% of 477 MiB

0% of 1023 MiB

4% of 18GiB - ufs

3% of 3.4MiB - ufs in RAM

e-Government Agency

G-CERT
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Package Manager

ense.ega.or.th - Syste...
pfSs g h - Sy S

€ (B hittps://192.168.89.254/pkg_marphp ¢ Q, Search

COMMUNITY EDITION

System / Package Manager/ Available Packages (2]

Installed Packages  Available Packages

Search term Both -

Enter a search string or *nix regular expression to search package names and descriptions.

Name Version Description

arping 1.2.21 Broadcasts a who-has ARP packet on the network and prints answers.
Package Dependencies:
Q¥ arping-2.15_1

AutoConfigBackup 1.45 Automatically backs up your pfSense configuration. All contents are encrypted before being sent

to the server.

Requires Gold Subscription from pfSense Portal.

Name Version

arping 1221

AutoConfigBackup  1.45

Avahi 1112
Backup 041

bind 9.10_8
blinkled 0471
Cron 03.6_2
darkstat 31.2.1
freeradius2 1731

Description
Broadcasts a who-has ARP packet on the network and prints answers.

Package Dependencies:
¥ arping2.15_1

Automatically backs up your pfSense configuration. All contents are encrypted before being sent to the server.
Requires Gold Subscription from pfSense Portal.

Avahi is a system which facilitates service discovery on a local network via the mDNS/DNS-SD protocol suite.

This enables you to plug your laptop or computer into a network and instantly be able to view other people who you can chat with,
find printers to print to or find files being shared

In addition it supports some nifty things that have never been seen elsewhere like correct mDNS reflection across LAN segments.
Compatible technology is found in Apple MacOS X (branded Bonjour and sometimes Zeroconf).

Package Dependencies:
X avahi-app-0.6.31_5

Tool to Backup and Restore files and directories.
pfSense GUI for BIND DNS server

Package Dependencies:
X bind-pfsense-0.10.3P4

Allows you to use LEDs for monitoring network activity on supported platforms (ALIX, WRAP, Soekris, etc.)

Package Dependencies:
S blinkled-0.1

The cron utility is used to manage commands on a schedule

darkstat is a network statistics gatherer. It's a packet sniffer that runs as a background process on a cable/DSL router, gathers all
sorts of statistics about network usage, and serves them over HTTR.

Package Dependencies:
R darkstat-3.0.719

A free implementation of the RADIUS protocol

Support: MySQL, PostgreSQL, LDAP, Kerberos.

FreeRADIUS and FreeRADIUS2 settings are not compatible so don't use them together or try to update.
0On pfSense docs there is a how-to which could help you on porting users.

Package Dependencies:
Vbash43421 Rfreeradius22.2.9

Install

Install



Package Manager

FTP_Client_Proxy
gwled

haproxy

haproxy-devel

iftop

iperf

LADVD

Lightsquid

mailreport

mitr-nox11

0322

0.24.1

0.48

0.48

0172

2.0.5.5_1

1212

3.04

3.01

0.85.6_1

Basic FTP Client Proxy using ftp-proxy from FreeBSD.
Allows you to use LEDs for monitoring gateway status on supported platforms (ALIX, WRAPR, Soekris, etc.)

The Reliable, High Performance TCP/HTTP(S) Load Balancer.
This package implements the TCR, HTTP and HTTPS balancing features from haproxy.
Supports ACLs for smart backend switching.

Package Dependencies:
@ haproxy-1.6.4

The Reliable, High Performance TCP/HTTP(S) Load Balancer.
This package implements the TCR, HTTP and HTTPS balancing features from haproxy.
Supports ACLs for smart backend switching.

Package Dependencies:
R haproxy-devel-1.7.d2

Realtime interface monitor (console/shell only).

Package Dependencies:
¥ iftop-1.0.p4

Iperf is a tool for testing network throughput, loss, and jitter.

Package Dependencies:
Yiperf2.0.5

Send and decode link layer advertisements. Support for LLDP (Link Layer Discovery Protocol), CDP (Cisco Discovery Protocol),
EDP (Extreme Discovery Protocol) and NDP (Nortel Discovery Protocaol).

Package Dependencies:
R ladvd-1.1.0

LightSquid is a high performance web proxy reporting tool. Includes proxy realtime statistics (SQStat). Requires Squid3 package.

Package Dependencies:
R lightsquid-1.8_4 Y lighttpd-1.4.39_1

Allows you to setup periodic e-mail reports containing command output, and log file contents

Enhanced traceroute replacement. mtr combines the functionality of the traceroute and ping proegrams in a single network
diagnostic tool.

Package Dependencies:
R mitr-nox11-0.86

+ )

nmap

Notes

nrpe

nut

Open-VM-Tools

OpenBGPD

openvpn-client-
export

1441

0292

2311

231

1280544.13_2

0.11_4

13.8

NMap is a utility for network exploration or security auditing.

It supports ping scanning (determine which hosts are up), many port scanning techniques (determine what services the hosts are
offering), version detection (determine what application/service is running on a port), and TCP/IP fingerprinting (remote host 0S or
device identification). It also offers flexible target and port specification, decoy/stealth scanning, SunRPC scanning, and more.

Package Dependencies:
/¥ nmap-7.12

Track things you want to note for this system. = Install

pfSense GUI for Nagios NRPE nrpe is used to execute Nagios plugins on remote hosts and report the results to the main Nagios
server. From the Nagios homepage: Allows you to execute "local’ plugins (like check_disk, check_procs, etc.) on remote hosts. The

check_nrpe plugin is called from Nagios and actually makes the plugin requests to the remote host. Requires that nrpe be running

on the remote host (either as a standalone daemon or as a service under inetd).

Package Dependencies:
R nrpe-ssl-2.15.6

Network UPS Tools

Package Dependencies:
Vnut2.7.4

VMware Tools is a suite of utilities that enhances the performance of the virtual machine's guest operating system and improves
management of the virtual machine.

Package Dependencies:
R open-vm-tools-nox11-1280544_12,1

OpenBGPD is a free implementation of the Border Gateway Protocol, version 4. It allows ordinary machines to be used as routers m
exchanging routes with other systems speaking the BGP protocol.

WARNING! Installs files to the same place as Quagga OSPF. Installing both will result in a broken state, remove this package

before installing Quagga OSPF.

Package Dependencies:
@ openbgpd-5.2.20121209_2

Allows a pre-configured OpenVPN Windows Client or Mac 0S X's Viscosity configuration bundle to be exported directly from
pfSense.

Package Dependencies:
¥ zip-3.0_1 %p?z\p—‘\ 514 R openvpr-client-export-2.3.11
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Package Manager

pfBlockerNG 2.017
Quagga OSPF 0.6.14
routed 1.232
RRD_Summary 1312

Service_Watchdog 1.8.3

Shellemd 1.022
siproxd 1.1.22
snort 3.29.1.14
softflowd 1212

pfBlockerNG is the Next Generation of pfBlocker.

Manage IPv4/v6 List Sources into 'Deny, Permit or Match' formats.

Country Blocking Database by MaxMind Inc. (GeoLite Free version).
De-Duplication, Suppression, and Reputation enhancements.

Provision to download from diverse List formats.

Advanced Integration for Proofpoint ET IQRisk IP Reputation Threat Sources.
Domain Name (DNSBL) blocking via Unbound DNS Resoclver.

Package Dependencies:
RQwhois5.1.5 W GeolP-1.69 Nlighttpd-1.4.30_1 W grepcidr-2.0 N aggregate-1.6_1

OSPF routing protocol using Quagga.
WARNING! Installs files to the same place as OpenBGPD. Installing both will break things.

Package Dependencies:
R quagga-1.0.20160315

RIP v1 and v2 daemon.

RRD Summary Page, which will give a total amount of traffic passed In/Out during this and the previous menth.
Monitors for stopped services and restarts them.

The shellemd utility is used to manage commands on system startup.

Proxy for handling NAT of multiple SIP devices to a single public IP.

Package Dependencies:
S siproxd-0.8.1

Snort is an open source network intrusion prevention and detection system (IDS/IPS). Combining the benefits of signature,
protocol, and anomaly-based inspection.

Package Dependencies:
Whbamnyard2-1.13 R snort-2.9.8.3

Softflowd is flow-based network traffic analyser capable of Cisco NetFlow data export.

Softflowd semi-statefully tracks traffic flows recorded by listening on a network interface or by reading a packet capture file. These
flows may be reported via NetFlow to a collecting host or summarised within softflowd itself.

Softflowd supports Netflow versions 1, 5 and 9 and is fully IPv6-capable - it can track IPv6 flows and send export datagrams via
IPv6. It also supports export to multicast groups, allowing for redundant flow collectors.

Package Dependencies:
QY softflowd-0.9.8_2

squid

squidGuard

sudo

suricata

syslog-ng

System_Patches

zabbix-agent

zabbix-proxy

0.4.21

1143

0292

3.07

11.2.3

1141

0892

0892

High performance web proxy cache (3.5 branch). It combines Squid as a proxy server with its capabilities of acting asa HTTP /
HTTPS reverse proxy. It includes an Exchange-Web-Access (OWA) Assistant, SSL filtering and antivirus integration via C-ICAP.

Package Dependencies:
D squid_radius_auth-1.10 R squid-3.519 N squidclamav-6.14 % cicap-modules-0.4.2_1

High performance web proxy URL filter.

Package Dependencies:
Q squidguard-1.4_15

sudo allows delegation of privileges to users in the shell so commands can be run as other users, such as root.

Package Dependencies:
@ sudo-1.8.16

High Performance Network IDS, IPS and Security Monitoring engine by OISF.

Package Dependencies:
D suricata-3.0.2 R barnyard2-1.13

Syslog-ng syslog server. This service is not intended to replace the default pfSense syslog server but rather acts as an
independent syslog server.

Package Dependencies:
QVlogrotate3.9.2 R syslogng3.7.31

A package to apply and maintain custom system patches.

LTS (Leng Term Support) release of Zabbix Monitoring agent. Zabbix LTS releases are supported for Zabbix custemers during five
(5) years i.e. 3 years of Full Support (general, critical and security issues) and 2 additional years of Limited Support (critical and
security issues only). Zabbix LTS version release will result in change of the first version number.

Package Dependencies:
Q zabbix22-agent-2.2.11_1

LTS (Long Term Support) release of Zabbix Agent proxy. Zabbix LTS releases are supported for Zabbix customers during five (5)
years i.e. 3 years of Full Support (general, critical and security issues) and 2 additional years of Limited Support (critical and
security issues only). Zabbix LTS version release will result in change of the first version number.

Package Dependencies:
D zabbix22-proxy-2.2.11_1

Install
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Package Manager

QP pfSense.ega.orth - Syste...

€ D8 nitpsy)

COMMUNITY EDITION

X T+

192.168.89.254/pkg_mgr_install.php?pkg=pfiense-pkg-RF c

Installed Packages  Available Packages

System / Package Manager / Package Installer

Package Installer

Confirmation Required to install package pfSense-pkg-RRD_Summary.

Electric Sheep Fencing LLC

o
i
a
-
>
®
]

view license

@@ pfSense.ega.orth - Syste.. X +

o8
i
<]
-
>
]
]

€ #. | https//192.168.89.254 /pkg_mgr_install.php c

COMMUNITY EDITION

System / Package Manager/ Package Installer 2]

pfSense-pkg-RRD_Summary installation successfully completed.

Installed Packages  Available Packages Package Installer

N
(. U U U U % U % % 9 % % % % % % % % YA
Package Installation
-

4 EiB to be downloaded.
Fetching MS'MHE:Y*:.S.:_Z.%: . done
Checking integrity... done (0 conflicting)
[1/1] Installing pfSense-pkg-RRD Summary-1.
[1/1] Extracting pfSense-pkg-ERD Summary-1l.

Saving updated package informationm...

3
2

done.

Loading package configuration... done.
Configuring package components...
Custom commands. ..

Menu items... done.

Writing configuration... done.

»>»> Cleaning up cache... done.

Success v

Electric Sheep Fencing LLC view license

pfSense
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Package Manager

@ pfSense.ega.orth - Syste.. X 4

€ & | htt

//192.168.89.254/pkg_mar_installed.php

COMMUNITY EDITION

System / Package Manager/ Installed Packages

Installed Packages  Available Packages

Installed Packages

Name Category Version Description Actions
' RRD_Summary sysutils 1.3.1.2 RRD Summary Page, which will give a total amount of traffic passed In/Out during this and the I3
previous month.

< =Update % = Current

i = Remove 1 =Information £3 = Reinstall

Package is configured but not (fully) installed

pfSense

Electric Sheep Fencing LLC

view license

Q@ pfSenseega.orth- Syste.. X+

&

£, | hitps://192.168.89.254, pkg_mgr_installed.php c

poy
iii
(<]
-
»
®
[}

COMMUNITY EDITION

System / Package Manager / Installed Packages

Installed Packages  Available Packages

Packages

—
Installed Packages
Name Category Version

Description Actions
v OpenVM-Tools emulators 1280544.13_2 VMware Tools is a suite of utilities that enhances the performance of the virtual w31
machine's guest operating system and improves management of the virtual machine.
Package Dependencies:
D opern-vm-tools-nox11-1280544_12,1
+ RRD_Summary sysutils 1.3.1.2

RRD Summary Page, which will give a total amount of traffic passed In/Out during this Tl £3
and the previous month.

7~ =Update # =Current

fli = Remove 1=Information t3 = Reinstall

Package is configured but not (fully) installed

pfSense

Electric Sheep Fencing LLC

view license
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Firewall Rules

QF pfSense.ega.orth - Statusi., 2 4

€ (B hittps//192.168.89.254

COMMUNITY EDITION

Status / Dashboard A

System Information

Name

Version

Platform

CPU Type

Uptime
Current date/time

DNS server(s)

Last config change

State table size

MBUF Usage

LIRS U —

Schedules
pfSense.ega.orth Traffic Shaper

2.3.1-RELEASE-p5  Virtual IPs
built on Thu Jun 16 1205710 Gur 2u1o
FreeBSD 10.3-RELEASE-p3

The system is on the latest version.

pfSense

Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)

03 Hours 04 Minutes 52 Seconds
Tue Jul 12 15:37:37 ICT 2016

e 127.0.0.1
* 8844
« 8.8.8.8

Tue Jul 12 15:36:46 ICT 2016

0% (107/47000) Show states

a
5% (1520/29666)

n23,0.12, 0.09

https://192.168.89.254/firewall_rules.php

a2 WAN
%2 LAN

*
*

1000baseT <full-duplex=

1000baseT <full-duplex=

+ @

192.168.146.144

192.168.89.254

e-Government Agency

G-CERT
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Firewall Rules

QP pfSense.ega.orth - Firewal.. X = 4

&= £ | hitpsy//192.168.89.254 ffirewall_rules.php?if= FloatingRules

~ Firewall -

COMMUNITY EDITION

Firewall / Rules/ Floating ==
Floating WAN LAN
I
Rules (Drag to Change Order)
States Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions
floating rules are currently defined. Click the 1to a ew rule
ERE) N O O
i

Electric Sheep Fencing LLC view license

pfSense

e-Government Agency
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Firewall Rules

@@ pfSense.ega.orth - Firewal.. 4

& £ h ttps://192.168.89.254 ffirewall_rules.php?if=wan

COMMUNITY EDITION

Firewall / Rules/ WAN

Floating WAN LAN

Rules (Drag to Change Order)
Actions

States Protocol Source

pfSense

2
i
q
-
>
®
]

= =20

Port  Destination Port Gateway Queue Schedule Description

B o

Electric Sheep Fencing LLC view license

e-Government Agency
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Firewall Rules

Q@ pfSense.ega.orth - Firewal... 3 4

€ [ https://192.168.89.254 /firewall_rules.php?if=lan

Firewall ~
COMMUNITY EDITION

Firewall / Rules/ LAN

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination
v 1/45.32 MiB = = = LAN Address
O « 1/1KiB IPywd * LAN net o B
0 « o0/08B IPvb * LAN net * *

pfSense

Electric Sheep Fencing LLC

Gold - Help ~

= 2

Port Gateway Queue Schedule Description Actions

443 * 2 Anti-Lockout Rule o

80

* o none Default allow LAN to any rule i&‘@@m

Default allow LAN IPv6 to any rule 1.0

X £ O

* * none

view license

e-Government Agency
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Firewall Rules

= O X
@ What are Floating Rules-... X
i) @ | https://doc.pfsense.org/inde n/What_are_Floating_Rules El| & ®search wB U 3I 4 & =

SEARCH 2 Login

What are Floating Rules

® Page
® Discussion

= View source
® History Floating Rules are advanced Firewall Rules which can apply in any direction and to any or multiple interfaces. Floating Rules

are defined under Firewall > Rules on the Floating tab

NAVIGATION Many firewalls do not need any Floating Rules, or may only have them for the traffic shaper. For those choosing to use them

® Main Page they can make some complex filtering scenarios easier, at the cost of being a little harder to follow logically in the GUI

® New articles More advanced/low-level options are available on Floating Rules than can be found on normal per-interface rules
® Recentchanges

Floating Rules can:
® Available categories g

® Random page s Filter traffic from the firewall itself
® Help = Filter traffic in the outbound direction (all other tabs are Inbound processing only)
= Apply rules to multiple interfaces
= Apply filtering in a "last match wins" way rather than "first match wins" (quick)
® What links here = Apply traffic shaping to match traffic but not affect it's pass/block action
® Related changes = Much more

® Special pages
® Printable version
® Permanent link

Floating Rules are parsed before rules on other interfaces. Thus, if a packet matches a floating rule and the Quick option is
active on that rule, pfSense will not attempt to filter that packet against any rule on any other group or interface tab

Rules using the Queue action do not work with quick checked

Categories: FAQ | Firewall Rules

PRIVACY POLICY ABOUT PFSENSEDOCS DISCLAIMERS

[Ewi] MedT(JJ\L';lkI This page was last modified on 29 December 2014, at 09:00. This page has been accessed 43,939 times.

G-CERT
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Firewall Rules

P pfSense.ega.orth - Firewal.. X = -

= [ https://192.168.89.254 firewall_rules.php?if=FloatingRules c Search

@sen e System ~ Interfaces ~ Firewall ~

COMMUNITY EDITION

Firewall / Rules/ Floating

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source

pfSense

Port  Destination Port Gateway Queue Schedule

Electric Sheep Fencing LLC

ey
i
<]
-
>
®
i

Gold ~ Help ~

= =20

Description Actions

[

view license

e-Government Agency
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Firewall Rules

Firewall / Rules / Floating / Edit =l 2
Action Pass ~

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled [ Disable this rule

Set this option to disable this rule without removing it from the list.

Quick Apply the action immediately on match.

Set this option to apply this action to traffic that matches this rule immediately.

Interface WAN
LAN

Choose the interface(s) for this rule.

Direction any LV
Floating
Address Family Py v

Select the Internet Protocol version this rule applies to.

Protocol uDp v

Choose which IP protocol this rule should match.

G-CERT

“EGA
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Firewall Rules

Source ] Invert match. any >

Destination

Destination [ Invert match. Single host or alias i 8844 /
Destination port range DNS (53) v DNS (53) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

Extra Options

Log Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page).

Description allow to Google's DNS server.

A description may be entered here for administrative reference.

Advanced Options :]

Rule Information

Created 7/12/16 16:57:00 by admin@192.168.89.1

Updated 7/12/16 16:57:00 by admin@192.168.89.1

e-Government Agency
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Firewall Rules

@ pfSense.ega.orth - Firewal.. X = 4

€

% https://192.168.89.254 firewall_rules

xsen

COMMUNITY EDITION

Firewall / Rules/ Floating

Floating WAN LAN

Rules (Drag to Change Order)
States  Protocol

0 «MWE= 0/0B IPvUDP

.php?if=FloatingRules c Search wB 9 & &4 & =

VPN ~ Status E i Gold ~ Help ~

=l E

Source Port Destination Port Gateway Queue Schedule Description Actions

o g 8.8.4.4 53 (DNS) & none allow to Google's DNS server. 1.4 @ @ i

Xz CN) O

pfSense Electric Sheep Fencing LLC view license

e-Government Agency
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Firewall Rules

@ pfSense.ega.orth - Firewal... X = =

€

[ https://192.168.89.254 firewall_rules.php?if=FloatingRules

COMMUNITY EDITION

Firewall / Rules / Floating

Floating WAN LAN

Rules (Drag to Change Order)

Firewall ~

States Proiocol Source Port Destination

O = 0/0B IPv4 UDP  * LS 8.8.4.4

U]
<
v
L

0/0B  IPv4UDP

O M= 00B IPv4TCP

LAN net * *

LAN net L &

pfSense

— O X
c Search wBE U 3 4 @ =

VPN ~ Status - Diagnostics

= B0

Port Gateway Queue Schedule Description Actions

53 (DNS) & none allow to Google's DNS server. LS Dom
123(NTP)  * none 1. 00m
3306 & none allow users to MySQL service s 0om

Xz N O

Electric Sheep Fencing LLC view license
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Object Aliases

Q@ pfSense.ega.orth - Statust... 2

€ (08 hips//192.168.89.254

XSen e

COMMUNITY EDITION

+

Status / Dashboard -

System Information Schedules

Version

Platform

CPU Type

Uptime
Current date/time

DNS server(s)

Last config change

State table size

MBUF Usage

https://192.168.89.2 54/ firewal|_aliases.php

Rules

pfSense.ega.orth

Traffic Shaper s WAN 4 1000baseT <full-duplex>

2.3.1-RELEASE-p5 |  Virtual IPs ks LAN » 1000baseT <full-duplex=

built on Thu Jun 16 1205110 GuT 2UTD
FreeBSD 10.3-RELEASE-p3

Obtaining update status £¥

pfSense

Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)

04 Hours 33 Minutes 26 Seconds
Tue Jul 12 17:06:22 ICT 2016

® 127.0.0.1
* 8844
* 3.8.88

Tue Jul 12 17:05:03 ICT 2016

0% (15/47000) Show states

a
5% (1530/29666)

0.08, 0.06, 0.07

192.168.146.144

192.168.89.254

+ @

Interfaces (%]

e-Government Agency
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Object Aliases

Q9 pfSense.ega.orth - Firewal... X = 4
€ [ https://192.168.89.254/firewall_aliases.php

Interf Firewall « Status ~

COMMUNITY EDITION

Firewall / Aliases/ IP

IP Ports URLs All

Firewall Aliases IP

Gold ~

HE||;:- -

Name Values Description

Electric Sheep Fencing LLC

pfSense

view license

Actions

e-Government Agency
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Object Aliases

QP pfSense.ega.orth - Firewal... X 4

€ [ https://192.168.89.254 firewall_aliases_edit.php?id=0

Gold ~ Help ~

E System - Interfaces ~ Firewall -
COMMUNITY EBITION

Firewall / Aliases/ Edit

Name Google_DNS_servers

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _".

Description Google DNS servers

A description may be entered here for administrative reference (not parsed).

Type Host(s)

Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnames are periodically
re-resolved and updated. If multiple IPs are returned by a DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or a small subnet such

as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated.

Hint

IP or FQDN 88.44 Entry added Tue, 12 Jul 2016 17:07:55 +0700

8.8.8.8 Entry added Tue, 12 Jul 2016 17:07:55 +0700

Electric Sheep Fencing LLC view license

pfSense

e-Government Agency
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Object Aliases

Q@ pfSense.ega.orth - Firewal... +

€ #.  https://192.168.89.254 frewall_aliases.php?tab=ip c Search

@se" B i irewa Services Status -

COMMUNITY EDITION

Firewall / Aliases/ IP

IP Poris URLs All

Firewall Aliases IP

= il @

Name Values Description
Google_DNS_servers 8844 8888 Google DNS servers

pfSense Electric Sheep Fencing LLC

view license

Actions

S

e

e-Government Agency

G-CERT
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Object Aliases

Source [] Invert match. any ~ Source Address /

Display Advanced [ ]

Destination

Destination L] Invert match. Single host or alias v Google_DNS_servers
Destination port range DNS (53) ~ DNS (53) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

Rules (Drag to Change Order)

States Protocol Source Port Destination Alias details | Actions
[ MW= 0/0B IPv4UDP * * Google DNS servers. ~ value Description rogle's DNS server. 1. f QM
8.8.4.4 Entry added Tue, 12 Jul 2016 17:07:55 +0700
0 W= 0/0B IPv4UDP LANnet *  * 8.8.8.8 Entry added Tue, 12 Jul 2016 17:07:55 +0700 1.4 0Dom
[ MW= 0/0B IPvATCP LANnet * * 3306 * none allow users to MySQL service &_, FSINm

G-CERT

“EGA
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Object Aliases

Firewall / Aliases/ IP =l @

Cannot delete alias. Currently in use by allow to Google's DNS server..

P Ports URLs All

Firewall Aliases IP

Name Values Description Actions

Google DNS_servers 8844 8888 Google DNS servers S

G-CERT

EGA
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Object Aliases

Firewall / Aliases/ All =l @
IP Ports URLs All
|
Firewall Aliases All
Name Values Description Actions
Google_DNS_servers 8844 88838 Google DNS servers A
Mail_port 25, 110, 143, 465, 587, 993, 995 Mail ports S0

G-CERT

EGA N2
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Object Aliases

Source 1 Invert match. any ~ Source Address /

Display Advanced [ ]

Destination

Destination O Invert match. any V Destination Address /
Destination port range (other) ¥ Mail_port (other) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

Rules (Drag to Change Order)

States Protocol Source  Port Destination Port Gateway Queue Schedule Description Actions

O W& 0/0B IPv4UDP * * Google DNS servers 53 (DNS) * B allow to Google's DNS server. 3. 00m
Alias details

0 «#MW= 0/0B IPv4UDP LANnet * * 123 (NTP) $o0om
Value Description

0 MW= 0/0B IPv4TCP LANnet * * 3306 25 SMTP allow users to MySQL service S 00m
110 POP3

1 MW= 0/0B IPvdTCP * * * Mailport. 442 AP allow Mail services 1.4 000
465 SMTP-5S5L
803 IMAP-55L

0 895 POP3-55L

o~

G-CERT
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Object Aliases

Firewall / Aliases/ All =l @
IP Ports URLs All
Firewall Aliases All

Name Values Description Actions

Google DNS_servers 8844 8888 Google DNS servers S

MailGoThai outgoing mail go.th, incoming mail go.th & 0

Mail_port 25, 110, 143, 465, 587, 993, 005 Mail ports |

Rules (Drag to Change Order)

States Protocol Source  Port Destination Port Gateway Queue Schedule Description Actions
(3 vWE 008 IPvauDP  * * Google DNS servers 53 (DNS)  * none allow to Google's DNS server. 1L 000
O MW= 0/0B IPv4UDP LANnet *  * 123 (NTP) * none LoeO0m
O MW= 0/0B IPvATCP LANnet *  * Alias details MySQLsevice 3. D)@
OO0 vWE 0/0B IPATCP  * * MailGoThai  Value Description k.. EWIR1Z)

outgoing.mail.go.th  Entry added Tue, 12 Jul 2016 17:33:41 +0700

incoming.mail.go.th Entry added Tue, 12 Jul 2016 17:33:41 +0700 5

o~
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Firewall Schedules

@ pfSense.ega.orth - Status:..

€ £, | https://192.168.89.254

wSen e

COMMUNITY EDITION

Status / Dashboard

System Information

Name

Version

Platform

CPU Type

Uptime
Current date/time

DNS server(s)

Last config change

State table size

MBUF Usage

+

Firewall ~

Aliases

NAT + e

Interfaces (Y x]
ala WAN 4
s LAN >

pfSense.ega.orth 1000baseT =<full-duplex= 192.168.146.144

Traffic Shaper

1000baseT <full-duplex= 192.168.89.254

2.3.1-RELEASE-p5 Virtual IPs
built on Thu Jun 16 rzzasmra e 2zu1o
FreeBSD 10.3-RELEASE-p3

The system is on the latest version.

pfSense

Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)

06 Hours 53 Minutes 17 Seconds
Tue Jul 12 19:26:32 ICT 2016

= 127.0.0.1
= 3844
= 3888

Tue Jul 12 18:05:23 ICT 2016

0% (108/47000) Show states

[ |
5% (1530/29666)

n.22,0.13,0.09

https://192.168.89.254/firewall_schedule.php

e-Government Agency
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Firewall Schedules

@ pfSenseega.orth - Firewal.. X 4

€ [ https://192.168.89.254 firewall_schedule.php

“Sen e

COMMUNITY EDITION

Firewall / Schedules

Searcl ﬁEUlﬁe =

Gold ~ Help ~

Name Range: Date / Times / Name

pfSense

Electric Sheep Fencing LLC

Description Actions

view license

e-Government Agency

G-CERT
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Firewall Schedules

Firewall / Schedules / Edit (2]

Schedule Information

Schedule Name Allow_Vendor_Remote_to_MySQL

Description
Month July_16 v
Date July_2016
Mon Tue Wed Thu Fri Sat Sun
1 2 3
4 5 6 7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 31
Click individual date to select that date only. Click the appropriate
weekday Header to select all occurrences of that weekday.
Time 8 ~ 30 v 16 v 30 ~
Time range description sraviaiayans v Vendor ¥i1ns remote andawaas MySQL server

Configured Ranges

G-CERT

“EGA
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Firewall Schedules

Firewall / Schedules / Edit e

Schedule Information

Schedule Name Allow_Vendor_Remote_to_MySQL

The name of the schedule may only consist of the characters "a-z, A-Z, 0-9 and _".

Description

A description may be entered here for administrative reference (not parsed).

Month July_16

Date July_2016
Meon Tue Wed Thu Fri Sat Sun
1 2 3
4 3 6 7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 31

Click individual date to select that date only. Click the appropriate
weekday Header to select all occurrences of that weekday.

Time 0 v 00 v 23 v 59 v
Start Hrs Start Mins Stop Hrs Stop Mins

Select the time range for the day(s) selected on the Month(s) above. A full day is 0:00-23:59.

Time range description

A description may be entered here for administrative reference (not parsed).

Y
Configured Ranges

July 18- 22 8:30 16:30 Hnaniayanali Ven

Day(s) Start time Stop time Description

G-CERT
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Firewall Schedules

@ pfsense.ega.orth - Firewal... -+

& ¥, | https://192.168.89.254/firewall_schedule.php

@Sﬂ“ E m Interfaces ~ Firewall = Services ~ VPN - Status ~ Diagnostics Gold -

COMMUNITY EDITION

Firewall / Schedules

Name Range: Date / Times / Name

Allow_Vendor_Remote_to_MySQL July 18 - 22 / 8:30-16:30 / 1wrawiauaal Vendor vinnns remote andlaw@sas MySQL server

@ Indicates that the schedule is currently active.

i

pfSense Electric Sheep Fencing LLC view license

wB O 3 & 0 =

Help -

Actions

Description

e-Government Agency

&
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Firewall Schedules

Source [] Invert match. Single host or alias w Vendor_subnets /

Display Advanced [ ]

Destination

Destination (] Invert match. Single host or alias ol MySQL_server /
Destination port range (other) h 3306 (other) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

Extra Options

Log Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see

the Status: System Logs: Settings page).

Description | Allow Vendors to MySQL server|

A description may be entered here for administrative reference.

Advanced @ D

G-CERT
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Firewall Schedules

VLAN Prio Set

Schedule

Gateway

In / Out pipe

Ackqueue / Queue

none E|

Choose 802 1p pricrity to-apph-

Allow_Vendor_Remote_to_MySQL E|

g ‘none’ to leave the rule enabled all the time.

default E|

Leave as ‘default’ to use the system routing table. Or choose a gateway to utilize policy based routing.
none E| none E|

Choose the Out queue/Virtual interface only if In is also selected. The Out selection is applied to traffic leaving the interface where the rule is created,

the In selection is applied to traffic coming into the chosen interface.
If creating a floating rule, if the direction is In then the same rules apply, if the direction is Out the selections are reversed, Out is for incoming and Inis

for outgoing.
none E| none E|

Choose the Acknowledge Queue only if there is a selected Queue.

e-Government Agency
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Firewall Schedules

COMMUNITY EDITION

Floating WAN

States
O «+» o0/0B
O «MW o0/0B
O «MW o0/0B
O «MW o0/0B
O «MW o5
= KiB
O «+#» o0/0B
i ]

P pfSenseega.orth - Firewal... > 4+

LAN

Protocol

IPv4 UDP

IPvd UDP

IPv4 TCP

IPv4 TCP

IPv4

ICMP

IPv4 TCP

Firewall / Rules / Floating

Source

*

LAN net

LAN net

Vendor
subnets

€ [ https://192.168.89.254/firewall_rules.phpfif=Floatin

grules

Port Destination

*

pfSense

Google DNS
servers

*

MailGoThai

MySQL server

Port

53 (DNS)
123
(NTP)

3306

Mail port

3306

Gateway Queue Schedule

*

none

none

none

none

none

none

Electric Sheep Fencing LLC

Allow Vendor Remote to

MySQL

R ) X X

view license

ey
g
<]
-
»
®
[}

it

Rules (Drag to Change Order)

Description

allow to Google's DNS
server.

allow users to MySQL
service

allow Mail services

Allow Vendors to MySQL
server

il 9

Actions

3.4 00
i}
1400
i}
1400
i1
L1400
i}
3.4 0@
i}

1.4 00
L]

e-Government Agency
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Logging

QP pfSense.ega.orth - Status... X+

& (% https://192.168.89.254

COMMUNITY EDITION

Firewall ~

Status ~

Diagnostics «

Gold ~

Help -

Status / Dashboard

System Information

Version

Platform

CPU Type

Uptime
Current date/time

DNS server(s)

Last config change
State table size

https://192.168.89.254/status_logs.php

pfSense.ega.orth

2.3.1-RELEASE-p5 (amd64)
built on Thu Jun 16 12:53:15 CDT 2016
FreeBSD 10.3-RELEASE-p3

Obtaining update status Lo

pfSense

Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)

03 Hours 41 Minutes 58 Seconds
Wed Jul 13 15:48:29 ICT 2016

* 127.0.0.1
* 3.8.44
* £8.8.8

Tue Jul 12 19:43:38 ICT 2016

0% (70/47000) Show states
[ |

=%

N _ |

Captive Portal
CARP (failover)
Dashboard
DHCP Leases
DHCPv6 Leases
Filter Reload
Gateways
Interfaces
IPsec

Load Balancer
Monitoring
NTP

OpenVPN
Package Logs
Queues

RRD Summary

UPnP & NAT-PMP

baseT <full-duplex>

baseT <full-duplex>

192.168.146.144

192.168.89.254

e-Government Agency
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Logging

@ pfSense.ega.orth - Statuss., 2 4+ - »
€« 8 hitps://192.168.89.254/status_logs_filter.php c Q, Search 'L".';' B 4+ ®# © =

@sen E m Firewall = Services Diagnostics Gold - Help -

COMMUNITY EDITION

Status / System Logs/ Firewall / Normal View YTFX0
System Firewall DHCP Captive Portal Auth IPsec PPP VPN Load Balancer OpenVPN NTP Settings
—
Mormal View Dynamic View Summary View
——
Action Time Interface Source Destination Protocol
x Jul 13 15:24:56 LAN 1192 168.89.1:68 1) 192 168.89.254:67 UDP
x Jul 13 15:24:59 LAN 1192 168.80.1:68 1) 192 168.89.254:67 UDP
x Jul 13 15:25:03 LAN 1192 168.80.1:68 1(+)192 168 89 254:67 UDP
x Jul 13 15:25:12 LAN 1192 168.80.1:68 1) 192 168.89.254:67 UDP
x Jul 13 15:26:24 LAN 1(192.168.89.1:68 1) 192.168.80.254:67 UDP
x Jul 13 15:26:28 LAN 1(192.168.80.1:68 1) 192.168.80.254:67 UDP
x Jul 13 15:26:32 LAN 1(192.168.89.1:68 1) 192.168.80.254:67 UDP
x Jul 13 15:26:40 LAN 1(192.168.89.1:68 1) 192.168.80.254:67 UDP
x Jul 13 15:27:08 LAN 1192 168.80.1:68 1) 192 168.89.254:67 UDP
x Jul 13 15:27:13 LAN 1192 168.80.1:68 1) 192 168.89.254:67 UDP v

G-CERT
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Logging

Status / System Logs/ Settings e

System Firewall DHCP Captive Portal Auth IPsec PPP VPN Load Balancer OpenVPN NTF

General Logging Options

Forward/Reverse Display Show log entries in reverse order (newest entries on top)

GUI Log Entries 100

This is only the number of log entries displayed in the GUI. It does not affect how many entries are contained in the actual log files.

Where to show rule Display as column i

descriptions Show the applied rule description below or in the firewall log rows.

Displaying rule descriptions for all lines in the log might affect performance with large rule sets.
Local Logging [] Disable writing log files to the local disk

Reset Log Files 1l ResetLog Files

Clears all local log files and reinitializes them as empty logs. This also restarts the DHCP daemon. Use the Save button first if any setting changes have
been made.

Remote Logging Options

Enable Remote Logging [ Send log messages to remote syslog server

G-CERT

“EGA
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Logging

@ pfSense.ega.orth - Status... > 4 — x
€« 8 https://192.168.89.254/status_logs_filter.php c Q, Search 'E:'r B 4+ A @ =

“sen e

COMMUNITY EDITION

Status / System Logs/ Firewall / Normal View YT X0
System Firewall DHCP Captive Portal Auth IPsec PPP VPN Load Balancer OpenVPN NTP Settings
——
Normal View Dynamic View Summary View
|
Action Time Interface Rule Source Destination Protocol
b4 Jul 13 15:53:45 LAN Default deny rule IPv4 (1000000103) 1=1102.168.89.1:68 1 255 255 255 255:67 UDP
x Jul 13 15:53:38  LAN Default deny rule IPv4 (1000000103) 1= 192.168.89.1:68 1 192.168.89.254:67 UbpP
b4 Jul 13 15:53:34 LAN Default deny rule IPv4 (1000000103) 151192.168.89.1:68 1t 192 168.89.254:67 UDP
X Jul 13 15:53:30 LAN Default deny rule IPv4 (1000000103) 1 192.168.89.1:68 1 192.168.89.254:67 ubpP
b4 Jul 13 15:53:04 LAN Default deny rule IPv4 (1000000103) 151192.168.89.1:68 1t 192 168.89.254:67 UDP
x Jul 13 15:52:535 LAN Default deny rule IPv4 (1000000103) 15 192.168.89.1:68 1 192.168.89. 25467 ubpP
X Jul 13 15:52:50 LAN Default deny rule IPv4 (1000000103) 151192.168.89.1:68 1t 192 168.89.254:67 UDP
x Jul 13 15:52:45 LAN Default deny rule IPv4 (1000000103) 15 192.168.89.1:68 1 192.168.89. 25467 ubpP
x Jul 13 15:51:34 LAN Default deny rule IPv4 (1000000103) 151192.1658.89.1:68 1) 192 168.89.254:67 UDP
x Jul 13 15:51:25 LAN Default deny rule IPv4 (1000000103} 15 192.168.89.1:68 1 192.168.89. 25467 ubpP J
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Logging

Status / System Logs/ Firewall / Normal View

System Firewall DHCP Captive Portal Auth IPsec PPP VPN Load Balancer OpenVPN NTP Settings
I
Mormal View Dynamic View Summary View
|

T/F,0

Advanced Log Filter (=]

111111111311

Source |IP Address Destination |P Address
[] Pass
Time Source Port Protocol
[] Block
Interface Destination Port Protocol Flags

Regular expression reference Precede with exclamation (1) to exclude match.

Quantity

e-Government Agency
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Logging

Status / System Logs/ Firewall / Normal View YT F£0
System Firewall DHCP Captive Portal Auth IPsec PPP VPN Load Balancer OpenVPN NTP Settings
Mormal View Dynamic View Summary View

|

Advanced Log Filter

100 Matched Firewall Log Entries. (Maximum 100)

Action Time Interface Rule Source Destination Protocol
v Jul 13 16:07:53  » WAN USER_RULE (1468321394) 15 192.168.146.144 1 111.111.111.111 ICMP
v Jul 13 16:07:53  LAN USER_RULE (1468321304) 15 192.168.89.1 160 111.111.111.111  ICMP
v Jul 13 16:07:53  » WAN USER_RULE (1468321394) 16 192.168.146.144 1 111.111.111.111 ICMP
v Jul 13 16:07:53  LAN USER_RULE (1468321304) 15 192.168.89.1 10 111.111.111.111  ICMP
v Jul 13 16:07:53  » WAN USER_RULE (1468321394) 16 192.168.146.144 1 111.111.111.111 ICMP
v Jul 13 16:07:53 LAN USER_RULE (1468321394) 16 192.168.89.1 16 111.111.111.111  ICMP
v Jul 13 16:07:53  » WAN USER_RULE (1468321394) 16 192.168.146.144 1 111.111.111.111 ICMP
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Logging

Remote Logging Options

Enable Remote Logging Send log messages to remote syslog server

Source Address LAN v

This option will allow the logging daemon to bind to a single IP address, rather than all IP addresses. If a single IP is picked, remote syslog servers
must all be of that IP type. To mix IPv4 and IPv6 remote syslog servers, bind to all interfaces.

MOTE: If an IP address cannot be located on the chosen interface, the daemon will bind to all addresses.

IP Protocol IPvd v

This option is only used when a non-default address is chosen as the source above. This option only expresses a preference; If an IP address of the
selected type is not found on the chosen interface, the other type will be tried.

Remote log servers 192.168.89.253:514 Pl:port] |IP[:port]
Remote Syslog Contents Everything

System Events

Firewall Events

DHCP service events

Portal Auth events

VPN (PPTE IPsec, OpenVPN) events

Gateway Monitor events

Server Load Balancer events

Wireless events

Syslog sends UDP datagrams to port 514 on the specified remote syslog server, unless another port is specified. Be sure to set syslogd on the remote

server to accept syslog messages from pfSense.
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NTP server

@@ pfSenseega.orth - Status... > - X
€& (8 hitps//192.168.89.254 @ | Q Search v B8 ¥ i © =

Firewall ~ Services ~

COMMUNITY EDITION

Captive Portal

Status / Dashboard DHCP Relay + 0
DHCP Server
System Information DHCPV6 Relay Interfaces o0
Mame pfSense.ega.or.th DHCPVE Server & RA a5a WAN o 1000baseT <full-duplex= 192.168.146.144
Version 2.3.1-RELEASE-pS5 (amd64) DNS Forwarder aoa LAN "‘ 1000baseT <full-duplex> 192.168.89.254
built on Thu Jun 16 12:53:15 CDT 2 DNS Resolver
FreeBSD 10.3-RELEASE-p3
Dynamic DNS
Obtaining update status £ IGMP Proxy
Platform pfSense Load Balancer
CPU Type Intel(R) Core(TM) i5-3230M CF

2 CPUs: 2 package(s) x 1 core(s) . PPPOE Server

Uptime 04 Hours 47 Minutes 05 Seconds SNMP
Current date/time Wed Jul 13 16:53:45ICT 2016 UPnP & NAT-PMP
Wake-on-LAN
DNS server(s) + 127.0.0.1
* 8844
* 88.88
Last config change Wed Jul 13 16:49:54 ICT 2016
State table size

0% (17/47000) Show states
https://192.168.89.254/services_ntpd.php [ | W
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NTP server

Services / NTP / Settings

Settings ACLs Serial GPS PPS

CouEeO

NTP Server Configuration

Interface WAN
LAN

Interfaces without an |P address will not be shown.

Selecting no interfaces will listen on all interfaces with a wildcard.

Selecting all interfaces will explicitly listen on only the interfaces/IPs specified.

Time Servers time.ega.or.th
time.navy.mi.th

timel.nimt.or.th

time2.nimt.or.th

Prefer

Prefer

Prefer

Prefer

L No Select
] Mo Select
L] Mo Select

L] Mo Select

e-Government Agency
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NTP server

Orphan Mode

NTP Graphs

Logging

Statistics Logging

Leap seconds

Orphan mode allows the system clock to be used when no other clocks are available. The number here specifies the stratum reported during orphan
mode and should normally be set to a number high enough to insure that any other servers available to clients are preferred over this server (default:
12).

Enable RRD graphs of NTP statistics (default: disabled).
Log peer messages (default: disabled).

Log system messages (default: disabled).
These options enable additional messages from NTP to be written to the System Log Status = System Logs = NTP.

Warning: These options will create persistent daily log files in /var/log/ntp.

Log reference clock statistics (default: disabled).
Log clock discipline statistics (default: disabled).

Log NTP peer statistics (default: disabled).

A leap second file allows NTP to advertise an upcoming leap second addition or subtraction. Normally this is only useful if this server is a stratum 1
time server.
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NTP server

@} pfSense.ega.orth - Status... X =+

€ (B nhtips//192.168.89.254

“sen

COMMUNITY EDITION

Firewall ~

Status ~

Gold ~ Help -

Status / Dashboard

System Information =N x

Name

Version

Platform

CPU Type

Uptime
Current date/time

DNS server(s)

Last config change
State table size

https://192.168.89.254/status_ntpd.php

pfSense.ega.orth

2.3.1-RELEASE-p5 (amd64)
built on Thu Jun 16 12:53:15 CDT 2016
FreeBSD 10.3-RELEASE-p3

Obtaining update status £

pfSense

Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)

04 Hours 56 Minutes 20 Seconds
Wed Jul 13 17:03:01 ICT 2016

* 127.0.0.1
+» 8.8.44
» 5.8.88

Wed Jul 13 17:02:20 ICT 2016

0% (113/47000) Show states
|

it
it

Se

Sy

Captive Portal
CARP (failover)
Dashboard
DHCP Leases
DHCPv6 Leases
Filter Reload
Gateways
Interfaces
IPsec

Load Balancer

OpenVPN

Package Logs
Queues

RRD Summary
Services
System Logs
Traffic Graph

UPnP & NAT-PMP

+ @

baseT <full-duplex= 192.168.146.144

192.168.89.254

7:03:08 (GMT+0700)

baseT <full-duplex=

64.115.18.123 (stratum 1, .PPS.)

e-Government Agency
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NTP server

QP pfSense.ega.orth - Statust... X — X
€« £, https://192.168.89.254/status_ntpd.php c Search B O 3 A © =

“Sen e

System ~ Interf Services Status ics Gold ~ Help ~

COMMUNITY EDITION

Status/ NTP CO=uEe

MNetwork Time Protocol Status

Status Server Ref ID Stratum Type When Poll Reach Delay Offset Jitter

Active Peer 164.115.18.123 .PP5. 1 u 63 G4 37 12.835 433.854 458.090
Candidate 113.53.247 3 .PPS. 1 u 61 64 a7 15.165 576.115 460.056
Candidate 203.185.69.60 .GPS. 1 u 1 G4 17 60.994 661.390 276.901
Candidate 203.185.69.59 .GPS. 1 u 60 64 T 7.006 582.430 464 687

pfSense

Electric Sheep Fencing LLC

view license
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NTP server

Status/ System Logs/ NTP

System Firewall

DHCP

Captive Portal Auth IPsec PPP

Last 84 NTP Log Entries. (Maximum 100)

Time

Jul 13 17:00:09

Jul 13 17:00:05

Jul 13 16:59:03

Jul 13 16:58:07

Jul 13 1625757

Jul 13 165757

Jul 13 165757

Jul 13 165757

Jul 13 16:57:55

Jul 13 16:57:52

Jul 13 16:57:50

Process
ntpd
ntpd
ntpd
ntpd
ntpd
ntpd
ntpd
ntpd
ntpd
ntpd

ntpd

PID

48102

48102

48102

48102

48102

48102

48102

48102

48102

48102

48102

Message

0.0.0.0 0613 03 spike_detect +0.140868 s
203.185.69.60 8024 84 reachable
164.115.18.123 911a 8a sys_peer
113.53.247 3 905a 8a sys_peer
203.185.69.59 8024 84 reachable
113.53.247 3 8044 84 reachable
164.115.18.123 903a 8a sys_peer
164.115.18.123 8024 84 reachable
0.0.0.0 618 08 no_sys_peer
0.0.0.0 ¢615 05 clock_sync

0.0.0.0 c61c Oc clock_step +1.757194 5

VPN

Load Balancer

OpenVPN

NTP

TACO=WMEO

Settings

e-Government Agency
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User Manager

P pfSense.ega.orth - Statust... 4 — >
€ (B hiips//192.168.89.254 c Search wB O ¥ A 0 =

Firewall ~ Se es Status ~ Diagnostics - Gold ~ Help -

COMMUNITY EDITION

Advanced
Status/ D Cert. Manager te

General Setup

Name Logout ja.or.th asa WAN 4 1000baseT <full-duplex= 192.168.146.144
Version Package Manager  ASE-p5 (amd64) isa LAN » 1000baseT =full-duplex= 192.168.89.254
Routing JJun 16 12:53:15 CDT 2016
).3-RELEASE-p3
Setup Wizard
Und 1is on the latest version.
CPU Type Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)
Uptime 04 Hours 59 Minutes 29 Seconds
Current date/time Wed Jul 13 17:06:11 ICT 2016
DNS server(s) * 127.0.0.1
* 85844
« 8.8.8.8
Last config change Wed Jul 13 17:03:20 ICT 2016
State table size
0% (88/47000) Show states
https://192.168.89.254/systemn_usermanager.php [ | ]

G-CERT
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User Manager

@ pfSense.ega.orth - Syste.. X 4 - *
c Search w B 0 3 & &6 =

€ £ | https;//192.168.89.254/system_usermanager.php

@sen E System - Interfaces - Firewall - Services Status - Diagnostics = Gold -

COMMUNITY ERITION

System / User Manager / Users

Users Groups Settings Authentication Servers
I
Username Full name Disabled Groups Actions
admin System Administrator admins &

pfSense Electric Sheep Fencing LLC view license

G-CERT

“EGA
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User Manager

User Properties

Defined by USER

Disabled [] This user cannot login
Username komkit

FaESWﬂl'd LLLL L L L LY g FYTYTIITIITT

Full name KOMEIT KHAMSAWAT

User's full name, for administrative information only

Expiration date

Leave blank if the account shouldn't expire, otherwise enter the expiration date

Group membership admins

Mot member of Member of

% Move to "Member of” list & Move to "Not member of” list

Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items.

Certificate [] Click to create a user certificate

G-CERT

“EGA
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User Manager

System / User Manager/ Users (2]
Users Groups Settings Authentication Servers
Username Full name Disabled Groups Actions
admin System Administrator admins r 4
] & komkit KOMKIT KHAMSAWAT admins &1

£¥7 O

G-CERT

EGA 2
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User Manager

System / User Manager / Groups (7]
Users @ Settings Authentication Servers

Group name Description Member Count Actions

all All Users ' d

admins System Administrators 2 4

G-CERT

EGA 2
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User Manager

System / User Manager / Groups/ Edit (2]
Users Groups Settings Authentication Servers

Group Properties

Group name EGA_Admin
Scope Local ~

Description EGA administrator

Group description, for administrative information only

admin

Group membership komit
omki

Mot members Members

» Move to "Members® & Move to "Mot members

Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items.

G-CERT

E 2
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User Manager

System / User Manager / Groups (2]
Users Groups Settings Authentication Servers
|
Group name Description Member Count Actions
admins System Administrators 2 4
all All Users 2 d
EGA_Admin EGA administrator 0 S

&= Add
Assigned Privileges

Name Description Action

o~

G-CERT

EGA N2

e-Government Agency 81



User Manager

System / User Manager / Groups / Edit/ Add Privileges

Users Groups

Settings Authentication Servers

Add Privileges for EGA_Admin

Assigned privileges

Filter

User - Config: Deny Config Write

User - System: Copy files (scp)

User - VPN: IPsec xauth Dialin

User - VPN: L2TP Dialin

User - VPN: PPPOE Dialin

User - Services: Captive Portal login

User - System: Shell account access

User - System: SSH tunneling

WebCfg - All pages

WebCfg - Dashboard (all)

WebCfg - Dashboard widgets (direct access).
WebCfg - Diagnostics: ARP Table

WebCfg - Diagnostics: Authentication
WebCfg - Diagnostics: Backup & Restore
WebCfg - Diagnostics: Command

WebCfg - Diagnostics: Configuration History
WebCfg - Diagnostics: CPU Utilization
WebCfg - Crash reporter

WebCfg - Diagnostics: DNS Lookup

WebCfg - Diagnostics: Edit File

Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items.

Show only the choices containing this term

L]

e-Government Agency

G-CERT

“EGA

82



User Manager

Assigned Privileges

Name Description Action

Web(Cfg - All pages Allow access to all pages L1}

G-CERT

EGA N2
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User Manager

Users Groups Settings Authentication Servers

Group Properties

Groupname | Read-Only |

Scope Local e

Description Read only

Group description, for administrative information only

admin

Group membership komiit
omki

Mot members Members

% Move to "Members® & Move to "Mot members

Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items.

G-CERT
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User Manager

Assigned Privileges

Name
User - Config: Deny Config Write
WebCfg - Dashboard (all)
WebCfg - Diagnostics: ARP Table
Web(Cfg - Diagnostics: Authentication
Web(Cfg - Diagnostics: CPU Utilization
WebCfg - Diagnostics: DNS Lookup
WebCfg - Firewall: Aliases
WebCfg - Firewall: Rules
Web(Cfg - Status: NTP

Web(Cfg - System: User Password Manager

Description

If present, ignores requests from this user to write config.xmil.
Allow access to all pages required for the dashboard.
Allow access to the ‘Diagnostics: ARP Table' page.
Allow access to the 'Diagnostics: Authentication' page.
Allow access to the 'Diagnostics: CPU Utilization' page.
Allow access to the 'Diagnostics: DNS Lookup’ page.
Allow access to the ‘Firewall: Aliases’ page.
Allow access to the Firewall: Rules’ page.
Allow access to the 'Status: NTP' page.

Allow access to the 'System: User Password Manager' page.

e-Government Agency

Action

Add
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User Manager

Defined by

Disabled

Username

Password

Full name

Expiration date

Group membership

USER

[] This user cannot login

komlkit

Password Confirm Password

KOMKIT KHAMSAWAT

User's full name, for administrative information only

Leave blank if the account shouldn't expire, otherwise enter the expiration date

EGA_Admin Read-Only
admins
Mot member of Member of

&« Move to "Not member of” list

Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items.

e-Government Agency
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User Manager

System / User Manager / Users (2
Users Groups Settings Authentication Servers
I
Username Full name Disabled Groups Actions
admin System Administrator admins Y 4
[ o komkit KOMKIT KHAMSAWAT Read-Only S

¥ O

G-CERT

EGA N2
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User Manager

@sen e System - Interfaces ~ Firewall = Services - VFN - Status - Diagnostics -

COMMUNITY EDITION

Logout

Statusf D User Manager *e

@sen e System - Interfaces - Firewall ~ VPN - Status - Diagnostics =

COMMUNITY EDITION

Aliases

Status / Dashboard Rules + ©

@sen e System - Interfaces - Firewall - Diagnostics -

COMMUNITY EDITION

Dashboard
Status / Dashboard NTP + ©

G-CERT
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Backup / Restore

QP pfSenseega.orth - Statu. X

<« C | A b#0rT//192.168.89.254

“Sen e

COMMUNITY EDITION

Firewall -

VPN ~ Status ~ Diagnostics ~ Gold ~

Status / Dashboard

System Information

Name

Version

Platform

CPU Type

Uptime
Current date/time

DNS server(s)

Last config change

State table size

MBUF Usage

Load average

CPU usage

Memory usage

pfSense.ega.or.th

2.3.1-RELEASE-p5 (amd64)
built on Thu Jun 16 12:53:15 CDT 2016
FreeBSD 10.3-RELEASE-p3

Version 2.3.2 is available. £

pfSense

Intel(R) Core(TM) i5-3230M CPU (@ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)

00 Hour 02 Minutes 50 Seconds
Sat Aug 6 21:12:39 ICT 2016

« 127.0.01
» 8844
« 8.88.8

Fri Jul 22 13:59:47 1CT 2016

0% (79/47000) Show states

4% (1270/29666)

0.45,0.39,0.18

0%
A S W

ARP Tahle
Authentication + @
OO [ interfaces e 00
a5 WAN 1 DNS Lookup dlex> 192.168.146.144
ata LAN 41 EditFile slex> 192.168.89.254

Factory Defaults
Halt System
iperf

Limiter Info

NDP Table
Packet Capture
pfinfo

pfTop

Ping

Reboot

Routes
S.M.AR.T. Status
Sockets

States

States Summary
System Activity
Tables

Test Port

Traceroute

e-Government Agency
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Backup / Restore

Diagnostics / Backup & Restore / Backup & Restore (2]

Backup & Restore Config History

Backup Configuration

Backup afea All v

Skip packages Do not backup package information.

Skip RRD data # Do not backup RRD data (NOTE: RRD Data can consume 4+ megabytes of config.xml space!)

Encrymiu@ypt this cﬁnflgur@

& Download configuration as XML

G-CERT

EGA N2
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Backup / Restore

Restore Backup

Open a pfSense configuration XML file and click the button below to restore the configuration.

Restore area All >

Configuration file(_ | Choose File | copfig-pfSen..6211532.xml
Encryption @Cﬁnﬂguratiun file is encrypted.

Password ( | ceeesnss | )

tnre Confi g

The firewall will reboot after restoring the configuration.

G-CERT
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Backup / Restore

Package Functions

43 Reinstall Packages

Click this button to reinstall all system packages. This may take a while.

G-CERT
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Config History

Diagnostics / Backup & Restore / Config History (7

Backup & Restore Config History

Saved Configurations [+

i

To view the differences between an older configuration and a newer configuration, select the older configuration using the left column of radio options and select the newer
configuration in the right column, then press the "Diff" button.

G-CERT

EGA N2
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Config History

Diagnostics / Backup & Restore / Config History (2]

Backup & Restore Config History

Saved Configurations Q
il

To view the differences between an older configuration and a newer configuration, select the older configuration using the left column of radio options and select the newer

configuration in the right column, then press the "Diff" button.

@Date Version Size Configuration Change Actions

@ 8/6/16 21:25:06 15.4 26 KiB  admin@192.168.89.1: Updated NTP Server Settings Current configuration
@ 7/22/16 13:59:47 15.4 26 KiB  admin@192.168.89.1: /firewall_nat_out_edit.php made unknown change DA i |
7/22/16 13:59:04 15.4 26 KiB  admin@192.168.89.1: /firewall_nat_out.php made unknown change oX
7/22/16 13:58:52 15.4 24KiB  admin@192.168.89.1: /firewall_nat_out_edit.php made unknown change DA i |

o~
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Config History

Configuration Diff from 7/22/16 13:59:47 to 8/6/16 21:25:06

— /conf/backup/config-1469170787.xml  2016-08-06 21:25:06.791610000 +0700
+++ /conf/config.xml 2016-08-06 21:25:06.823335000 +0700

<deser/=

<target/=

<targetip/=
<targetip_subnet=</targetip_subnet=
<targetip_subnet/=
<interface=wan</interface=

+

<poolopts/=
<destination=

<prv=LS0tLS1CRUdJTIBQUKIWQVRFIEtFWSOtLSOtCK 1 JSUV2UUICQURBTkJnai3Foa2l HOXewQkFRRUZBEQWND Qktjd2dnlU2pBZ0VBQWIJOKFRO3INAWG16b1VFNmhyY XgKREg4eVFBMO
</cert=
<revisions=
<time=>1469170787</time=>
<description=<![CDATA[admin@192.168.89.1: /firewall_nat_out_edit.php made unknown change]]=</description=
<time=1470493506</time=
=description=<!{CDATA[admin@192.168.89.1: Updated NTP Server Settings]]=</description=
<username=admin@192.168.89.1</username=
=/revision=

<ppps/=

+ o+

<gps>
<type=Default</type=
</gps>
<prefer=time.ega.orth </prefer=
zlogpesr=yes</logpesr=
<logsys=yes</logsys=
<clockstats>yes</clockstats=
<loopstats=yes</loopstats=
<peerstats=yes</peerstats>
<statsgraph=yes</statsgraph=
<interface=lan</interface=

+ o+

<prefer=time ega.orth </prefer=
=/ntpd=
<scheduless

<schedule=

e-Government Agency
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Questions ?/
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