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DNS Concepts
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DNS Works

** DNS ¢au131n1 Domain Name System #u1809 szUUINNISLUAY Name
Tty IP Address 1oainanni1sNniey Al
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DNS Types
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Name Space
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Domain Name Space
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Domain Name Space
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DNS Server and Zone

DNS Server - 1a3asnauiiamef wis Tusunsuiiiugrudayaiieniu
Domain Name uag IP Address waz 1#u3n1suuas Domain Name Tuidu IP
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Zone - %139 Domain A8 #4AgINU lag DNS Server ag#319g1U0a1a9L58N 31
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Resource Record

“* A - Address record @@ record Nlgd195U map Host name Uy IP Address

<host> IN A  <IP-address>

“%* AAAA — Address record fa record #ildidm3u map Host name «Uu IP Address IPv6

<host> IN AAAA <IP-address-IPv6>

“* CNAME - Canonical name record @ record 1% map TUanvanile

<alias-name> IN CNAME <real-name>

“* MX - Mail Exchange record @@ record #l%LAg2nUsEUU email

IN  MX <preference-value> <email-server-name> G-CERT
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Resource Record

** NS - Name Server record Aa record L34 name server MU Authorize server U84
domain Hue

IN NS <nameserver-name>

% PTR - Pointer record fia record #il#d1%5u map IP Address lUillu Host name

<|P-address> IN PTR <host-name>
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Resource Record

** SOA - Start Of Authority resource record f@ record fiiusneazBendn DNS Server
Falvuvutdiidy Primary server vadlamutiusIunanszuunsiivaNualuns update
szayja%m Secondary server

@ IN SOA <primary-name-server> <hostmaster-email> (
<serial-number>
<time-to-refresh>
<time-to-retry>
<time-to-expire>

<minimum-TTL> )
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Forward Zone File (Example)

$TTL 86400
@ IN
IN
IN
IN
IN
IN
serverl IN
server2 1IN
dnsl IN
dns2 IN
ftp IN
mail IN
mail2 IN
WWW IN

SOA dnsl.example.com.

hostmaster.example.com. (

2016081501 ; serial

21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ; minimum TTL of 1 day )
NS dnsl.example.com.

NS dns2.example.com.

MX 10 mail.example.com.
MX 20 mail2.example.com.
A 10.0.1.5

A 10.0.1.5

A 10.0.1.7

A 10.0.1.2

A 10.0.1.3

CNAME serverl

CNAME serverl

CNAME server2

CNAME server2
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Reverse Zone File (Example)

$TTL 86400
@ IN

IN

IN
20 IN
21 IN
22 IN
23 IN
24 IN
25 IN

SOA dnsl.example.com. hostmaster.example.com. (
2016081501 ; serial

21600 ; refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ; minimum TTL of 1 day )

NS dnsl.example.com.
NS dns2.example.com.
PTR alice.example.com.
PTR betty.example.com.
PTR charlie.example.com.
PTR doug.example.com.
PTR ernest.example.com.
PTR fanny.example.com.
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BIND Installation

& Configuration
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BIND Installation

AnGd BIND

[root@master ~]# yum install bind bind-utils —y

Config 1% Service BIND run laganluilf 1#1nin1s Restart Server

[root@master ~]# systemctl enable hamed

Created symlink from /etc/systemd/system/multi-user.target.wants/named.service to
Jusr/lib/systemd/system/named.service.

51"\11131’ Service BIND Start

‘root@master ~]# systemctl start named

1
Q/ 6

ANA9lUN1IASIAEBUIN Service ULl

‘root@master ~]# systemctl status named
named.service - Berkeley Internet Name Domain (DNS)

Loaded: loaded (/usr/lib/systemd/system/named.service; enabled; vendor preset: disabled)

Active: since Fri 2016-07-29 02:00:12 ICT, 3s ago @
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Iptables Configuration

“* Wiy Policy firewall 145U Service DNS

[root@master ~]# vi /etc/sysconfig/iptables

# sample configuration for iptables service

# you can edit this manually or use system-config-firewall

# please do not ask us to add additional ports/services to this default configuration
*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 53 -j ACCEPT
-A INPUT -p udp -m state --state NEW -m udp --dport 53 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT
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BIND Configuration

** Config DNS Server Manunsaldauldannia3as Client

[root@master ~]# vi /etc/named.conf

options {
listen-on port 53 { any; };
listen-on-v6 port 53 { ::1; };
directory  "/var/named";
dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named_stats.txt";
memstatistics-file "/var/named/data/named_mem_stats.txt";
allow-query  { any; };

hor

EGA

e-Government Agency

G-CERT

19



Domains Configuration
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Domain Configuration

** Config A1 Domain

[root@master ~]# vi /etc/named.conf

zone "labs.test" IN {
type master;,
file "labs.test.db";
allow-update { none; };
b
zone "125.168.192.in-addr.arpa" IN {
type master,
file "125.168.192.in-addr.arpa.db";

allow-update { none; };

hor
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Forward Zone File (Create)

** %149 Forward Zone file ‘Lmjiﬂﬂa%fw‘l%ﬁ folder /var/named/

[root@master ~]# vi /var/named/labs.test.db

$TTL 86400
@ IN SOA ns.labs.test. root.labs.test. (
2016081501 ; serial
21600 : refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL of 1 day
IN NS ns.labs.test.
IN MX 10  mail.labs.test.
IN MX 20  mail2.labs.test.
IN A 192.168.125.134
serverl IN A 192.168.125.10
server2 IN A 192.168.125.20
ns IN A 192.168.125.134
ftp IN CNAME serverl
mail IN CNAME serverl
mail2 IN CNAME server2
WWW IN CNAME server2
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Reverse Zone File (Create)

* %3149 Reverse Zone file ’Lmjiﬂaa%f'm”l%ﬁ folder /var/named/
[root@master ~]# vi /var/named/125.168.192.in-addr.arpa.db

$TTL 86400

@ IN SOA ns.labs.test. root.labs.test. (
2016081501 » serial
21600 : refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL of 1 day

IN NS ns.labs.test.
10 IN PTR  serverl.labs.test.
20 IN PTR  server2.labs.test.
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Master(Primary)

&

Slave(Secondary)
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Master Server Configuration

“* Config vinuhnTudIuvas Zone Nayynliaiunsa transfer zone file 1Ud4 Slave
16 (Config 91 Master Server)

[root@master ~]# vi /etc/named.conf

zone "labs.test" IN {
type master,
file "labs.test.db";
allow-update { none; };
allow-transfer { 192.168.125.135; };
b
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Slave Server Configuration

X Config 1% Slave transfer zone 31n Master (Config #i Slave Server)

[root@slave ~]# vi /ect/named.conf
zone "labs.test" IN {
type slave;
masters { 192.168.125.134; };
file */var/named/slaves/labs.test.db";

allow-update{ none; };

hor
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DNS Attacks
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Malicious Local DNS

** Malicious Local DNS Aa mslauilaef Attacker drunsaidnunaiuay
Local DNS 1o

g

Bank's server
192.168.2.3

-

It's 192.168.2.5

CH

~__ Attacker control

Attacker’s server
192.168.2.5

What is IP of www.banka.com?
P Attacker control

Local DNS
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DNS Cache Poisoning

“* DNS Cache Poisoning fa n1slauilasn1sds update cache filsignéasaa
U Local DNS

v

Attacker

(authoritative DNS of www.atacker.com)

Attacker’s DNS

Wy attacker.com is 192.168.2.5
e%& attacker.com’s IP?
fa‘&% google.com is 192.168.2.5
G
0
e banka.com is 192.168.2.5
P

What is banka.com’s IP?
-‘ N
192.168.2.5

User

Local DNS
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DNS Spoofing

%* DNS Spoofing fia n137 Attacker wasndstayaibigndaslinu User
nauil DNS Server agnaunay

What is banka.com’s IP?, ID = 155

' ] 192.168.2.3, ID = 155
192.168.2.5, ID = 155

'y

v

G-CERT

EGA NI

e-Government Agency 30



131G

(Transaction Signature)
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TSIG (Transaction Signature)

** Config TSIG 13u8uaINN158319 Key lagldands
[root@master ~]#dnssec-keygen -a HMAC-MD5 -b 128 -n HOST master.local
nuemn  HMAC-MD5 @8 algorithm Tun138319 key
128 Aasuau bit A4

master.local ¥av849 key #1aza519 d@rursadaeuudadla

Wadasaasaudlazlalndaanu 2 IWaaell

- Kmaster.local.+157+09515.key
- Kmaster.local.+157+09515.private
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TSIG (Transaction Signature)

194 Copy @1 Key asnunanlna

[root@master ~]# cat Kmaster.local.+157+09515.private

Private-key-format: v1.3

Algorithm: 157 (HMAC_MD5)

Key: 2TcRvcR1rggkH5W3aGGf4g==
Bits: AAA=

Created: 20160808035403

Publish: 20160808035403

Activate: 20160808035403
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TSIG (Transaction Signature)

** Config AMLNNLANA named.conf

[root@master ~]# vi /etc/named.conf
optyions {
b
key tsig.key {
algorithm hmac-md5 ;
secret “2TcRvcR1rggkH5W3aGGf4g==";

hor

server 192.168.125.135 {
keys { tsig.key; };
b

NUYLIA6) A1 server 192.168.125.135 Aa IP Address U84 Slave Server
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TSIG (Transaction Signature)

** Config ALNNLANT named.conf (sa)

zone "labs.test" IN {
type master;
file "labs.test.db";
allow-update { none; };
//allow-transfer { 192.168.125.135; };
allow-transfer { key tsig.key; };

hor
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TSIG (Transaction Signature)

** Config ALNNLANT named.conf (Slave Server)

[root@master ~]# vi /etc/named.conf
options {
¥

key tsig.key {
algorithm hmac-md5 ;
secret “2TcRvcR1rggkH5W3aGGf4g=="";

hor

server 192.168.125.134 {
keys { tsig.key; };
b

NUNBWIR A1 server 192.168.125.134 Aa IP Address Y84 Master Server
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DNSSEC

(Domain Name System Security Extensions)

o~

G-CERT

N\

37

e-Government Agency




DNSSEC

+* Config Enable Wari%iy DNSSEC

[root@master ~]#vi /etc/named.conf

options {
recursion yes;
dnssec-enable yes;
dnssec-validation yes;
dnssec-lookaside auto;
b
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DNSSEC

** @314 Zone Signing Key(ZSK) nag Key Signing Key(KSK) #1115 Signed Zone

‘root@master ~]# cd /var/named/
'root@master named]# dnssec-keygen -a rsashal -b 1024 -n zone labs.test

'root@master named]# dnssec-keygen -a rsashal -b 2048 -f KSK -n zone
abs.test

zlalndeanun 4 Tranell

ZSK
- Klabs.test.+005+22665.key

- Klabs.test.+005+22665.private
KSK

- Klabs.test.+005+28729.key
- Klabs.test.+005+28729.private
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DNSSEC

** Config Zone file 3578891159291 DNSSEC

[root@master ~]# vi /var/named/labs.test.db
$TTL 86400

$INCLUDE /var/named/Klabs.test.+005+22665.key ; ZSK
$INCLUDE /var/named/Klabs.test.+005+28729.key ; KSK
@ IN SOA ns.labs.test. root.labs.test. (

% Signing Zone File

[root@master named]# dnssec-signzone -o labs.test -t -k
Klabs.test.+005+28729 Klabs.test.+005+22665
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DNSSEC

*“* NaRINN"5 Signing Zone file

Verifying the zone using the following algorithms: RSASHAL.

Zone fully signed:

Algorithm: RSASHA1: KSKs: 1 active, 0 stand-by, 0 revoked
ZSKs: 1 active, 0 stand-by, 0 revoked

labs.test.db.signed

Signatures generated: 21
Signatures retained: 0
Signatures dropped: 0
Signatures successfully verified: 0
Signatures unsuccessfully verified: 0

Signing time in seconds: 0.007
Signatures per second: 2636.203
Runtime in seconds: 0.019
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DNSSEC

% Config lda1u Zone file #ign Signed wan

zone "labs.test" IN {
type master;
//file "labs.test.db";
file "labs.test.db.signed";
allow-update { none; };
//allow-transfer { 192.168.125.135; };
allow-transfer { key tsig.key; };

hor

EGA

e-Government Agency

G-CERT

42



DNSSEC

X Config 1% Slave Server 4 Transfer Zone WUy .signed (Optional)

zone "labs.test" IN {
type slave;
masters { 192.168.125.134; };
//file "/var/named/slaves/labs.test.db";
file "/var/named/slaves/labs.test.db.signed";
allow-update { none; };

hor
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DNSSEC

“* @1 DS NazulURnAIUY Registra

[root@master named]# cat dsset-labs.test.
labs.test. IN DS 9826 5 1 DS8E1A4DB01C7CD35E410E1A9E2010E065F1DBCE?2

labs.test. IN DS 9826 5 2 807E3B07BEFC441EF387520E8FO96BB6AF2F2A382FOD68BBE891C385F
502EOE6D
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