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(Vulnerability Assessment)
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(Agenda)

Vulnerability Assessment ?

n1satdunis VA Scan

n1sAtduniIsuadanis VA Scan
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(Vulnerability Assessment Objectives)

Identifying (Services, ports, OS, IP, etc.)

Quantifying

Ranking
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ES ATTACK TARGETS | IVE-ATTACKS

ICE TYPE # COUNTRY TMESTAMP ATTACKER ATTACKER IP ATTACKER GEO— TARGET GEQ ATTACK

QR == | Inited Arab Emirate = - AO S
JJ Jnited Arab Emirates 19:48:05.784 65.55.169.254 Washington, US De Kalb]unctio... smip
4 = = 3
: H 19:48:05.318 Vicrosoft Corporation 207.46.100.252 Redmond, US De Kalb junctio... smfp

elnet ] m Singapore , - e e niray e I S T
5 2 19:48:04.778 Vicrosoft Corporation 65.55.169.254 Washington, US De Kalb Junctio... smtp

i fer i I A e 19:48:04 309 Paracelsus Primorye Ltd

- Geneve, CH Dubai, AE

19:48:03.831 This Ip Network Is Used For Internet Security Re... 185.35.62.20

http://map.norsecorp.com




ldentifying

Web server
IP:61.19.244.213
Port : 80,443

Database server
IP:61.19.244.214
Port : 3306,1433

DNS server
IP:61.19.244.215
Port : 53

FTP server
IP:61.19.244.216
Port: 21,22
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ldentifying

Web server

Mail server DB server File server
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Quantifying o
& Ranking o EE
50 : | '% | |

Critical Risk High Risk Mediam Risk Low Risk

150, 15%

50, 5%

400, 40%
400, 40%

B Critical Risk High Risk Mediam Risk Low Risk
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JuanasgIudInuUsTiuAUTULSIVRIYRIINIVBITTUUABNNINDS Faag

e

ﬂ’lﬂiﬁmi@uﬁ‘uaﬁ NIST (National Institute of Standards and Technology)
v Ju & a Y < 1 & 1
AYIALUUIINNITUILIUUVDINLVEIY UL U UVIIASHULAGLLA 0-10

High 7-10

Medium 4-6.9 Common Vulnerability Scoring System

I
LOW 0-3.9
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JunasgudInsuUssliunuFuLsIvaeYadlnivassuunaunanes 9oy

v

ﬂ'lﬂiéfn’]i@l,l,mlm NIST (National Institute of Standards and Technology) &
v Av & a Y < 1 & 1
AYIALUUIINNITUISLUUVDINLVE AU UL U UVIIALHUUAGLLA 0-10

NS

High 7-10 critical 7.5-10

g nexpose

Medium 4-6.9 Severe 5-7.4

LOW 0-3.9 Moderate 3-4.9

information < 2.9




sEaUAULEYS (Critical)

AULENIEAUE (Critical) dAdnuEsanisunsnlalagdng

174

HUNINEIN50 LYY NINATINULLANATTUULALHINITAAIVANTEUY

Y 9

Tansun (Full Control) AasazRaaLnlulneLsInu

(CVSS Score 7.5-10)
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o a o
sEAUAULEBY (Severe) SN

ANLE9TEAUTULTI(Severe) LTuAULEBITIRUNINFBLHIAININTY
Tunsianzszuy lderagndelaiunuseadussrusenaunlslunislaufdsa

(CVSS Score 5 - 7.4) BT TEE - ST
S (w2 & [EEsa 44| Tl ] o) 2]

Froms | Time [ 5re mac sdar | psx mac agar | Prococod [ peseripeion
¥ 6, RE2I0T LOSTA545604 ZTOSZTA54A5604  LCR Ddent Packat, Ddent = 0xz0l, Lemgth = 10
O £.4E930F  20SX4E435E04 ZOSP4E4SEED4  LCP Tdent Paclkas, Ident = 0x0F, Lengehk = LB

&.AERZ0E Z0EZ4E43EE04 Z05Z45435604 PPRPPAD Aurhapricara Pegasse, ID = O 1

I I

Mo o B

/PRPAF: Code = Auchenticate Request
PFRPPAP: ID = L f{0=zl}

PPPPAP: Lengeth = I7 (0xlE)

PPRPAP: Pasz ID Langeh & 13 (0xD)
PPPPAP: FPesr IP = company _wserl
PPPPAP: Passwerd Langek = 8 [028)

S PETAY: Bamswoxd = omiiwcrh

Password bo be wsed For Authenbicah [F#: 1117 JOfF: 33 (x21) L:8{x8) i

Sends the password Receives the password

HTTPS

‘mypass “xz54p6kd”

“mypass”

Unauthorised access

H AC KER Gets “xz54p6kd”
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http://www.test.com/login.htm

User_name = ‘Pongrapee’

Pass_word = ‘gwerty1234!@#$S’

4

—————————

]
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ITAUAINULAYY (Severe) M

THAILAND

http://www.test.com/login.htm

User _name = ‘Pongrapee’
Pass_word = ‘gwerty1234!@#S’

°F SniffPass
File Edit Wiew

- g |
In... Prot,.. Local Address  Remote Addr...  Local ... Rem... | User Passward

@1 POP3 192,168.0.1 192,168.39.5 6314 110 rirS Ju?yasl
@z  HITP 192.168.0.1 192.1658.4.3 6851 a0 userdl jdie74a
@5 IMAP 192.165.0.1 192.168.7.1 6713 143 nirsaf 123456

Options  Help

£ >




szauAudss (Moderate) o%/:

AAAAAAAA

ANNReNszauihunats (Moderate) wWugasivangungnlaiaiunsg
wzdingsruulslaeldilss Temianndasindszauilunaisatinglafiniy

NAANNANLTRILLILTE9NN9AT N ANNTUALIaansie Tk sy
nazdasindninattatawmuiudasiuaniacugunse i luauiae

(CVSS Score 3 -4.9)




szaumdNtdzs (Information)

anuReeszaus (Information) Wudeyanugiuimunvesszuy
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(CVSS Score 0 - 2.9)
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(Web site)
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(WEB Site)

3 %y Scan l’hf;ﬁ( m—mﬂwm.scme.com:wieablog )
= Iy Web ferts (116)
+ @ SQ Injection (AS) (12)
@ Cross Sie Scripting (22)
= __J Jacublogicomments.aspx (22)
+- O thComment (22)

- @ Blind SQU/xPath injection (6)

@) Cross Frame Scripting (2)

@ User credentials are sent in dear text 4)

© 58 null session (1)

© A NET debugging enabled (13)

© oirectory Isting Found (1)
& o Passwmord type input with
Files £ b

-+ i)

+ + s

]

-

autocomplete enabled (4]
— act & ok

(=
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OWASP Top 10 — 2013 (New)

Al -
A2 -
A3 —
A4 -
A5 —
A6 —
A=
A8 —
A9 —

OUJASP

Open Web Application
Security Project

Injection

Broken Authentication and Session Management
Cross-Site Scripting (XSS)

Insecure Direct Object References

Security Misconfiguration

Sensitive Data Exposure

Missing Function Level Access Control

Cross-Site Request Forgery (CSRF)

Using Known Vulnerable Components

A10 — Unvalidated Redirects and Forwards

https://www.owasp.org/index.php/Top10#0OWASP Top 10 for 2013
https://www.facebook.com/groups/owaspthailand/



https://www.owasp.org/index.php/Top10
https://www.facebook.com/groups/owaspthailand/
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Web Application Scanner tools

Acunetix WVS by Acunetix

AppScan by IBM s
Burp Suite Professional by PortSwigger 'Q‘ OpenVVAS

Hailstorm by Cenzic :
N-Stalker by N-Stalker A,
Nessus by Tenable Network Security

NetSparker by Mavituna Security Nessus ‘i SUlTE
NeXpose by Rapid7 /4

NTOSpider by NTObjectives PROFESSIONAL
ParosPro by MileSCAN Technologies

Retina Web Security Scanner by eEye Digital Security
WebApp360 by nCircle

Weblnspect by HP
WebKinpg b; PZrasoft W neXpOse I @ y DﬁNlI)-SXR§ '

Websecurify by GNUCITIZEN



http://www.acunetix.com/
http://www-01.ibm.com/software/awdtools/appscan/
http://portswigger.net/suite/pro.html
http://www.cenzic.com/products/software/overview/
http://nstalker.com/products/
http://www.nessus.org/
http://www.mavitunasecurity.com/
http://www.rapid7.com/products/
http://www.ntobjectives.com/products/ntospider.php
http://www.milescan.com/hk/
http://www.eeye.com/Products/Retina/Web-Security-Scanner.aspx
http://www.ncircle.com/index.php?s=products_webapp360
https://h10078.www1.hp.com/cda/hpms/display/main/hpms_content.jsp?zn=bto&cp=1-11-201-200^9570_4000_100__
http://www.parasoft.com/jsp/solutions/soa_solution.jsp?itemId=319
http://www.websecurify.com/

N15ASAIAFDLTAILUA

(Web site)

VA
J

K? N
@ ©

Web Site System Web Site
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N15FASIARALTAILN Operating System

Microsoft Windows
Solaris

Ubuntu Linux
OSX,10S, Android

riy

System Vulnerability

IP Address :
172.17.12.1 Program, Version,
203.158.144.2 and Configuration
61.19.12.2
XXX XXX XXX XXX

— ' lIS , Apache , PHP,ASP

Ports
21,22,53,80,88,123,161,1433,3389
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Top of security tools (System)

v, Q‘DpenVAsl X coRe
@ -~ |m.=|=u:'r'|

Nessus :
= GFI LanGuard’
m NexXpose |
@ QUALYS]
| FVF
mp Microsoft)

MBSA




Vulnerability Assessment Software

L/ Q‘QplembnAymAfSysﬁ-n

Nessus’

" Microsoft Baseline

VULNERABILITY § HMEfsecurity Analyzer
ASSESSMENT

RETINA

NETWORK SCANNER | Best Practices

X Nexpose  GFiLanGuard

Network security scanner and patch management
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S
S S ®
m NEXpPOSE

S HE 9 A Ao =

é @ https://localhost:3780/home.jsp c|l QA
@J Most Visited :: Getting Started m Log on to MNexpose D » 5nian - fu The Star.. - Leg on to CCS Vulnera.., :: Course Assignment: p... D Tvaaadlain Youtube.., n MNexpose installers, md...

w nexpose M Assets Vulnerabilities Policies Reports Tickets Administration o = ? ensv
Home ET; Search B
Risk and Assets Over Time View by site or asset group Q v X

= m 400
o
E &I 300
4 z
-
',;:2 200 §
M w
100
1M
26. Jan 3. Feb 23. Feb 3. Mar 23. Mar 6. Apr 20. Apr 4. May 18. May 1. Jun 15. Jun 25, Jun 13, Jul 27. Jul
Assets Risk Score Highest-rnisk Site Highest-risk Asset Group Highest-risk Asset Highest-risk Tag
238 3,110,245 anamai_No2 203.157.64.18
( : . . N/A N/A
was 238 & (Wwas 31 A 487 was 481,772) o
Sites v X
Hame Assets Vulnerabilities Risk Scan Engine Type Scan Status f—, Scan Edit Delete
rtp_polis_crimes 2 10 3,455 | Local scan engine Static Scheduled scan finished on Fri Jul 31 2015 @ f 1
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Rapid7 Nexpose

Nexpose: System Requirements Browsers

Officially Supported Systems Google Chrome (latest) (RECOMMENDED)
Minimum Hardware Mozilla Firefox (latest)

2 GHz+ processor (Dual-core processor Mozilla Firefox ESR (latest)
recommended) Microsoft Internet Explorer 9%, 10, 11

8 GB RAM (16 GB recommended)

80 GB+ available disk space (10 GB for
Community Edition)

10 GB+ available disk space for Scan engines
English operating system with English/United
States regional settings

100 Mbps network interface card (1 Gbps NIC
recommended)
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Rapid7 Nexpose

Operating Systems
64-bit versions of the following platforms are supported.

Ubuntu Linux 12.04 LTS (RECOMMENDED)
Ubuntu Linux 14.04 LTS

Ubuntu Linux 10.04 LTS*

Microsoft Windows Server 2008 R2
Microsoft Windows Server 2012 R2
Microsoft Windows 8.1

Microsoft Windows 7 SP1+

Red Hat Enterprise Linux Server 6.5 or later
Red Hat Enterprise Linux Server 5.10 or later
Kali Linux 1.0.x

Virtual Machines on VMware ESXi 5.x, VMware vCenter Server 5.x



Rapid7 Nexpose
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THURS AUGUST 13 @ 2PM ET/11AM PT

RAPIDY)

METASPLOIT

m
1

]
1
"
1)

m Log on to Nexpose B8 ® SnLas - ffu The Star .. %+ Log onto CCS Vulnera..,

LIVE WEBCAST

Solutions

APPSPIDER

REQUEST DEMO

e

o =t

! Course Assignment: p... I Twasaddain Youtube... [ Nexpe

T 09:53:07 ReGISTE

..... . L e
Products & Services Partners Resources
USERINSIGHT SERVICES
REQUEST DEMO Security Awareness
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Rapid7 Nexpose

(- @ www.rapidi.com/products/nexpose/compare-downloads jsp El1v¢C| Qw ? ff B |

@] Maost Visited : Getting Started| m Log on to Nexpose B » Shuan - fu The Star.. - Log on to CCS Vulnera.., Course Assignment: p... B Wasralan Youtube.., ﬂ MNexpose installers, md...

RAP’DD Solutions Products & Services Partners Resources About Us Q

Enterprise Consultant Express Community
Edition Edition Edition Edition
Fully Functional 14-Day Free 7-Day Trial Free 7-Day Trial Limited Features - No
Trial Expiration
For IT Security Consulting For Small Organizations Individual Users

Scalable For Medium to L
o Organizations
Large Organizations and

Security Teams

FREE TRIAL FREE TRIAL FREE TRIAL
FREE TRIAL

The Consultant The Express edition The Nexpose
edition includes: includes: Community edition
includes:

The Enterprise
edition includes:
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W nexpose
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Rapid7 Nexpose

Community
Edition

Limited Features - No
Expiration

ndividual Users Choose Download Type:

Software Installation
(Windows / Linux)

VMWare Virtual Appliance

FREE TRIAL

The Nexpose

Community edition
includes:

Scans networks, 05 and
DBs

Deployment option:
software
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Rapid7 Nexpose

= FREETOOLS
RA‘ ’DD Solutions Products & Services Partners Hesources About Us Q

English «

NEXPOSE COMMUNITY Al re iy

REGISTRATION
Last Mame
Rapid7 s Mexpose® Community edition is a security risk intelligence solution designed
for individual use and small organizations [up to 30 people]. Nexpose is an award winning
vulnerability scanner that allows you to understand the security risk of your entire IT Job Title
environment, exposes security threats, and prioritizes them so you can remediate the
vulnerabilities that matter most on your network.
Job Level

Register now for a free 1-year license of Nexpose Community!
Company Mame
In order for you to successfully install Nexpose, you must meet system

requirements.
Work Phone
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Rapid7 Nexpose

All fields are mandatory

First Mame

pongrapee
State/ Province
Last Mame
) Captcha
Job Title ASEEIIABUNIADY LiandaaviiAsas
an WHIBEAAT n
|:| fulilrTlsunsu

anTulla relAPTCHS

Job Level P

Read the Terms & Conditicns

‘r“ES, | accept the terms and conditions of

ega R .
. the Rapid? End User License Agreement

Work Phone

Teen e SUBMIT & DOWNLOAD
Wark Email €

pongrapeeldega.orth Change |ssues with this page? Please email

infoldrapid7.com

Country Please see updated Privacy Policy
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Rapid7 Nexpose

Next steps to get started with Nexpose Community

STEP 1: Download

Windows Linux

54-Bit mdSsum 54-Bit mdSsum
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il N
Opening NeXposeSetup-Windowsbd.exe ﬁ

Rapid7 Nexpose

You have chosen to open:
5] NeXposeSetup-Windows64.exe

which is: Binary File (487 MEB)
from: http://download2.rapid?.com

Would you like to save this file?

STEP 2: Install

Save File ] [ Cancel ]

. A

Once the download is complete, run the installer and follow the step
by step instructions.

STEP 3: Activate

An email containing your license key has been sent to the email
address provided on the previous registration page. Insert your
license key into Nexpose to activate and unlock Nexpose Community.

Hote: it may take up to 15 mins to receive vour license delivery email. Please
check vour spam folder, if vou do net receive the email or cannot find the license
key in the email, contact info@rapid7. com.
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Rap|d7 Nexpose

: Swofford, Caitlin < caitlin_swofford @ rapid?.com=
WiSavamang : Your Mexpose License Key — Get Started
fiv : pongrapee narkmanee <pongrapee@ega.or.th>

@mauna : Swofford, Caitlin
<messages.b63271 41651790.409e50a784 @messages.netsuite.com:

n@n.co.tn o
. Your Nexpose Community License Key Rapid7
GH8Y-52PC-HM7P-7QNJ Follow the steps below to get started

Thank you for registering for Nexpose Community. Please follow the steps below to
activate your free software license.

10 Minute Mail

1. If you have not downloaded our software yet, do so here: Download Nexpose

2_ After download is complete, run the installer and enter your product key to activate your
license

Your License Key GH8Y-52PC-HM7P-7QNJ

Need Help? If you run into any problems, we will get you up and running
Community: Join the Nexpose Community for Support

Guide: Check out our Nexpose Quickstart Guide for further assistance
Video: Step by Step: Downloading and Activating Nexpose

We hope you enjoy Nexpose




- —EGA
https://10minutemail.com/ o et

i) @ | https://10minutemail.com,/10MinuteMail/index.html?dswid=-5791 c t, |5€f.‘-"f-"f'

[2h Most Visited @ Getting Started FD Log on to Nexpose iTop Login @8 =K-LINK:
BEAT SPAM WITH THE BEST DISPOSAELE E-MAIL SERVICE

10‘!“’6“."! .
mail

Welcome to 10 Minute Mail! This is your temporary mail address:

f881186@mvrht.com [0/710/o |

YOU HAVE O MESSAGE(S).
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network security

) é &0 www.tenable.com C || Q Search

S

2 Most Visited | | Getting Started @ Log on to Nexpose I » $nia - fu The Star... #- Log onto CCS Vulnera... | | Course Assignment: p... [ Tvaaaduain Youtube... n Ne

tenable Products Try Buy Partners ¢

network security

Know you're protecte
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network security Nessus

€ & vwww.tenable.com/products/nessus/nessus-professional Ed~ & || Q Search

2l Most Visited

r: Getting Started| m Log on to Nexpose B » 5nian - U The Star... 5 Log en to CCS Vulnera.., r: Course Assignment: p... D Tvasedlann Youtube... ﬂ Mex

) tenable

) Try  Buy Partners 5
kf network security

Products Product Resources

o Al Products
Massus Do
veentar Dashboards

s SecurityCenter whloac

Continuous Metwork Monitoring and Wulnerability Analytics

Sacun
""" e SccourityCenter Report Templates

Vulnerability Scanning and Vulnerability Management

Assurance Report Cards
Messus Sample Report

o Passive Vulnerability Scannest
Identify Servar- and Client-side Vulnerabilities in Mew or Transient Assets

Configuration Audits
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tenable

network security Nessus

Nessus Home
Cloud hosted vulneralility
rmanagement

What it does
Request an Evaluation Request an Evaluation

Designed For Home use only single users, commercial Multiple users, commercial Multiple users, commercial

Vulnerability scanning Vulnerability scanning Vulnerability management

Standard evaluation timeframe Unlimited 7 clays 14 days 14 days

Buy Buy Buy
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Sl
network security Nessus

Please Select Your Operating System

»  Microsoft Windows
v MacOSX

v Linux

»  FreeB5D

r  GPG Keys
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network security

Nessus

Please Select Your Operating System

+ Microsoft Windows

Windows Server 2008, Server 2008 R2*, Server 2012, Server 2012 R2, 7,
and 8 (64-hit)

File: Nessus-6.4.3-x64. msi

MDOE: b81cfcadc785cab33dabifledfhalZE8

Windows Server 7, and 8 (32-bit)
File: Nessus-6.4.3-Win3Z.msi

MDO5: 7lhc7e2152d8621e5413243d1abdchas

» MacQOS5X
» Linux
v FreeBSD

v GPG Keys
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network security Nessus

Subscription Agreement

TEMAELE METWORK SECURITY, INC. |:|
MESSLIS®
SOFTWARE LICEMSE AMD SUBSCRIPTION AGREEMEMT

This is a legal agreement (Agreement”) between Tenable Metwork
Security, Inc., a Delaware corporation having offices at 7021

Columbia Gateway Drive, Suite 200, Columbia. MD 21046

(Tenabkle™), and you {™ou™), the party licensing Software and/or
downloading the Plugins through Tenable’s subscription service {as
each capitalized term is defined kelow) This Agreement covers il
Your permitted use of the Software and/or the Plugins, as applicable

These technology andsor software were licensad in accordance with the Us

Department of Commerce Export Administration Regulations (EAR) ound at 15 CFR
Parts 730 et seq. Diversion contrary to US law is prohibited. "‘-:- ohysical or
computational access by nationals of any country listed in Country Group E:lin
Supplamant 1o part 70 ofthe EAR (including Cuba, lran, N. Koreq, Sud

Syria)is parmitted.
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network security

Nessus

[ BN L L | Iy ALy [ LU R ) -Jl.ll.-"a-"-.-'l L s

’
Opening Nessus-6.4.3-Win32.msi ﬁ

You have chosen to open:

ystem i3 Nessus-6.4.3-Win32.msi e

_l which is: Windows Installer Package (21.1 MB) itf
from: https://downloads.nessus.org 1L
s 2012, Server 2012 R Would you like to save this file? e

Save File el

tablets/phones, web servers and critical infrastructure

Key features include
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network security
Nessus
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Email Report

@ M@il.Go.th

Audit Report

Site of (D

Audited on August 13, 2014

Reported on August 14, 2014
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1. Executive Summary

This report represents a security audit performed by Nexpose from Rapid7 LLC. It contains confidential information about the state of
your network. Access to this information by unauthorized personnel may allow them to compromise your network.

Site Name Start Time ‘ End Time ‘Total Time ‘Status
- August 13,2014 03:14, |August 14, 2014 1344, |1 days 10 hours 29 Success
GMT GMT minutes

There is not enough historical data to display overall asset trend.

The audit was performed on one system which was found to be active and was scanned.

Vulnerabilities by Severity
15.0
123
100}

7.5+

Vulnerabilties

S0

25

., A

Critical Severe Moderate

There were 19 vulnerabilities found during this scan. One critical vulnerability was found. Critical vulnerabilities require immediate
attention. They are relatively easy for attackers to exploit and may provide them with full control of the affected systems. 15
vulnerabilities were severe. Severe vulnerabilities are often harder to exploit and may not provide the same access to affected systems.
There were 3 moderate vulnerabilities discovered. These often provide information to attackers that may assist them in mounting
subsequent attacks on your network. These should also be fixed in a timely manner, but are not as urgent as the other vulnerabilities.
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Audit Report

2. Discovered Systems

T~

L ———

Rode N\ _Cperating System

Aliases N

.\

v

17217.17.119 Microsoft Windows Server 2008
N R2, Standard Edition SP1

4773

N

( “WIN-ACT5Q501CLR )

\/

\/




THAILAND

Email Report @gsiss

3. Discovered and Potential Vulnerabilities

The information in this section is based on filtered vulnerability data. View the filters in the following table.

Filter Setting

Vulnerability severity Critical and severe

levels-nciiiEd
3.1. Critical Vulne@

3.1.1. PHP Vulnerability: CVE-2014-3515 (php-cve-2014-3515)

Descdgrfon:

The SPL component in PHP before 5.4.30 and 5.5.x before 5.5.14 incorrectly anticipates that certain data structures will have the array
data type after unserialization, which allows remote attackers to execute arbitrary code via a crafted string that triggers use of a
Hashtable destructor, related to "type confusion” issues in (1) ArrayObject and (2) SPLObjectStorage.

Affected Nodes:
Affected Nodes: Additional Information:
17271711980 Running HTTP serviceProduct 1S found in fingerprint is not HTTPDProduct 1S

exists - Microsoft 1S 7.5Vulnerable version of component PHP found — PHP
5.4.24




s
Email Report @ netcex

Vulnerability Solution:

-Upgrade to PHP version 5.4.30

Download and apply the upgrade from: http://www_php.netreleases/
-Upgrade to PHP version 5.5.14

Download and apply the upgrade from: http://www_php.netreleases/
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Passive Scan Active Scan
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| taafadliii Hardening

Update Services Pack and Patch

ii' A Microsoft
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| QUESTION & ANSWER SESSION

Name WeAssN w1augd  [Information Security Engineer]
e-mail : pongrapee@ega.or.th tel. : 02-612-6000(4303)
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'Thank You

Electronic Government Agency (Public Organization)
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website : www.ega.or.th
e-mail : helpdesk@ega.or.th

Tel. - (+66) 0 2612 6000
Hotline : (+66) 0 2612 6060




