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Digital Identity Management as a 

Cornerstone of e-Estonia
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• provides a main set of personal data to all government authorities and 

to public and private sector

• generates personal identification codes

• is data presentation layer for all users

• registers place of residence

• issues certificates about

place of residence

• provides working environment

for proceeding of civil status acts:

• registers birth etc.
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https://www.eesti.ee/eng
https://www.eesti.ee/eng


Digital ID and

Signature since

2002



(Digital) Identity Documents

and Related Services



Identity

Documents
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Estonian Identity Card
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https://www.youtube.com/watch?v=XbaUTzD8iC0
https://www.youtube.com/watch?v=XbaUTzD8iC0


secure messaging: 
encrypting and 

decrypting

IDcard as a “key”:
opens up different 

data banks  

visual identification 
of a person

personal unified 
e-mail address

digital identification 
of a person

IDcard as a travel 
document

digital signature
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../../../../Public/Desktop/ID-kaardi haldusvahend.lnk
../../../../Public/Desktop/ID-kaardi haldusvahend.lnk


•

•

•



•

•

•

•

•

•
23









https://www.emt.ee/en/era/teenused/mobiil-id
https://www.emt.ee/en/era/teenused/mobiil-id
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https://www.sk.ee/en/services/pricelist/certificate-validation-services
https://www.sk.ee/en/services/pricelist/certificate-validation-services
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http://www.vvk.ee/voting-methods-in-estonia/engindex/statistics
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Virtual business 
environment
Freelancers, 
entrepreneurs

.

Open digital 
identity platform

Community of e-
Residents

Visitors of Estonia



https://app.cyfe.com/dashboards/195223/5587fe4e52036102283711615553
https://app.cyfe.com/dashboards/195223/5587fe4e52036102283711615553


Digital Identity Management as a 

Cornerstone of Trust Building
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https://ec.europa.eu/digital-agenda/en/trust-services-and-eid
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(Electronic) Identity and 

(Digital) Identity Management
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checksum digit calculated according to 
the algorithm of national standard

sequence number of persons born on 
the same day

date of birth digits

month of birth digits

two last digits of the year of birth

gender/century of the birth digit 

1 – man, born in 19th century
2 - woman, born in 19th century
3 - man, born in 20th century
4 - woman, born in 20th century
5 - man, born in 21th century
6 - woman, born in 21th century



Personal Identification Code (PIC), Population register 

Internet bank authentication (1st elD )

ID card, certificates, PKI (2nd elD)

mobile ID (3rd eID)

DigiID (1st “pure” digital identity document)

mobile ID  (2nd “pure” digital identity document)

1992

1996

2002

2007

2010

2011

2014
E-residency card
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Digital Signature
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../../../../Public/Desktop/DigiDoc3 klient.lnk
../../../../Public/Desktop/DigiDoc3 klient.lnk
https://www.youtube.com/watch?v=VIcBpRpiBoc
https://www.youtube.com/watch?v=VIcBpRpiBoc
../../../Public/Desktop/DigiDoc3 krüpto.lnk
../../../Public/Desktop/DigiDoc3 krüpto.lnk


https://www.youtube.com/watch?v=VIcBpRpiBoc
https://www.youtube.com/watch?v=VIcBpRpiBoc
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Lessons Learned
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https://www.riigiteataja.ee/tutvustus.html?m=3
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http://www.e-estonia.com/
http://www.e-estonia.com/component/electronic-id-card/
https://e-estonia.com/e-residents/about/
http://www.sk.ee/
http://www.id.ee/public/The_Estonian_ID_Card_and_Digital_Signature_Concept.pdf
id.ee/?lang=en&id=30466
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id.ee/?lang=en&id=30466
http://www.ria.ee/
https://www.eesti.ee/eng
http://www.politsei.ee/en
http://www.politsei.ee/en/teenused/isikut-toendavad-dokumendid/



