UHIMINSIVDIFSLLLS NS

a o o=\
ALANYISAUNALLILSIN AU

(Single Sign-On)

e-Governmen t Agency



/ NFUIN9TEUUVUINTBANNIBUNAWUUTINAUY
(Single Sign-On) Aavzls?

Ao mmmmaaﬁumﬁzwma@ué’u&hqﬂﬂa (Authentication
Service) fisesiunsliifiidauastoudnldausyuu (Login)
ASuien udaunsanldnussuuransszuuld Tngliides
asdadldausan

EGA
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/ NFUIN9TEUUVUINTBANNIBUNAWUUTINAUY
(Single Sign-On) Aaazls?

Usznu uagidnvtihfiviheauniassanansaindeseuy
AsAumAR 9 10955 eniduszuuunnsdidnnseiing
N335 (e-Services) wazszuuIuN1eluueedy (Back Office)
18lne Login Wissnsafion udaunsadildnussuumans
szuuldlnglifesasdedldmnugisn

EGA
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S

/ \\
lWvune

Aldanunamdulssosunily wasli i inuasnunasy

A1N130INA9UTN1IBEN VT TNdRN9 vaslBIUNIATER

lag@1fBvangIue1984 (Authentication Credential) n

= Y Y a o 1 [~4 x A

PET LgnangIue19899ana1e1nly Login/Password %38
LY a a s

(ueuran) Smart Card, TususasBianvsolind 1a~

EGA
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S—

1Wnune

NNty e-Government Cloud: Authentication Service
yeunIAsslignunasfesimunssuudmsuiudun
UPPRNILAULD

anAlganglun1simuIkasguasngIuTayan iy way
FEUUNIS

EGA

5



/ e e LG

LUININNISLTNI DS EUUUINSDLANNSatind LU
6 . A
32UAUY (Single Sign-On)

ANWUZNISVNIIUVDITSUU

EGA
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E v a a v
2IAUTLNIUNANNLNYIVD Y
Aulgavindmsudidnfsdayanazssuuanusng o veniasy (Web

Portal)

* syuuiuleinannuinsBiannselindniasy (e-Government Portal) 8459053 Ua38
LAZUINISANY 9 d1mSuUsEBUNILY ( )

o Nulwintienu FeinarsIuTInanludaseuuanuag o MUY IREIEauLY ¢
uTuneld o19ru STUUIUWE Ssuudunsn vieesyuununeludy 9 unu
= %4 [- %4 . . °
FTUVIUIUNIYARANAIN (e-Authentication Service)

o Juszuuildlunstuduiyanalasandunang ug19ds (Authentication Credential)
Nwnzay lnendnguaedananaietailu Login/ Password w’%aiuammmmi‘]u
One Time Password %selususesdiannsaiindfle (

® NAUIMUNNIFNTUINITIEUY MailGoThai ( EGA
7
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http://www.egov.go.th/
http://openid.egov.go.th/
http://openid.egov.go.th/

¢ v a oA Y, '
29AUSENAURANNLAYIVDY (§1D)
FTUUATEUWNANIAST ATOUARNNITZUUAIN 9 ol

® 53UUUINIBLANNIATINANIASY (e-Service) MUNBTRTEUUUBINUIBIIUNIATFIA
TusnsBidnnselinddmsudseviru §Usznoun1s w3ersewd tneusni1snenan?
p19vzluludnwazvenislidoya (information) in1sufdunusiuysenwuy

(Interaction) $895UN13ATUTINTIUNIATT (Interchange Transaction) 3eaglusesu
Y9INITYIUINT (Integration) fAila

* szuunuUNegluvesn1Ady (Back Office) nuneds seuvvamhgnunAsuelylung
UIMSIANTT AUAYUNUAINAITAIVDIMUIENUY DAY SEUUTRT TEUUUIMTINY
UAAA STUUIUUIENNN S2UUEVaAans wuau 1asenis iusuy

EGA
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donunenssyluninsay

5$UUaﬂiﬁuLVIﬂﬂ‘1ﬂ%'§

Web Portal

&8

e-Authentication Service FTUUATEUNANTATY

FTUUANTEUNANIATY

Internet Network

9 e-Government Agency



Usennvaegldnsassu

= o/ (xd / v %4 ‘29‘/
® sTUUBUIUAIYARANaITaITUR LY 5 Ussian aeil

- Ussinglginsaesu Asnsadasavalyu

1

A LW DN

Usev1U/ YARRTITUAN
DMGER

F1INGYR

a o

11519015/ WIS LUy

v

pﬁ%@ﬂuagjﬁ’mzw MailGoThai

U1519N15/ RN TN

9

A lEuegiuseuu MailGoThai

atnsAmenULRILUUaaUlall
atnsAmenULeILUUaaUlall
atlnsAmenuLeIuUaaulall

glAsMenULBILUUDBULlaY

1) MUNUAUFINAFLATVDLIUINNST MailGoThai AU dse.

v A L4

2) Wt v UnaRldanuiugguassuuyeImiieny

E EGA
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NTZUIUNITYUTETTUVETEUNANIASAUTEULEUGURIYUAAANAIGLUY Single Sign-On

Aldau

szuvBudufIyAnanany

FTUUAISEUNANIATY

ADINNVBLTUSANS

1) @onusn1h

Phase

\ 4
2) AsIdeU

nsBudusiyana

T

3) #@2Un1UAINY
Aoanstududinuiu
an o a
szuuiuledinans

4) wigwiin Login/

= = |l
AINTLUYUANNTN €

Registration

\

5) wgseuu
e-Service U3

NUILIUY

4

6) A3IFDU
Security Token

A 4

7) 533U

Account

8) whgniin

awmzifouvng
J¥UU e-Service

9) Redirect U
NU1FEINTU

v o o
LUINIUINIT

_| 10) Wihgwin Login

J¥UU e-Service

z £
LE398U

¥

YUADUNITNIIU
Ya9n1513oule
SEUUAITHUNA
ANATFUUY
Single Sign-On

e-Government Agency

1t



LUININNISLTNI DS EUUUINSDLANNSatind LU
6 . A
32UAUY (Single Sign-On)

walulagn

EGA
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walulagnly

/

Openld : Tglunstudusunma

® ave. lomunszuvgudusiyananals (Openld Provider) Fuuniialissuuansauine
AA3F (e-service) @uNT0NTIEBY Uazayy W R LENEUGUAIInULAIE NSO LY
JEUUENTAUNANIATY (e-service) Lo

* Tunsldnussuvdudusinyaranand ssuuansaumaAnIAsg (e-service) AainN1g
WAILNYAAHIMSDEUU (Openld Relying Party) lun1sasuaz Suteyaanssuutiudu
AIUAAANAT

OAuth : Tolun1sSasvatayadiudivesliusnis

® JTUUATAUMNANIASE (e-service) ABIINMTHAMWIYRAIFIWSDIEUU (OAuth
Consumer) wialylun1ssesvedayartdansyuuteyadly (OAuth Provider) Miag
Melasruvtudumyananaa lngseuuazasayanauun luguluuves xml

EGA
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walulagnly

= =
=uuIU Tanatd

TV e-Service

15 udu

2 HuiuAINT
FEVU ¢-Gov Portal

el o o
EIUEMIAT]

= o A g
5. I‘lIﬂ'PI WTAEIWEr

FEUD c-Service

o

H. 32U e-Service

ABanTT

¥

4. aanzliou/login g

FEUU e-Giov Portal

Tudnams

OAuth

P AT Sccurity
Token

i\

. aceounit
FEUL e=Service

J.E?I’J’H';HLI

5. Aansiian

UL c-Service

9, Redinect
—»  fEhhitee

o ] =
ATHT AR AUTN T

' o A
10 |G H Login - ——» 11 i3 edu

OpenlID
p—

e-Government Agency



P - .

e-Authentication Service

=

YUADUNITNTIITUN

174

a
LU

duiiinlan e-Senvice |

Eservice samatayRElHiL

)
WIERIEAEEE 2SIl

Wifaavataya

_________’________._

.....

AR R

WgldfFnaula

)

Top Packabe: :ﬂl“i'a"uu :

sanTFRauls

e-Government Agency



f OpenlD way OAuth

LAUANUTEINAN L

® OpenlD (http://openid.net/get-an-openid/)
® Google
® Yahoo

® OAuth

® Facebook (http://developers.facebook.com/docs/reference/dialogs/ocauth/)

® Twitter (https://dev.twitter.com/docs/auth/ocauth)

EGA
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http://openid.net/get-an-openid/
http://developers.facebook.com/docs/reference/dialogs/oauth/
https://dev.twitter.com/docs/auth/oauth

/ v e e

LUININNISLTNI DS EUUUINSDLANNSatind LU
6 . A
32UAUY (Single Sign-On)

OpenlD

EGA

i



X/'

s (Y c:i c:i 24
29AUIZNAUNRANNLNYIVD

Eﬂﬁzwmﬁammmﬂ%’g “OpenlD Relying Party”

® UTLAUINA SSOLogin

o lausadmsusesiunsidau OpeniD 2.0 munwAildimwn
J¢UU (PHP, Java, ASP.NET)

Heszuvgudumiuananaia “OpenlD Provider”

U

® #3U openid.egov.co.th (sovid.egov.goth dmsurdmneii 3
7l4U3n15 MailGoThai)

EGA
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YUNBUNITNI9U (n5audelala login)

FEUY e-Gov Portal TEUL e-Serviee TR e Authentication Service
wihnazd i il g T1iin e-Service N1 Server 11 Lovi
I I | [ |
| I | I |
I | | | |
| I | I |
" | l | | |
Top Packade 5 1410 I [ I | I
| | I | | |
| | I | | |
| ain "dhlduimseun ssor | I | I |
| | I | | |
I Redireet., [ I | I
| _I | 1 |
[ [ CATINEOUAN UM login NEBNVETEYad W Simple Registration :
| | [ 1
| I I Redireet |
I I I L
! : ¥ Ingin / password I
| Login /! Password |
T ! I- B
| | |
| I I Eedmect
| | , - . ‘ I
| | dvdoyadlnundy |
| | B | | |
| | | | |
| | | | |
1 : -,
: 1 AT ﬂﬂilﬂ:‘l#l'll-l."ﬂ\ﬂﬁ : :
| | | | |
| I Redircet I I |
| I | | |
| I - T : | |
I_. i Rl.'ldll'(.li-t l I I
I I I | | |
| | I | | |
I : : 19 I : I e-Government Agency
[



YUNDUNITNI9U (N5 login wan)

1204 e-Gov Portal FEUL e-Service TEUU e=Authentication Service
A = 3 . ¥ooa ¥ . 3 ;
| | | | |
| | | | |
I | | | |
| | | | |
I I | | | |
Top Packa%c::m"ﬁl ™ : : : : :
.. - | | | | |
aan " 1Fusmsnu 8o | | | |
| | | | | |
I Redirect.. | I I I
I 1 1 1 I
| ] ATIREDUANIUZAT login Wi BUVBTALAAIN Simple Registration |
I | I I I
| | | |
| I | |
| | I
| I I
I 1 I
| I I
I 1 I
| | I
: : datoynd 1 Famniu :
| | | | |
| | | | |
| | | | |
| : ATIADUA [H/AnT | :
| I | | |
[ | Fedireet [ [ [
| I | | |
| | : | | |
L I Redirect | | I
i 1 | | | | :
I | | | l e-Government Agency
I | 20 [ [ [
1 | | | |



S—

OpenlD Request

Juns Request ¥81w91U OpenlID iU OpenlID Provider

FHEER: GET Redtiest

OpenlD end point UB3&58. agjﬁ https://openid.egov.go.th
(https:govid.egov.go.th ﬂﬁa‘jl,ﬂ”’mﬁ’]ﬁ%g U3 MailGoThai)

Tu Request LADILUU OpenlD parameter luae
- Basic Parameter

- Attribute Exchange Extension Parameter

Character Encoding fadld Utf8 _
EGA

HTTP Encode 9



/ M298149 Request

http://openid.egov.go.th/server.aspx?openid.claimed id=http://specs.openid.net/auth/
2.0/identifier_select&openid.identity=http://specs.openid.net/auth/2.0/identifier_sel
ect&openid.assoc_handle=nixRIAAAAB56GYx_ecAUdoR3ghyvgAi9MZXxO-
AhlOONgoeUcrtnQQQAAAAGNVREKOg4S Zb8IgSIb96sYGJEAAYbsk
GBPXGmMwQ3yrBvH2CmwGL6bIW _ 6m2Ibh0cN5Zt5rl0hhMahvHj6HDIZ&openid.return
_to=http://localhost:4856/loginProgrammatic.aspx?dnoa.userSuppliedidentifier=http
%3A%2F%2Flocalhost%3A1807%2FEGA.EGA CAS.Security.eAuthen%2F&openid.real
m=http://localhost:4856/&openid.mode=checkid setup&openid.ns=http://specs.op
enid.net/auth/2.0&openid.ns.alias3=http://openid.net/srv/ax/1.0&openid.alias3.requi
red=aliasl,alias2,alias3,aliasd&openid.alias3.mode=fetch request&openid.alias3.type
.aliasl=http://axschema.org/contact/email&openid.alias3.count.alias1=1&openid.alia
s3.type.alias2=http://axschema.org/namePerson&openid.alias3.count.alias2=1&openi
d.alias3.type.alias3=http://axschema.org/namePerson/friendly&openid.alias3.count.a

lias3=1 E G A
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openid.ns

Basic OpenlD parameter

openid.mode

(fio321) ifun1suenlsi Openld Provider §31 Openld Provider fananse
Ansiorfudldlaviolal Tnadandall
® “checked immediate” (LilviFnsariugls)
® “checked setup”(WiRnsariugldle wugin)
(Fos3zy) un1susn verison U831 Openld Request Tnaszuusudusi
yAAaNaNlYa1usaasu Openld 2.0 s¥UUUIN1511A5539A75LY Relying

Party laus137i5895u Openld 2.0 uw&ldandu

“http://specs.openid.net/auth/2.0”

EGA
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: Basic OpenlD parameter

openid.return to (faszy) WU URL Niszuvdududiiyanananiagdadlenduinmgann
AlgnuinsaelinlEnay

openid.assoc handle  (Lidndusiosszy) Anildlunns sign response

openid.claimed id (s Tusioeszy) Aildosgnaain
“http://specs.openid.net/auth/2.0/identifier_select”

openid.identity (idludeeszy) Arlldesgneiadu
“http://specs.openid.net/auth/2.0/identifier select”

1o [ %
openid.realm (lan\]’lL‘Uumaﬁizq)

EGA
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Attribute Exchange Extension

Parameter Description

openid.ns.<extension alias> (Fo332Y) Wunsuenszuvudusiiunrananslvida Ay

ulugUwuuvad Attribute Exchange (ssuugudusynng
nae aduayunisasmAulugUluu Attribute Exchange
winn) Aidesgnaady “http://openid.net/srv/ax/1.0”

% < Y A 1% . 1 ng
openid.<extension alias>.mode (MD33Y) WuardeAuiieldeu Attribute Exchange AU

v

098 ﬂmLUu “fetch request”

EGA
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Attribute Exchange Extension

openid.<extension alias>.requi (A8438Y) Junsuenszuviuduiiyananasinszuuuinig

od NASFABINTS attribute aglsAuludne lnevn attribute Aassey

Araseialldnulansoungy

) {un13Usn Iz uUBUIUAIYARANAININTZUUUINIS

ee

openid.<extension alias>.type. (9B93

. . AASFHNTED attribute azlstnelnete attribute alias ADs
<attribute alias> = -
Qﬂm‘muﬁﬂ,‘u openid.<extension_alias>.required

0138UVUININIASEABINTT attribute T

EGA
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: Attribute alias

http://axschema.org/contact/email e-mail “ZJENQI%
http://axschema.org/namePerson %@—mmqa YOI Y
http://axschema.org/namePerson/friendly User name Tusyuu e-portal vosgly
http://axschema.org/contact/phone/cell mngiavlnsinilindoud
http://www.egov.go.th/2012/identifier/citizenid LagUsEARIUTEIYU

http://www.egov.go.th/2012/identifier/passportid LavnvladaLAung (nSeilynInef)

http://www.egov.go.th/2012/identifier/juristicid lavUAyYAAS

EGA

27 [ e-Government Agency |



-

http://www.egov.go.th/2012/identifier/usertype

http://www.egov.go.th/2012/identifier/identity

28

Attribute alias

Za Attribute ATidafu

Usetnnveld Tuseuu e-portal

A1 Citizen : YAAATITHUAT

A JuristicPerson : AUAAA

A1 Foreigner : ¥1I019%6

A1 GovernmentAgent : Lﬁf’]‘iﬁﬂ’]ﬁ%ﬂ%}g

svagudu lneguiuuTuediuusennues

YAAATIINUAT : 1avUTZINeIUTEV VU

o

UAYAAA : LaVUAYAAS
YIINNYIA © LaYNIUIEBLAUN
RIMUNNIYB95T © lauUszanfuTE Ty

EGA
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: Attribute alias

o Artribute
http://www.egov.go.th/2012/identifier/identityverifi sEAUNTEUduTRITTER UG

edlevel

http://www.egov.go.th/2012/identifier/citizenidveri sgAunsEuduvearUsyIdUsEIYY

fiedlevel

http://www.egov.go.th/2012/identifier/juristicidveri wﬁumsﬁuﬁmmmﬁuﬁaqma

fiedlevel

http://www.egov.go.th/2012/identifier/passportidv sEAUNSEUTUTRIATINTsERLAUNS

erifiedlevel

http://www.egov.go.th/2012/identifier/organization  SWaMIE91U

id E A
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STAUYDINTIULUYAAA

Tutlgdu szuuivleananslanusssauraanistiuduyana logla
Uszqﬂﬁtﬁammmaﬂmﬁ “Registration and Authentication: e-

Government Strategy Framework Policy and Guidelines”

(%4

939U 3.0 dvilnessulasingy Aueneu 2545 Fadu 4 szaudall

- 5aU 0 (Unverified)

(%

-38nU 1

ee

(%

all
ee
i
N

U

all
ee
e
N

EGA
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5¥AU 0 (Unverified)
wanraususInssBiannsetindnassiluneliiAnaumaene i
AnvaRanainlunistuduyana
lineliiAnaaliiavmnsogiiieades
foyaduiwdedeyaiiannsothluldusslovudmnausle L
msnlvaludaupnaniouen

<
o)

51D LAAAAIUELNIFATUT NN NS NE AL

<
o)

sinelvilinAudeudunaynnale

<
o)

1ine AN UassArInnINa1d1sBN1TATIANUBIVYINTTH

EGA
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/ /
IeAU 1
wiNzauiugInssudidnnsetindninsgiiarana iinenugenie
dnee dnAntaRanainlunistuduynng
a1anebiiamuliasaneieIteantion
Jayadumvsatayananusainllduselevudandivdle Liie
n1sbraludiyaraniguen

hiﬂ'aslﬁt,ﬁﬂﬂ’amLﬁawﬂaﬁﬂuiﬂaﬂﬂaﬁaﬁﬁLﬁmﬁuaﬂ
o1aneliiAnANdeyesunSndAusedfisadoudnies
madaiﬁﬁmmmLﬁamﬁwiaﬁﬁﬁmsﬁaqLé“ﬂﬁ@ﬂ

LineliiingUassaniannuaItfon1snTIINUDIYYINTTX E GA
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AU 2

v A

wiNzauiugInssudidnnsetindninsgiiarana iinenugenie

9

NOAUAIT D WNAVBRANAIA UNITEUTUYAAS
madaiﬁﬁmmmlaiazmﬂ&iaQ’ﬁLﬁmﬁﬁaawaamai

JayaadiumvsateyananunsainlUldusslevudamndivdls a1aiia
n1sbraludiyaraniguen

hiﬂ'aslﬁt,ﬁﬂﬂ’amLﬁawﬂaﬁﬂuiﬂaﬂﬂaﬁaﬁﬁLﬁmﬁuaﬂ
madaiﬁtﬁmmmLﬁﬂmaé’mm%’wéﬁuﬁiaﬁﬁLﬁafaﬁﬁaqwaamai
madaiﬁtﬁmmmL’ﬁamLﬁﬂ@i@@ﬁtﬁﬂ’rﬁaqwaamaﬁ

Em)daiﬁﬁmqﬂassw’%ammm%ﬂGiamsmwwumﬁﬁzy'mﬁﬁE GA
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/ /
ICAU 3
wiNzauiugInssudidnnsetindninsgiiarana iinenugenie
9e/7917n awAnTarananlun1sEuduyaaa
a1analiinauliazansegiinetadag1euin

JayaadrumvsatayananunsainlUldusslevudamndivdlaaiaia
n1sbraludiyaraniguen

madaiﬁtﬁmmmL?ﬁamaéﬁuﬁ'wmmaﬁﬁLﬁmf’uaq
awdaiﬁlﬁmmmLﬁﬂmaé’mm%wéﬁwiaﬁﬁLﬁm%’aqaehmm
madaiﬁtﬁmmﬂmﬁamLﬁﬂ@ia@fﬁtﬁmsﬁaqaéﬂwﬂﬂ

Em)daiﬁﬁmqﬂassw’%ammm%ﬂGiamsmwwumﬁﬁzy'mﬁﬁE GA
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. M298149 Response

http://localhost:4856/loginProgrammatic.aspx?dnoa.userSuppliedldentifier=http://local
host:1807/EGA.EGA CAS.Security.eAuthen/&openid.claimed id=http://localhost:180
7/EGA.EGA CAS.Security.eAuthen/user.aspx/Administrator&openid.identity=http://lo
calhost:1807/EGA.EGA CAS.Security.eAuthen/user.aspx/Administrator&openid.sig=P6
+1Zf5yVHeOTnngzycP7vw8BRLIJIBHF4ZSOm1Mauxg=&openid.signed=claimed id,iden
tity,assoc_handle,op _endpoint,return_to,response nonce,ns.alias3,alias3.mode,alias
3.type.aliasl,alias3.value.aliasl,alias3.type.alias2,alias3.value.alias2,alias3.type.alias3,
alias3.value.alias3,alias3.type.aliasd,alias3.value.aliasd&openid.assoc_handle=nixRIAA
AAB56GYx _ecAUdoR3ghyvgAi9MZxO-Ahl00NgoeUcrtnQOQQAAAAGNVREKOg4S Zb8
1gSIb96sYGJEAAYbskGBPXGmMwQ3yrBvH2CmwGL6bIW  6m2Ibh0cN5Zt5rl0hhMahvHj6H
DIZ&openid.op _endpoint=http://localhost:1807/EGA.EGA CAS.Security.eAuthen/serv
er.aspx&openid.return_to=http://localhost:4856/loginProgrammatic.aspx?dnoa.userS
uppliedldentifier=http%3A%2F%2Flocalhost%3A1807%2FEGA.EGA CAS.Security.eAu

then%2F&openid.response nonce=2012-05-15T10:45:54ZrrKt7tDX E GA
55 [ e-Government Agency |



——— A
/’ , SR

vvvvvvvvvvv

M298149 Response (51D)

&openid.mode=id_res&openid.ns=http://specs.openid.net/auth/2.0&openid.ns.alias3=h
ttp://openid.net/srv/ax/1.0&openid.alias3.mode=fetch response&openid.alias3.type.
aliasl=http://axschema.org/contact/email&openid.alias3.value.aliasl=test@sgits.net.t
h&openid.alias3.type.alias2=http://axschema.org/namePerson&openid.alias3.value.al
las2=Administrator eGov-
Portal&openid.alias3.type.alias3=http://axschema.org/namePerson/friendly&openid.
alias3.value.alias3=administrator&openid.alias3.type.aliasd=http://www.egov.go.th/2

012/identifier/citizenid&openid.alias3.value.aliasd=

EGA
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- N13ATIVEIUAIINYNAD
WWaUeenuN1591 replay attack S$UU e-service A9¥1NN3

pa31vdeutayalrunfuszuuIvleAna1mnAse lagnisun
parameter “openid.mode” Tondu
“check_authentication” wSauviakuutayantasuuane

dsliszuuiulennalsiuu Http post request

SEUU e-service azlasum “Is valid” 1Ju “true” 5’1617@33@
ﬁﬂﬁ/‘imﬂgﬂﬁ\‘iﬂ\l’]"\]’]ﬂ ﬁﬁUUL’iUVLGUﬁﬂa’NQ%Q

EGA
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n'ﬁuwauamlé’lﬂlﬁumu
aﬁa.LLuzﬁﬂﬁszwm'ﬁaumma\mmEmuﬁlfzmaaﬂamaiﬂu

Mg ULAEANDEUTURIUARS
- Bwd
G FEORIT ALY

nstitoyadud wudnsuseavu hidegnviulesni (szuu

gUdUFIYARR)
- szULBuduityAnanane agkanatn b lgvinnsLiuTaya

EGA
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\\ /
n'ﬁuwauamlé’lﬂlﬁumu
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Unsusznvu visagumeaslinuely nease. wugdilnly
LIRS
= ghravunielglevinnis login meUydved e-
service N LavinN13szyiInu veas1eldlailunsalin
lﬁﬁﬁﬁu%aw e-service

= HsvuulidliAudvaniadugiudeya nsase. wusiild
4519 A1 BLAUATT
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@ ASP.NET -> DotNetOpenAuth

@ PHP -> LightOpenID
-> PHP OpenlD Library

@ Java -> JOpenlID
-> OpenlD4Java

EGA
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/ v e e

LUININNISLTNI DS EUUUINSDLANNSatind LU
6 . A
32UAUY (Single Sign-On)

OAuth

EGA
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= 29AUSZNAUNANTILNYIVD

F}jﬁz‘uu e-Service “Oauth Consumer”
® %1199 SSORegister

o lausiaaundusassunisieanu OAuth v1.0a AULANTLY
(PHP, Java, ASP.NET)

® OAuth Consumer “key” Wag “secret” MNase.dalu
Heszuvgudusiuananaia “Service Provider”

® UAUING OAuth.ashx (https://openid.egov.go.th/
OAuth.ashx)

® VUNAULNG XmlUserInfo.aspx (https://openid.egov.go. E/GA

XmlUserInfo.aspx) 42 o Government Agency |



YUNDUNITINNUVBS Oauth (http://oauth.net/core/1.0/)

Consumer

Request
Request Token
—

Direct User to
Service Prowvider

Access Protected

Resources

Consumer / Service Provider

Service Provider

Grant
- e
Request Token
T E—

i

1

1

1

1

1

1

__________ i

Obtain User

Authorization

—_—

Direct User to
Consumer

Person Using Web Browser / Manual Entry

User Authorizes Obtain Unauthorized
Request Token Request Taken

Exchange Reguest Token
for Access Token

43

OAUTH AUTHENTICATION FLOW

Consumer Requests
Request Token

Request includes
oauth_consumer_key
cauth_signature_method
cauth_signature
oauth_timestamp
oauth_nonce
cauth_version (opticnal)
cauth_callback

Service Provider
Grants Request Token

Response includes
oauth_token
oauth_token_secret

oauth_callback_confirmead

Consumer Directs User to

Service Provider

Request includes
cauth_token (optional)

Service Provider Directs
User to Consumer

Request includes
cauth_token
cauth_verifier

Consumer Requests
Access Token

Request includes
oauth_consumer_key
cauth_token
cauth_signature_method
ocauth_signature
cauth_timestamp
aauth_nonce
cauth_version (opticnal)
oauth_wverifier

Service Provider
Grants Access Token

Response includes
oauth_token
oauth_token_secret

Consumer Accesses
Protected Resources

Request includes
oauth_consumer_key
cauth_token
ocauth_signature_method
oauth_signature
oauth_timestamp
cauth_nonce

auth_wersion {(opticnal)



Request luaunau A.

@ HTTP POST -> http://testopenid.ega.or.th/OAuth.ashx
@ oauth callback=http://localhost:61420/code/SSORegister.aspx&

oauth consumer key=sampleconsumer&

oauth nonce=MgoTuozwé&

oauth signature method=HMAC-SHA1&

oauth signature=19259ZnTIWXal97HDG736KFKgRI=&
oauth version=1.0&oa

scope=

EGA

a4 e-Government Agency



N, i

~—A. M58 “Request Token”31N5EUVEUGUAIUAAANANS

oauth _consumer key
oauth_signature_method

oauth_signature

oauth_timestamp

oauth_nonce

oauth version

oauth_callback

“key” NNN9ET0.d9LA

35115 Sign Request (mslaAL W HMAC-SHAL)

A191lUN1S Sign Request MU oauth signature method (Inevialy
parameter HaggnAasentyanludiluduneuasne Request Yaaus
azlausnd)

aMYINN1T Request

[~ d' 1 é{ 19; [y} 1 1
LﬂmgmaqLaﬁmnQﬂquﬁuumﬂﬁlumﬂﬂuumaz Request UDUAaYIZUU

a Y A v ! ] av o Y
U3N1901A%F Liote1lIn599@0U71 Request Wiy Request ‘vﬂmﬂagﬂiﬁu
11N9U wazUaInunISlaNfNIuY HTTP

1795TUYBY OAuth

URL fi9zlida “Request Token” nduld E GA
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Response Tuvumnay B.

@ HTTP POST -> http://localhost:61420/code/SSORegister.aspx

® oauth token=w6yxDIpNBB8QK2Y6xpyKszTZpVps=&
oauth token secret=0HN1HvCFzaX/vI17faCyiFiVzRk=&

oauth callback confirmed=true

EGA

a6 e-Government Agency



B. STUVBUIUAIYARANAINEHY “Request T

naululn
oauth token “Request Token” A1nszuUTayanly
oauth token secret Jueiiszuuteyaglddanmiauiu “Request Token” wialdlunis

M58V “Request Token” Inupllagligiuluisiay “Request

Token”

oauth callback confirmed U True dnldsunistuduainszuudulafnans

EGA

a7 e-Government Agency



7&

Request luaunau C.

© HTTP GET -> http://testopenid.ega.or.th/OAuth.ashx
@ cauth token=w6yxDIpNBB8QK2Y6xpyKszTZpVps=

EGA
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C. Tvilavinnnsauguninu

sruvasauneaniasgarlludessvutudusuananans
devhnsBudusneu (unsaiaglddslalavinnsasdedly
AuszuvBudumyananais) waslugluanaulainazaygy s
szuvansaunaniasgaunsanvayavedlulanselal
parameter ﬁiﬁﬂu%umauﬁﬁm oauth token Falgunann
Funou B (Request Token)

EGA
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e

Response ludunau D.

@ HTTP GET -> http://localhost:61420/code/SSORegister.aspx

® oauth verifier=piRunFM=&
oauth token=w6yxDIpNBB8QK2Y6xpyKszTZpVps=

EGA

50 o-Government Agency



STUUASHUNANIATG

oauth token “Request Token” a1ntumou B (ludunouil “Request Token” lasu

nseuIn bvldulanssuutay el

oauth verifier Huariiszuudeyadlidannieutu “Request Token” Tnerniiagdl
arundeuloafuszuutinisniady andgnlfluduneu £ iteBusui
STUUUINMINIASETIavUe “Access Token” ﬁ?ulﬁ‘;luiww%mimﬂ%’g
Aenfufive “Request Token”

EGA
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/ “Request luvunau E.

@ HTTP POST -> http://testopenid.ega.or.th/OAuth.ashx

® oauth verifier=piRunFM%3D&
oauth token=w6yxDIpNBB8OQK2Y6xpyKszTZpVps%3D&
oauth consumer key=sampleconsumer&
oauth nonce=Y2FPEOhg&
oauth signature method=HMAC-SHA1&
oauth signature=DLKewGMNI1%2BrmpUUHgsviQQ9261%3D&

EGA
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oauth version=1.0&oau



~——E. uan “Request Token” U “Access Token”

oauth _consumer_key “key” MM9aTe A9l

oauth token “Request Token” ludiuneu D
oauth signature method  38n15LN3¥a Request (Fodlan1idu HMAC-SHAT)

oauth signature ALANTUABUNISITITIE AU oauth_signature method ATl
Tupeuilagliviloumluduneu A (aeialy parameter aggnaad
TonludRludunauasny Request vausazlausns)

oauth_timestamp 11a171911N13 Request

L4
1 =

oauth nonce Jugpvessinaviignduduanliligiuluusas Request vousiay

=

a v 1% 1 & an
FLUUUINIINIASY tetenlIns1aaeudn Request Hilu Request Wyl
wegniduneu waztaatunisiaumsiu HTTP

oauth version 1795TUYBY OAuth

oauth verifier Amlnansruuteayarlvlutuneu D
- 53



Response ludunau F.

@ HTTP POST -> http://localhost:61420/code/SSORegister.aspx

® cauth token=FpLQoLmK997T+i9lsaA33+bWIEY=&
oauth token secret=kzvbxfPP+pCscwOcvYWpk3waRNw=

EGA
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F. szuutduladnansds “Access Token” naululsi

oauth_token

oauth token secret

“Access Token” 7ilasuannseuLduduiIyARANaS

Jueiszuutayaglddamiauiu “Access Token” Litaldlunis
M31980U “Access Token” tnanilaglagniuluusiag “Access

Token”

EGA
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/ 2 - /

G. 11 “Access Token” lJuanvayas(l

sTUUAMTAUmNANATTI “Access Token” fildludindstoyavesild
Tnenaase. liUsuiSmsindsdeyaiielilddoyandumlusuuu
Y89 xml LAgEWRUIEINLU09 xml W1 URL
“http://openid.egov.go.th/XmlUserInfo.aspx?Access Token={Acc
ess Token fiszuuasaunanasslasuy” Tng “Access Token” 3
918N 10 U

U

NINNNAAIU Request Token Tudupau A Tun
AWAILENHNTALUIDE xml iU URL :

“http://govid.egov.go.th/XmlUserInfo.aspx?AccessToken={Acces
s Token fis¥UUATALNANASTIFTUY E G A
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https://govid.egov.go.th/

N =—'

AUSIINESD.LAY

74
T
@ ASP.NET -> DotNetOpenAuth

@ PHP -> basic php library

EGA
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F A19819 XML 99Ussu1vU

<? Xml version=“1.0" encoding="UTF-8"7>

<Member type="Citizen">

<UserlD>add8b6a0-37db-4f44-b598fb0e6550a31f</UserlD>
<UserName>TestVender3</UserName>
<Title VerifiedLevel="Unverified"/>
<FullName VerifiedLevel="Unverified">Vender3 Test</FullName>
<FirstName VerifiedLevel="Unverified">Vender3</FirstName>
<LastName VerifiedLevel="Unverified">Test</LastName>
<DateOfBirth VerifiedLevel="Unverified"/>
<Gender VerifiedLevel="Unverified"/>
<ldentification>

<Code VerifiedLevel="Unverified"/>

<IssueBy VerifiedLevel="Unverified"/>

<lIssueDate VerifiedLevel="Unverified"/>

<ExpireDate VerifiedLevel="Unverified"/>

</ldentification> E GA
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rF A19819 XML v99Useuuu (519)

<Nationality VerifiedLevel="Unverified"/>
<Occupation VerifiedLevel="Unverified"/>
<Address>
<HouseNumber VerifiedLevel="Unverified"/>
<VillageName VerifiedLevel="Unverified"/>
<Moo VerifiedLevel="Unverified"/>
<Soi VerifiedLevel="Unverified"/>
<Road VerifiedLevel="Unverified"/>
<SubDistrict VerifiedLevel="Unverified"/>
<District VerifiedLevel="Unverified"/>
<Province VerifiedLevel="Unverified"/>
<PostCode VerifiedLevel="Unverified"/>

<GeoCode VerifiedLevel="Unverified"/> E G A

</Address> 37



/ A19819 XML 289Us2919U (519)

<Contactinfo>
<Telephone VerifiedLevel="Unverified"/>
<Mobilephone VerifiedLevel="Unverified"/>

<EMail VerifiedLevel="Unverified">vender3@test.com</EMail>

<AlternativeEMail VerifiedLevel="Unverified"/>

</Contactinfo>

</Member>

EGA
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y A79819 XML Y841%119157

<? Xml version=“1.0" encoding="UTF-8"7>

<Member type="GovernmentAgent">

<UserlD>b8c871c0-e951-102f-8d63-83b2f2ccbbab</UserlD>
<UserName>Test.User</UserName>
<Title VerifiedLevel="Unverified"/>
<FullName VerifiedLevel="Unverified">Test User</FullName>
<FirstName VerifiedLevel="Unverified">Test</FirstName>
<LastName VerifiedLevel="Unverified">User</LastName>
<DateOfBirth VerifiedLevel="Unverified"/>
<Gender VerifiedLevel="Unverified"/>
<ldentification>

<Code VerifiedLevel="Unverified"/>

<IssueBy VerifiedLevel="Unverified"/>

<lIssueDate VerifiedLevel="Unverified"/>

<ExpireDate VerifiedLevel="Unverified"/>

</ldentification> E GA
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(74

p A29819 XML ¥89131U N335 (5i)
<Nationality VerifiedLevel="Unverified"/>
<Occupation VerifiedLevel="Unverified"/>
<Organization>
<Name VerifiedLevel="VerifiedLevel2" Code="10009000">#11N91U3§Ua
slannseling (83AN1TUTU)</Name>
<Ministry VerifiedLevel="VerifiedLevel2" Code="10">n3zn58inAlula
ANSAUVIALAZNNSARANT</Ministry>
<Department VerifiedLevel="VerifiedLevel2" Code="009">8UNUSFUR
9LanNTeling (89AN1SUNTU)</Department>
<Division VerifiedLevel="VerifiedLevel2" Code="000"/>

</Organization>

EGA
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A29819 XML ¥99N3g (519)

<Address>
<HouseNumber VerifiedLevel="Unverified"/>
<VillageName VerifiedLevel="Unverified"/>
<Moo VerifiedLevel="Unverified"/>
<Soi VerifiedLevel="Unverified"/>
<Road VerifiedLevel="Unverified"/>
<SubDistrict VerifiedLevel="Unverified"/>
<District VerifiedLevel="Unverified"/>
<Province VerifiedLevel="Unverified"/>
<PostCode VerifiedLevel="Unverified"/>

<GeoCode VerifiedLevel="Unverified"/>

</Address> E GA
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/ A29819 XML ¥99N3g (519)
<Contactinfo>

<Telephone VerifiedLevel="Unverified"/>
<Mobilephone VerifiedLevel="Unverified"/>

<EMail VerifiedLevel="Unverified">Test.User@ega.or.th</EMail>

<AlternativeEMail VerifiedLevel="Unverified"/>

</Contactinfo>

</Member>

EGA
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| f0e19 XML vesdiiynna

<ixml Versiopn=:l:0encodine=AVFF-877>

<Member type="JuristicPerson">
<UserlD>09ddcleb-360b-41e5-8e3f-12206065cda9</UserID>
<UserName>testjuristic</UserName>
<Name VerifiedLevel="Unverified">d3t8 9119 (L1A191)</Name>
<Abbreviation VerifiedLevel="Unverified"></Abbreviation>
<ContactPerson VerifiedLevel="Unverified"></ContactPerson>
<ContactPhoneNumber
VerifiedLevel="Unverified">026126000</ContactPhoneNumber>
<|dentification>

<Code VerifiedLevel="Unverified">0105553077469</Code>

</ldentification>

EGA
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| fa9819 XML 284l AUAAA(AD)
<Address>
<HouseNumber VerifiedLevel="Unverified">108</HouseNumber>
<VillageName VerifiedLevel="Unverified">BKK112138519</VillageName>
<Moo VerifiedLevel="Unverified"></Moo>
<Soi VeriﬁedLevel:"Unveriﬁed">§1\‘1‘1§’1</Soi>
<Road VeriﬂedLeveL:"Unveriﬁed">3’1\‘1‘1§’1</Road>
<SubDistrict VeriﬁedLeveL:"Unveriﬁed">‘1/j<1‘1/\|€yﬂ1‘v1</SubDistrict>
<District VerifiedLevel="Unverified">lus1519173</District>
<Province VerifiedLevel="Unverified">N34NNNAI1UAT</Province>
<PostCode VerifiedLevel="Unverified">10400</PostCode>
<GeoCode VerifiedLevel="Unverified">10370100</GeoCode>

</Address>

EGA
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/ f19819 XML v84d) ﬂﬂa(ma)

<Contactinfo>
<Telephone VerifiedLevel="Unverified">026126000</Telephone>
<Mobilephone VerifiedLevel="Unverified"></Mobilephone>
<EMail VerifiedLevel="Unverified">juristic@ega.or.th</EMail>
<AlternativeEMail VerifiedLevel="Unverified"></AlternativeEMail>
</Contactinfo>

</Member>

EGA
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/ N15lYeau xml
YiNNSWNEYoYARBNNIAIN xml
Utayanlalilanasuadingauin

0158UU e-service Aadlviilild Username wag Password N9
ladnansanuisalvvaya Username Lo usgldnaensen Password
194

EGA

68 e-Government Agency



N/
/ 0, o &
/ YaLuUzUI lUNISANAY
ﬁ?ﬂﬂﬁﬁﬂﬁ@ﬂ%@@uaﬁaumﬁa@gﬂ
Fionansantufinitlgiunsoudlvezlslutng
ynsnaaeuszuulnedewhmsage Ut ol
o i ldsulunsalifldogn e-service wagsin1s mapping flHudn

o ilgaulunsdifiglvedn e-service widaliilavinn1s mapping

o iilFulunsallsififldegi e-service
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= AjURININNRIUIARIANLUNS
#5199 SSOLogin tag/13e SSORegister Wag Software Library 61199)

* aunsanulnansaage source code NVIulaRraIsTUVEUSUFIUARANANS
http://openid.egov.go.th/publish/DevMain.aspx

N8N SSOLogin Wiienveyaiilesuainseuvguduiiuananasly
M5I9AUANTLUNISIUNDTRYA LAZUINITVBISEUUANTAUNAYDINUILIY

n3alna SSORegister Tivinnsunsvayalnslng (Juzuwuures XML) Nlasu
nszuvBudusiyananan iatnlUldlunasy Register

L34 domain %38 ip address Y895 UUTLUUANTAUNAVDINUIIUAU
QT @99, WeUalildaussuuiudusiiyananans

EGA
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