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Control Objectives for Information and Related Technology




Business view
NOT only IT view

IT does not understand Busmess
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Mastering complexity

Security || Regulatory compliance

Aligning IT with business

Optimizing costs

Keeping IT running

Challenges
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Operational excellence

. ‘/V)

Enable business success factors

Do it well and do it once

Continuous improvement targets



Value Creation

Management

Organization
Prospects

Competitors Create
Regulators vaue Business unit
Suppliers Processes
Influence -
Capabilities
b q Goods/ Coordinate nowledge
eman i !
ﬁ Services C— control, and
onsume dep|oy
assets People
Customers
Resources
Supply :
Generate returns Information
(or recover costs)
Applications
Infrastructure

Financial capital

Asset
types
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Whatis ITIL ?

Bring into line IT services with business wishes

A set of best practises not fixed instructions

Provides guidance not a step-by step manual

Providing optimal service provision at a reasonable cost

A non-proprietary set of best practices — public domain
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Benefits
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Businesses are turning to...
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Process best practices

Pay sufficient attention to (allocation of) roles

Clearly define tasks, authorities and
responsibilities

Ensure inputs and outputs are established
Do not allow process by-passing

Do not reinvent the wheel
DO NOT FORGET COMMUNICATION!




Adopt and Adapt

* Not just adopt
* Please also adapt



An Introduction to

IT Service Management



Why IT Service Management

ncreased dependency on IT services
Higher visibility of IT service failure
ncreased complexity of IT services
Higher level of customer expectations

External influences due to untied customers
Charging for IT services




Goals of IT Service Management
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Why ITIL for Service Management?

» Best Practices

* Non-Proprietary/Non-Prescriptive
« Guidance, not regulations

* |nnovative



ITIL v3

Overview of ITIL Key Concepts
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RACI| Model

R - Responsible

- The person or people responsible for getting the job
done

A - Accountable
- Only 1 person can be accountable for each task
C - Consulted

- Involvement through input of knowledge and
information

| - Informed

- Receiving information about process execution and
quality



Lifecycle: Five phases

» Working with the business to plan appropriately for
Strategy both long- and short- term service needs

» Planning and architecting services that fall within
the business’s strategy

* Moving planned business initiatives to live status
Tra nsition « Retiring old services no longer of value to the business
* Improving services to keep required competitive levels

Operati on * Managing the services currently utilized by the
business

Continual Service
Improvement

» Implemented as part of every process

22



Benefits of ITIL

Best Practices
Lifecycle Approach

Better Integration
— Business Services
— |IT Services

— |IT Functions

Focus on Value of Service



Process Model

Triggers

Process
Inputs

Process Control

Process Policy
Process Owner Process Objectives
Process . Process Feedback
Documentation

Process

o Process Metrlc
Process Activities Process Roles

Process
Outputs

Process Process
Procedures Improvements
Process Work
Instructions
Process Enablers
Process
Process Resources "
Capabilities

Including process
reports and reviews

24



ITIL 3

Strategy

— Working with the business to plan appropriately for both long- and short-
term service needs

Design

— Planning and architecting services that fall within the business’s strategy
Transition

— Moving planned business initiatives to live status

— Retiring old services no longer of value to the business

— Improving services to keep the business at or above required
competitive levels

Operation
— Managing the services currently utilized by the business
Continual Service Improvement L

e

— Implemented as part of every process «mnt =
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Main practice elements

DRDal
—CiICast

; . i Develo
Required business Define the o DEﬂ_” © _ | | Develop Cost De»relop the . Strat i o Charter
outcome identified market o SEnvice o Model Service o S o Service
structures Portfolio Assets
|
: i Design Create
Design Design measurement ; i i
technology || |management | | | systemns, . Design | Destgn . SEI'!{ICE
. systems & methods & Processes Solutions Design
aI"Chr[EC‘[uI'E tm,ls . Et.vrj Packam
|
. Develop Coordinate Plan, Build, Conduct .
Service o . . Transfer, Provide
Desian Transition & »= Organization Test and Service Deploy or Earl
9 Support Plan and Service Validate Testing and Seployor ary

hhte

Monitor & Manage Manage Generate Participate in Provide

. Customer Events, metrics on strategy, Service
Deployed Service Control ™1 | requests and - Incidents - Service " design and ™ | Performance

Services rommunication problems performance transition Reports

|

Analyze and valﬁ§$ Ltz CSDnd_”d Define L?tlr?a%[e‘;;,h SCre::!te

Service Reports trends service | [—=| |assessments & | rfemce —— service — | Design, — | ervice
performance PetiiNance benchmarks Operation & Sl
reparts results baselines enchmar ransition Programme
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Service Strategy

* Financial Management
» Service Portfolio Management
 Demand Management



Service Portfolio Management

-

Service Pipeline

» The Service Pipeline contains details of
business needs, such as Services that have
yet to be released into the live environment.

~

J

.
-

Service Catalogue

» The Service Catalogue contains details of all
Services that are visible to the customer.

~

J

.
-

.

Retired Services

* Retired services are those Services that are
no longer available or are in use.

~

J
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Demand Management

Demand pattern

—

Pattern of ‘ Business € ervice \

business Process Process Capacity

i management
actvily \_/ Service belt lan

(—

Delivery schedule

Incentives and
penalties to influence
consumption

Demand
management




Service Design

Service Catalog Management
Service Level Management
Availability Management

Capacity Management

IT Service Continuity Management
Supplier Management

Information Security Management



IT Service Continuity Management

______________ -} : Key activities \
Business $ Policy setting
Continuity Initiation i Scope
anagemen - .

(BCM) $ Initiate a project

k—

> Business Impact Analysis
» Risk Assessment
$ IT Service Continuity Strategy

Requirements
and strategy

usiness Continui
Strategy

L

|
ll > Develop IT Service Continuity plans

usiness Continui © Develop IT plans, recovery plans
plans Implementation and procedures
{> Organization planning

> Testing strategy

L

$ Education, awareness and training
> Review and audit

P Testing

© Change Management

On-going

Invocation _> operation

_/
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Service Transition

Asset and Configuration Management
Change Management

Knowledge Management

Transition Planning and Support
Release and Deployment Management
Validation and Testing

Evaluation



DML (Definitive Media Library)

Licenses

Authorized

Document & Configur:

Single Logical Storage




Normal change

Create RFC

>
Record the RFC

Change proposal

(optional)

Av 4

Major ]

Changgs

Av 4

A\v 4

Authorize

EE—

change proposal

Av 4

Av 4

[ Workorses |

SIND @1epdn

implemented

Av 4

Av 4

~

Evaluation report — Review and close | .




Service Operation

Incident Management
Problem Management
Request Fulfillment
Event Management
Access Management



Incident Life Cycle Map

Repair
Time

Response

Detection Time

Time Recovery
Time

"'_DIEQHDSIS — . i
Incident Resolufion ——» Restoration Incident
(Mean) Time To Repair - MTTR (Mean)Time Between Failures - (MTBF) or
or Downtime Uptime

I
(Mean )Time Between System Incidents - MTESI



Different Channel for Report
Incident

/évent Managfmen}// Web Irtherface //J Phone Call // Err|1ail /

Y
Incident Identification

To request fulfilment
IS (if this is a service
this really an No request) or service
incident? portfolio management

(if this is a change
Yes proposal)
Incident Logging

Incident Categorization

A 4

Incident Prioritization




Incident Management Workflow

. ATt Incident Loggin
Incident Identification } 99ing } Incident Categorization -‘

Yes

To Request Fulfilment

Service Request?

Incident Prioritization -‘

Major Incident Procedure

Initial Diagnosis -‘

<
10

Yes Functional (2, 3 level)

Escalation Needed?

—

Management
Escalation

Hierarchic Escalation
Needed

Investigation
& Diagnosis

No

v

Resolution and
Recovery

v
Incident Closure

v

e
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Problem Management

Detection and Logging

Categorization

Prioritization

*

Investigation & Diagnosis

O

Error Record

Change Needed?
% No

— Resolution

Create Known I

_=_( Known Error ()
Database

Yes

Change Management

Closure

Major Problem? Major Problem Review

End



nszuIums Event Management

» Scope focused on specific events vs. general
monitoring

— Early Detection - Preventative
« Basis for key automated operations
— Detect

— Make sense of
— Act on

 Classifications based on significance:
— Informational
— Warnings
— EXxceptions



nszuIums Access Management

* Access Rights
— Verification of legitimacy of requests
— Monitoring Identity Status
— Logging and Tracking Access
— Granting/Removing/Restricting



Service Desk

Single Point of Contact for User
Community

Manages Incidents and Service Requests
— First level of support

— Escalates as agreed

— Keeps users informed

— Closes

Conducts Satisfaction Surveys
Communicates with Users



Continual S_@rvice Improvement

Senr_in:_e
Transition

Service Strategy

Service
Operation

Continual
Service Improvement 43



Constant Improvement: Deming

Continuous quality control and consolidation

VAN Plan Project Plan
Do Project
Check Audit

Act New Actiong

Q ACT | PLAN
3 Business
> IT
"E Alignment
>
© CHECK| DO
=
<  Effective Quality
Improvement

! Consolidation of the level reached
l.e. Baseline

Time Scale



CSI| Model 6Step!!!

How do we keep
the momentum goin

What is the vision?

Business vision,
mission, goals and
objectives

7
\

Where are we now?

Baseline
assessments

V4

Where do we want
to be?

VAN

Measurable
targets

7

How do we get there?

d
L

T

Service & process
Improvement

Z

Did we get there?

T

Measurements &
metrics




7/ Steps of Improvement

Identify
* Vision

":5' - Strategy

» Tactical Goals
» Operational Goals

1. Define what you

should measure

7. Implement
corrective action

/\

2. Define what you
can measure

i

(Goals

Y

6. Present and use the
information, assessment
summary, action plans, et

VAN

Relations? Trends?
According to plan?

Targets met?
Corrective action?

\V

3. Gather the data
Who? How? When?
Integrity of data?

5. Analyze the daté\ 4. Process the dat

Frequency? Format? Cﬂ

System? Accuracy?




Governance

Enterprise Governance

Corporate Governance

I.e. Conformance

Business Governance
I.e. Performance

Accountability
Assurance

Value Creation
Resource Utilization

47



IT governance creates value for the enterprise by:

Stakeholder
Needs

.

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation

vy

48



£

IT Realit

IT Honeymoon Period

Human Ability

1998
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Governance of Enterprise IT

IT Governance

Management

c
9
==
=

o

>
i

Control

Audit

1998 2000 2005/7 2012




FOBIT 5 Process Heference Model

Processes for Governance of Enterprise IT

Evaluate, Direct and Monitor

ﬁnmmmm: Benefits s m“mm mﬁemu " E]Mue :
=] T
v mmﬁme petvey Fik ot Optimisation Iransparency

Align, Plan and Organise Monitor, Evaluate

and Assess
AFDOT Manage APDDZ ,
e T Management s——p A—.
.
AFO0E Manaige
APOOE Manage

Build, Acquire and Implement

BAIDY Manage BAIDZ Manage
Programimes and Aequirsments Clamge Momitor
Frofocte gl Evaluste and Asssss
e System of intemal
Conbrol

Knowiedge Assets

Deliver, Service and Support

DS502 Manage
DE50M Manage Earvice
m mm

Processes for Management of Enterprise IT



Figure 4—COBIT 5 Goals Cascade Overview

Stakeholder Drivers
(Environment, Technology Evolution, ...)

Benefits Resource
Realisation Optimisation

Enabler Goals
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Workshop :Stakeholder Needs

How do | get value from the use of IT? Are
end users satisfied with the quality of the IT
service?

How do | manage performance of IT?

How can | best exploit new technology for
new strategic opportunities?

How do | best build and structure my IT
department?

How dependent am | on external providers?
How well are IT outsourcing agreements
being managed? How do | obtain assurance
over external providers?

What are the (control) requirements for
information?

Did | address all IT-related risk?
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Workshop :Stakeholder Needs

Am | running an efficient and
resilient IT operation?

How do | control the cost of IT?
How do | use IT resources in the
most effective and efficient
manner? What are the most

effective and efficient sourcing
options?

Do | have enough people for IT?
How do | develop and maintain
their skills, and how do | manage
their performance?

How do | get assurance over IT?
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Workshop :Stakeholder Needs

Is the information | am
processing well secured?

How do | improve business

agility through a more flexible IT

environment?

Do IT projects fail to deliver
what they promised—and if
so, why? Is IT standing in the
way of executing the business
strategy?

How critical is IT to sustaining
the enterprise? What do | do if
IT is not available?

What concrete vital primary
business processes are
dependent on IT, and what are
the requirements of business
processes?
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Workshop :Stakeholder Needs

What has been the average overrun of
the IT operational budgets? How often
and how much do IT projects go over
budget?

How much of the IT effort goes to fighting
fires rather than to enabling business
improvements?

Are sufficient IT resources and
infrastructure available to meet required
enterprise strategic objectives?

How long does it take to make major IT
decisions?

Are the total IT effort and investments
transparent?

Does IT support the enterprise in
complying with regulations and service
levels? How do | know whether | am
compliant with all applicable regulations?
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STAKEHOLDER NEEDS

How do | get value from the use
of IT? Are end users satisfied
with the quality of the IT

service?

How do | manage performance

of IT?

technology for new strategic

opportunities?

How can | best exploit new

How do | best build and

structure my IT department?
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STAKEHOLDER NEEDS
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1. 2. 3. 4, 5. 6. 7. 8. 9, 10. | 11. | 12. | 13. | 14. | 15. | 16. | 17.

How dependent am | on
external providers? How well
are IT outsourcing agreements
being managed? How do |
obtain assurance over external
providers?

What are the (control)
requirements for information?

Did | address all [T-related risk?

Am | running an efficient and
resilient IT operation?

How do | control the cost of IT?
How do | use IT resources in
the most effective and efficient
manner? What are the most
effective and efficient sourcing
options?

Do | have enough people for IT?
How do | develop and maintain
their skills, and how do |
manage their performance?

How do | get assurance over [T?
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STAKEHOLDER NEEDS

Is the information | am

processing well secured?

How do | improve business

agility through a more flexible IT

environment?

Do IT projects fail to deliver

what they promised—and if

so, why? Is IT standing in the

way of executing the business

strategy?

How critical is IT to sustaining
the enterprise? What do | do if

IT is not available?
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STAKEHOLDER NEEDS

What concrete vital primary
business processes are
dependent on IT, and what are
the requirements of business
processes?

What has been the average
overrun of the IT operational
budgets? How often and how
much do IT projects go over
budget?

w c
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How much of the IT effort
goes to fighting fires rather
than to enabling business
improvements?

Are sufficient IT resources and
infrastructure available to meet
required enterprise strategic
objectives?

How long does it take to make
major IT decisions?

Are the total IT effort and
investments transparent?




Enterprise goals

* Enterprise goals are structured
as a balanced scorecard:

— Financial

— Customer

— Internal

— Learning and growth

* The 17 generic enterprise goals identified

by
COBIT span these 4 dimensions



Figure 5—COBIT 5 Enterprise Goals

Relation to Governance Objectives
Benefits Risk Resource
BSC Dimension Emterprise Goal Realisation | Optimisation | Optimisation
Financial 1. Stakeholder value of business investments P 8
2. Portfolio of competitive products and services P s
3. Managed business risk (safeguarding of assets) P 8
4. Compliance with external laws and regulations P
5. Financial fransparency 5 s
Customer 6. Customer-oriented service culture 8
7. Business service continuity and availability P
8. Agile responses to a changing business environment P s
9. Information-based strategic decision making P P P
10. Optimisation of service delivery costs P P
Internal 11. Optimisation of business process functionality P P
12 Optimisation of business process cosis P P
13. Managed business change programmes P P s
14. Operational and staff productivity P P
15. Compliance with internal policies P
Leaming and Growth | 16. Skilled and motivated people 8 P P
17. Product and business innovation culture P
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Figure 6—IT-related Goals

IT BSC Dimension Information and Related Technology Goal
Financial 01 | Alignment of IT and business strategy

IT compliance and support for business compliance with external laws and regulations

Commitment of executive management for making IT-related decisions
Managed IT-related business risk

Realised benefits from [T-enabled investments and services portfolio
Transparency of IT costs, benefits and risk

F|F|E|S|R

Customer 07 | Delivery of IT services in line with business requirements
08 | Adequate use of applications, information and technology solutions
Internal 09 | IT agility

10 | Security of information, processing infrastructure and applications

11 | Optimisation of IT assets, resources and capabilities

12 | Enablement and support of business processes by integrating applications and technology into business processes
13 | Delivery of programmes delivering benefits, on time, on budget, and meeting requirements and quality standards

14 | Availability of reliable and useful information for decision making

15 | IT compliance with internal policies

Leaming and Growth | 16 | Competent and motivated business and IT personnel

17 | Knowledge, expertise and initiatives for business innovation
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Goals Cascade (Appendix B)

 The COBIT 5 goals cascade is the
mechanism that translates stakeholders'
needs into specific, actionable, and
customized goals
within the context of the enterprise.

* Achieving IT-related goals requires the
successful application and use of a number of
enablers.

* You can select specific enablers and their
related goals for each enabler type in support
of your IT-related goals.
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Internal
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Security of information, processing
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"

Optimisation of IT assets, resources and
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GOBIT 5 Process

Manage Operations

Manage Service Requests

and Incidents

Controls

DSS03 | Manage Problems
DS504 | Manage Continuity
DSS05 | Manage Security Services
DSS06 | Manage Business Process

D5501
DSS02

Hoddng pue aoines ‘Jenaq
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IT-related Goal
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COBIT 5 Process

Monitor, Evaluate and

Assess Performance and

Conformance
Compliance With External

the System of Internal
Reguirements

Control

MEADZ | Monitor, Evaluate and Assess
MEAD3 | Monitor, Evaluate and Assess

MEADT

_ $585SYy PUB 81BN[_AT Y0ULOIN




Do Not Stop Improvement
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