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Don’t get caught without a plan

“Well, thank God we all made i out In time.
-.« Course, Nnow we're equally screwed.”
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Floods

Winter damage : A Floods
USA, Canada, 5-8 Jan Lmifea sdom, Bosnia and Herzegovina,
Dec 2013-Feb 2014 gerbia, Croatia, Romania,
- 13-30 May -
Severe storms *} »

USA, 18-23 May

Drought
USA, 2014

®e
Hurricane Odile
Mexico, 11-17 Sep

Severe storms

USA, 24 Apr
India,
Severe storms _| Drought e 11-13 Oct
980 USA, 27 Apr—1 May Brazil, 2014

Loss events

Severe storms Floods

USA, 3-5 Jun India, Pakistan,
/ 3-15 Sep
Source: Munich Re, NatCatSERVICE, 2015 e
o Natural catastrophes ® Geophysical events ®
(earthquake, tsunami, volcanic activity)
(O Selection of significant @ Meteorological events o

Natural catastrophes (storm)

Source: Munich Re, NatCatSERVICE January 2015

Business Continuity Management

Cyclone Hudhud

Typhoon Rammasun
China, Philippines, Vietnam,
11-22 Jul

5 ’ Winter damage

: ® Japan, 7-16 Feb
Typhoon Kalmaegi

China, Philippines, Vietnam,

12-20 Sep

Earthquake
China, 3 Aug

Hydrological events
(flood, mass movement)

Climatological events
(extreme temperature, drought, wildfire)
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Winter storm
Severe storms USA. Canada, Winter Storm Niklas Earthquake @ Geophysical events
USA, 16-25 Feb Europe Pakistan, Afghanlstan, E ke. tsu -
7-10 Apr 23 o 30 Mar’_‘] Apr 26 Oct { arﬂmua e_'l ; n'aml-l
Severe storms ) = £ 7 Tornado volcanic activity)
USA, = .
23-28 May @ Meteorological events

(Tropical storm,
extratropical storm,
convective storm,

Wildfires

Heat wave o
USA, Europe, Y & et \—-\.-;-.r\ i Typhoon Soudelor local storm)
12 Sep-8 Oct Jun-Aug S & SIS SRS 2 China, Taiwan, T e
Flash floods ~ et  elie g 2-13 Aug ydrological even
Bg%gm USA, 4 o W . o4 I™ {ﬁ’[ . (Flood, mass movement)
Jan—Oct 2-6 Oct » 8 i . Ei;i)’goon Mujigae
a L) 415 Ot @ Climatological events
L t a (Extreme temperature,
*Winfer storm
szgxere storms NRIE 5 4 ‘ ‘r;- . by drought, forest fire)
. picl India, Pakist : °
18-21 Apr Flashfloods QSRR 0 | S(SEn | Sbe g J9-24 Apr
- f Ay —
%, Ghana, . "*}-‘ j ®
1,060 Landslide v - 2-5 Jun E e
¢ Guatemala,  JSRSwS @ o Loss events

Loss events 1 Oct , Earthquake
Flash floods Floods Nepal, ‘f _
Chile, Malawi, Mozambique 25 Apr O selection of
23-26 Mar Jan-Mar catastrophes

Source: Munich Re, NatCatSERVICE, 2018

Source: Munich Re, NatCatSERVICE January 2016
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Recent DisaSterS 13-16 April 2016 Source: http://www.thairath.co.th/content/607024
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Thaila nd Earthq ua ke Stat. icgtgfg:eieeisr;nggggclosl Bureau, Thai Meteorological Department

Thailand Earthquake Statistics

Occurrence - {Max.} Magnitude

Magnitude

Occurence
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Telecommunications are not included
in plans

DR site is close to primary site

Plans have not been updated and tested
frequently

Copies of plans are not stored at off-site
location

Key personnel may be unavailable

DR People are not consulted during a
crisis or event

Struggle to roll up requirements and
activities
Company have limited business risk mgt.

There is a gap in many organizations between management expectations and the company's
ability to continue business operations.
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Benefits
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BCM Standards

1ISO22300 Societal security — Terminology 2012
1SO22301 Societal security — Business continuity management systems - Requirements 2012
15022313 Societal security — Business continuity management systems - Guidance 2012
15022320 Societal security — Emergency management - Requirements for incident response 2011
1SO22399 Societal security — Guideline for incident preparedness and operational continuity management 2007
weon. 22301 1NASFIUNERSuTTgnavnTTl — SEUUNTUIMIANUAeLlawnegAa — Tarfivun 2553
1SO27001 Information Technology — Security techniques — information security management systems 2013
1SO20000 IT Service Management 2011
BS25777 ICT Continuity Management 2008
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15022301

Business Continuity Management

4. Context of the

organization

PLAN

5. Leadership

6. Planning

Source: 1SO022301 Societal security — Business continuity management systems

DO

8. Operation

CHECK

9. Performance &
evaluation

ACT

10. Improvement

) ) ) [ ) [ Monitoring, 1(
Understanding of Actions to Operations of s .
.. Management . . measurement, Nonconformity &
the organization . address risk and Resources planning and . . -
. commitment . analysis & corrective action
and its context opportunity control -
evaluation
Expectations of . - BIA and risk . i
_-Xp . BC policy BC objectives Competence Internal audit . Continual
interested parties assessment improvement
Roles, Management
Legal & regulatory responsibilities Awareness BC strategy &
. review
and authorities

Scope of
management
system

BCMS

Communication

Establish and
implement BC
procedures

Documented
information

Exercising and
testing
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Board of Governor

|
Crisis Command Center
BCP Coordinator DRP Coordinator

Recovery Team
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Business Continuity Management

Annual exercise and testing: Business * Determine priorities and

+ Table-top exercise impact timeframes forresuming

» Simulation exercise 2:3'?; activities

* Call tree surprise test et * Identify the key resources and

dependencies
+ |dentify, analyze and evaluate
risks that could result in
disruptions

Operational Business
Exercising ) Ines
and testing planning cc;:ntltnmty

and control strategy

* |ncident and crisis

Determine appropriate strategy
management structure

options for protecting,

* Incident management stabilizing, continuing, and
plan Establish resuming critical resources,

+ Crisis management plan imp?:n:‘ilent l.e., premises, critical persons,

+ Business continuity plan business information and vital records,

+ Disasterrecovery plan continuity IT, supplies.
VP procedures PP
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Threat Risk Assessment

32UIYN1INY . ; e . e MUABANILRDN / ITUNANIENUVDY
: Usz1lnANNLFL DG RIZET " : .,
ANAA (Threat) & o . e , LWINIINITUINIT ADTUNIINY AD
4 MIATRNANIZNY ANMNAIAYAINAT P2 5 e o
AINAD N - ; AMNLFLILNNLAN NINYINIUANAH
aom o waclanmaina AZUWWHAINLHES o A . ,
U uasn (214) @19 ¢ 12

[\ Fire, Flood, Political Unrest, Earthquake, Pandemic, Power outage, IT incidents

2 %44 Premise, People, Information Technology, Vital Record, Equipment, 3rd parties
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RTO & RPO
Disaster
Event
| Lost Data |
Down Time
Recovery Time Objective (RTO) is the duration Recovery Point Objective (RPO) describes the
of fime and a service level within which a acceptable amount of data loss measured in
business process must be restored after a time. The point in time for which data must be

restored in order to resume tfransaction

disruption.
processing.
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BC Strategies

Business Confinuity Management

Work
recovery
strategy

v
Maintaining the
key business
processes and
information flow.
Routing
functions/transac
fions to alternate
staff.

Manual
procedures
Workaround

Technical
recovery
strategy

Restoring and
protecting
critical data,
especially
sensitive
information.

Recovering
applications and
the associated
platforms
according to
criticality
Network
Restoration

Redundancy

Recovery time
and point
objectives

. Recovery
ommunication ;
sites
strategy
strategy
= Alternate
locations to

recover people
and technology

= Emergency

Operations
Center to
coordinate
v activities
= Concise and
effective

communication
tfo employees,
customers,
media, and
investors

= Process to notify
staff of changes
to recovery
strategy or status

Recovery strategy components

Personnel

deployment
strategy

v

= Virtual work and
remote work at
home strategies

= Call center,
routing, and
capacity
requirements

= Staff relocation
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Crisis Communication Strategies

FULLAPGLOGY, AT JUSTIFIGATION EXCUSE DIGHATIATIO) CORREGTIVE] DENTAL

Ya, we realize some
problem is there, but
we have excelled in

\ the past.

CRISIS COMMUNICATION STRATEGIES

/biztoonz © 2014 www.biztoonz.com
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BCM Timeline - FeEna
Normal Emergency response & crisis Business recovery Return to normal
operation management

gty

— ?,/ﬁ

Uszilinannuwmant g1elUU)ifendi Alternate Site ~ NALENIIA UKW

ﬂ ﬂ anilna

daguloszmanmzanduuazlfunw  M3IEEKGIHIVANT Alternate Site
) )
BCP / DRP - NauANIWINsanuarMILUR LR
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Establish & Implement BCPs
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Example Threats Crisis Management Business Continuity Example Responses
B Response to organization B Recovery of critical
Fires threats with focus on operational processes Manual Processing
reducing the impactto asaresult of work
Tornadoes personnel, facilities, and space, technology or Relocate to Alternate Site
Technolozy Failures \ operations. personnelloss. Work Erom Home

Power Qutages / \ Workload Transfer
- .
Terrorism EUER_?B!'IEMEES i Contingent Hiring
Continuity eventis
Mon-Critical Work Delays

Mass lllinesses linked to Crisis
Management.
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Exercising & Testing
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March 2011: The Great Tsunami hit Japan

— ""‘xx ANUTUUN B ILLNU au'liin
EARTHQUAKE B suusoFaaas

Onagawa

11. Mar 2011 - 14:45 (JST) SUUSIUIN
SIySg: Eianetiv g 9,0 MAG%IITUDE —
¥ thuna
Fukushima - Dacrt (@ W vian wiahiiiua
Tokai Q /;—V
) S Iwate
TOKYO
Pacific Ocean “..Fﬂ.n an
: x uruauin
. J AP AN 4 earthquake epicenter Scndai
& damaged nuclear
HER R Fukushima

Q radioactive contamination

Source: www japan-guide.com, KResgarch
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BCM Practice in JPX Group Source: httpi/fuwwipx.colp/

Establishment of JPX

Japan Exchange Group (JPX) was formed by the merger of Tokyo Stock Exchange Group (TSE) and Osaka Securities
Exchange (OSE) in January 2013.

—— @m e JPX’s core responsibility as a market that is
ToKX2 - part of the social infrastructure is to provide
Tokyo Stock Exchange Osaka Securities Exchange reliable markets for investors to trade with
A global leader in terms of market Has the leading share of the Japanese ;
scale, with operations including the market for derivatives trading, confidence.
TSE First Section, Japan’s preeminent featuring Nikkei 225 futures/options o Ther'EfOI"e, even when major risks occu r,
market including natural disasters and terrorist acts,

JPX must be prepared to respond to the call
of society and continue its operations.

* To be ready for such situations, JPX’s
Business Continuity Plan defines how we
respond when risks materialize.

JPX

JAPAN EXCHANGE
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H H S : http:, JjpX.co.j,
BCM Practice in JPX Group ource: http://www.jox.co.jp/ ““
JPX
* To minimize the impact on stakeholders, including trading participants, listed companies, sapan excrHanGe Group
and investors, by continuing business activities to the greatest extent possible when an o o enange
emergency situation arises. Japan Exehange Regulation

* Aim to enhance our brand image, which is a source of corporate value of the JPX group,
and improve confidence in the Japanese securities market.

Aims to resume necessary operations within approximately 24 hours following the occurrence of such
risks, and to secure a state where trading and transactions can be resumed in the TSE and OSE

.-,gg’ markets and avoid a gap in trading days as far as possible.
ery \‘\?5'
Y Time ©

JPX group has been constructing a secondary center (a back-up data center) in a location that
enables it to avoid being affected at the same time as the primary center.

Business Continuity Management



BCM Practice in JPX Group Source: httpi/fuwwipx.colp/

The BCP covers responses for as wide a range of cases as possible by addressing assumed risks that
4%\‘ may lead to suspension of operations with a combination of causal events and resultant events.

including earthquakes, damage by wind or floods; system failure; breakdown of the social
infrastructure such as electricity or telecommunication systems; terrorist attacks (actual
destruction or cyber-terrorism); and flu epidemics.

___________________________________________________________________________________________________________________________________

Such causal events will result in the inability to use the building, inability to use systems, a lack of manpower, and
the cessation of operations at external institutions among others.

Response based on the continued use of the

- . . rimary center
The BCP classifies the resultant events into the following P Y

three categories and sets forth a response policy for Response based on the switching of operations to
each category. the secondary center

@ System Failure

Business Confinuity Management



BCM Practice in JPX Group sSource: tp//wuiprcolp/

Procedures for Restoring Business Activities after Disaster Occurs

JPX aims to resume all necessary business
operations within 24 hours, and, to the

To the maximum ext sible, prevent [
:«.ﬁfﬂ}’fw muwm ,m: e maximum extent possible, prevent | ] greatest extent possible, prevent the
recovery within 24 hours .
Disaster Business recovery objective: loss Of a tradlng day

Within 24 hours
OCCUrs

{Business Resumse Resume IT

trading operations

Resume
Croupwide

operations

The BCP also defines activities by type of risk for
those that are currently identified, as well as

detailed plans for securing personnel for the
Tradi
s BCP headquarters and methods of
IM-related business operatlons commun icatio n.

Groupwide operatlons

Business Continuity Management



Source: http://www.jpx.co.jp/

Overview of JPX System

In preparation for potential widespread disasters such as large-scale
Primary Center earthquakes, the core telecommunications network, “arrownet,” is
designed as an optical ring network surrounding the Tokyo
metropolitan area. Even if a portion of the network is severed by a
disaster, transmissions will be re-routed immediately, ensuring that
communication connections are maintained.

- =
Securities Cos.
and Other Users

Trading Systems

Clearing Systems

(S Other Systems

arrownet

Optical Ring Network y Center

Trading Systems

.gPX
Clearing Systems 'm‘ o .

Tokyo Stock Exchange
(Kabuto-cho)

Other Systems Securities e
Osaka Exchange company and . e
(Kitahama) other users ('-"“‘:'r?t‘ht"-"‘
) e . participants Primary center
Business
. _ . systems
Back-up Office .a’ Dedlcatedurcmts - arrownet
fdimd VPN, etc. with T e
— S . . ecurities participants
In addition to primary data center where operations take place in  company and W network
. . . . her users S e ,
normal times, JPX also maintains a secondary (backup) center, in * A i
order to reduce the impact of natural disasters. If the primary 's’ :
. . . -y Access point 3
center cannot continue operations, trading and other core famd Connection When the primary center i
. . . . . ecurities articipants affected by a disaster, switch-
systems in the backup center go into operation, allowing trading company and Ko =Rl s over occurs and s psible to
. other users = = = = :Normal connections co operatlons at the
tO resume qL“Ckly. e : Connections when disaster strikes Ry comter.
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Source: Bank of Thailand
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Top 1 O th reats in 20 1 5 Source : Horizon Scan 2015 Survey Report, BSI

Cyber attacks (82%), unplanned IT and telecommunications outages (81%) and data breach
(74%) remain the top threats facing businesses.

However, cyber attacks have climbed from third (2013) to second (2014) and now first (2015),
reflecting increased concern among BC professionals.

Rounding out the top 10 threats are interruption to utility supply, supply chain disruption,
security incidents, adverse weather, human illness, fire and acts of terrorism.

Cyber attack [ A3 a0 15% 3% 0%

Unplanned IT and telecom outages —‘[. % 3% 0%
Data breach — DA 1%
Interruption to utility supply _, ‘ .if 0% A% 1%

Supply chain disruption F3% IS A 1% 3%

Securit incident 2 INNISGT 37% A% 3%
Adverse weather M2 0] 29% IS 1%
Humanilness FffoeMNGTZE 439 M 1%
Fre = 11%MINNNGAE @00 38% NG 1%

Extremely Somewhat Not Not

37%—3% Concerned Concerned Concerned | Concerned | Applicable

Act of terrorism TSGR
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Source : Horizon Scan 2015 Survey Report, BSI

Emerging Trends and Uncertainties

Use of internet for malicious attacks S 542
Influence of social media S 419
Potential emergence of a global pandemic. N s S 397
| | Which of the following trends or uncertainties are on

Loss of key employee [ 395 your radar for evaluation in terms of their business
‘ continuity implications? (N=670, multiple answers
New regulations and increased regulatory scrunity | M N 354 yime ( g

allowed)

The top two trends remain unchanged for the third consecutive year.

* The use of the Internet for malicious attacks remain on top.

* The influence of social media remains unchanged in second place at
63% since last year.

Reflecting mounting concerns over the Ebola outbreak in West Africa, the
potential emergence of a global pandemic rises to third (59%) from fifth
(45%) in 2014.
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Source : Business continuity management, top ten tips, BSI

Take Away Points

6 Your suppliers need BCM too

“NO com p any IS I mmune fro m b u SI NESS d ISru ptl on ’ While lean and efficient supply chains m_ak_e_good_ economic
so it's important that your organization is well-equipped to e g S ALY
effeCtively minimize the disruption tO your bUSineSS 7 your ‘critical’ suppliers and ensure they have business continuity
: arrangements in place

] : . : : ; Ensure continual improvement
ldentify critical business functions . - . .
Business continuity plans should be nimble and continually

Mitigate this risk by identifying your critical operations and applying a methodical approach to improving. If your plans haven’t been reviewed for a few years
the threats that are posed to them then they probably won’t meet current requirements.

2 Produce a plan

Make a plan considering the seven ‘P’s needed to keep your business operational: providers 8 A“gn to Orgamzatlonal ObJeCtlveS

(internal and suppliers), performance (service level agreements you need to meet), processes, Make sure your plans allow you to get back up and running
people, premises, profile (your brand) and preparation. in a way that aligns with your organization’s objectives.

3 Document your plan 4 Communicate 9 Insure your organization

Plans for disruption should never remain in the mind Don’t let your plan gather Unexpected disruption can have a huge cost to business, so insure
of the Managing Director alone. dust on a shelf. Ensure your organization against worst case scenarios.

plans are communicated,

5 understood and made 10 o L

Test your plans available to key staff. Have an incident communications plan

Exercise your business continuity plans in mock Have a business continuity plan in place, so that once the situation has
scenarios to ensure roles and responsibilities are been assessed, a nominated senior spokesperson can communicate a
clear and that any flaws are exposed strong message to your stakeholders. Reinforcing confidence in your

organization’s ability to recover is half the battle in business continuity.
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BCM is the ability and readiness

« To manage business interruptions
and to continue services at a
minimum acceptable level

* While safeguarding financial and
competitive position in the short
and longer term

* It encompasses crisis
management, emergency
response, disaster recovery and

business continuity and

Resilience is taking BCM further and attains

» To develop organizations that can
anticipate events and pro-actively
manage risks including their people,
technology, information, suppliers,
partners and stakeholders and

» To quickly bounce back after a disaster

Business Confinuity Management



Thank you

Apichai Phongphotakul

aphongphotakul@gmail.com
apichai@set.or.th
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