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ERM Defined:

“... a process, effected by an board of directors,
management and other personnel, applied in
strateqgy setting and across the enterprise, designed
to identify potential events that may affect the

, and manage risks to be within its risk
appetite, to provide reasonable assurance regarding
the achievement of objectives.”

Source: COSO Enterprise Risk Management — Inteqgrated Framework. 2004. COSO.
(Committee of Sponsoring Organizations of the Treadway Commission)




WHAT IS COSO ?

COSO = COmmittee of Sponsoring Organizations

® American Accounting Association ( AAA )
® American Institute of CPAs ( AICPA )
Financial Executives Institute ( FEI )

® The Institute of Internal Auditors ( I1A )

® The Institute of Management Accountant ( IMA)



WHAT IS COSO ?
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Why ERM Is Important

Underlying principles:

- Every entity, whether for-profit or not, exists
to realize value for its stakeholders.

- Value is created, preserved, or eroded by
management decisions in all activities, from

setting strategy to operating the enterprise
day-to-day.



Why ERM Is Important

ERM supports value creation by enabling management
to:

« Deal effectively with potential future events that
create uncertainty.

e Respond in a manner that reduces the likelihood
of downside outcomes and increases the upside.
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Enterprise Risk Management —
Integrated Framework

This COSO ERM framework defines essential
components, suggests a common language,
and provides clear direction and guidance
for enterprise risk management.

Secure by design not accident



The ERM Framework

* Entity objectives can be viewed in the context of
four categories:

— Strategic i
— Operations
— Reporting

— Compliance

Risk Response

Inforimation & Communication

Monitoring




The ERM Framework

ERM considers activities at all levels
of the organization:

 Enterprise-level
 Division or subsidiary
* Business unit processes

Risk Response

Infoimation & Communication

Mnniiuring




The ERM Framework

Enterprise risk management requires an
entity to take a portfolio view of risk.

- Management considers how individual risks
interrelate.

- Management develops a portfolio view from two
perspectives:

- Business unit level
- Entity level



The ERM Framework
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Internal Control

A strong system of internal control is
essential to effective ERM.



Key Implementation Factors

Organizational design of business

Establishing an ERM organization

Performing risk assessments

Determining overall risk appetite

|dentifying risk responses

Communication of risk results

Monitoring

Oversight & periodic review by management
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Existing COSO ERM Challenges

 ERM Across the enterprise but silo
measurements (strategic goals and risk goals)

— COSO provide little guidance on how to design
and execute an effective ERM framework.

— COSO does not define a methodology for
measuring risk.



ERM — “A Methodology for Achieving

Strategic ObjECtiVES” by Gregory Monahan, SAS Consultant

 Know strategic objectives and metrics
* Know risk profile

 Know methodology
— Set —metrics

 Strategic objective metrics
e Risk driver metrics

— Key risk indicators (KRIs) —or early warning indicators (EWIs) -leading
indicators — ilu proactive activities wadaaan impact

e Control metrics
— Observe metric values
— Analyze metric values

— React



Enterprise Risk Management

— Strategic Objectives and Metric
* Financial / Market / Operational

position ROA Profit/assets

ROE Profit/equity

Increase assets Total assets
performance Total shareholder return Growth in share value

Increase revenue revenue

Price/earnings ratio Share price/earnings per share



Enterprise Risk Management

— Strategic Objectives and Metric

 Financial / Market / Operational

customers

suppliers

competitors

partners

Increase mkt share

Be rated no 1 in customer
service

Increase supply chain
efficiency

On-time delivery

Offer a substantially
different product

Build strategic
partnerships

Firm’s sales/total mkt sales

Customer service survey result

Amount saved through revenue-
sharing contracts

Number of deliveries within n
minutes of schedule

Points of differentiation

Monetary value of joint
business with partner




Enterprise Risk Management

— Strategic Objectives and Metric
* Financial / Market / Operational

Corporate
governance

Human resources

Management
team

processes

systems

Publish accurate financial
statements

Protect the organization
against internal fraud

Increase employee
satisfaction

Raise the quality of the
management team

Reduce process times

Operate systems that are
more user friendly

Number of negative findings by
auditors

monetary value of losses due to
internal fraud

Staff satisfaction survey results

Analyst ratings

Average process time

User friendliness survey




Enterprise Risk Management

— Set —metrics

 Strategic objective metrics

— Business outcomes / financial, market and operational

e Risk driver metrics

— Key risk indicators (KRIs) —or early warning indicators (EWIs) -
leading indicators — \iu proactive activities iwadauan impact

* Control metrics

— Day-to-day guarantee / reduce impact or severity of an event
i.e. insurance (well conceived/designed and executed)

— risk mitigation strategies



ERM — A Methodology for
Achieving Strategic Objectives

 Know methodology

— Set —metrics
 Strategic objective metrics
* Risk driver metrics

— Key risk indicators (KRIs) —or early warning indicators (EWIs) -
leading indicators —\ilu proactive activities \adaaan impact

* Control metrics
— Observe metric values
— Analyze metric values
— React



Strategic Objective At Risk (SOAR) by Gregory Monahan
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Set metrics:

<
Observe: metric values

-

Analyze: metric values

-

react




Risk management Guide for IT
Systems

1. Integration of risk management into SDLC
— Initiation
— Development or acquisition
— Implementation
— Operation or maintenance
— Disposal

2. Risk management
— Risk assessment

— Risk mitigation NISI-

— Evaluation and assessment National Institute of

Standards and Technology

Technology Administration
U.S. Department ot Commerce




Matrix of Risk Level (Risk Map)

Impact

leﬁi , Low Medium High

(10) (50) (100)

High (1.0) Low Medium High
10X1.0=10 50 X 1.0=50 100X 1.0=100

Medium (0.5) Low Medium Medium

10X05=5 50 X0.5=25 100 X 0.5=50

Low (0.1) Low Low Low
10X0.1=1 50X0.1=5 100 X0.1=10

Risk Scale: High ( >50to 100); Medium (>10 to 50); Low (1 to 10)°




Matrix of Risk Level (Another Firm)

Impact

leﬁi , Low Medium High

(10) (50) (100)

High (1.0) Low Medium High
10X 1.0=10 50 X 1.0=50 100X 1.0=100

Medium (0.5) Low Medium Medium

10X05=5 50 X0.5=25 100 X 0.5=50

Low (0.1) Low Low Low
10X0.1=1 50X0.1=5 100 X0.1=10

Risk Scale: High ( >50to 100); Medium (>10 to 50); Low (1 to 10)°
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Competitive Advantage

Harvard Business School Press



I'T —

Competitive Advantage — HBsp

 The 4A Risk Management Framework
— Availability

* Keep the systems and business processes running, and recover
from interruptions

— Access

e Ensure appropriate access
* Potential for misuse of sensitive information

— Accuracy

* Provide correct, timely and complete information that meets
stakeholders’ requirement

— Agility

* Posses the capability to change with managed cost and speed



3 Core Disciplines of IT Risk
Management




Key IT Risk Factors

e Availability
— High IT staff turnover
— Infrastructure not standardized
— Ineffective patch/upgrade management
— Old technology
— Poor backup/recovery
— Poorly understood processes and applications
— Missing skills for new initiatives
— Regulators would find deficiencies



Key IT Risk Factors

* Access
— Data not compartmentalized
— Applications need standardization
— Lack of internal controls in applications
— Network not reliable at all locations



Key IT Risk Factors

* Accuracy
— Applications do not meet business requirement
— Manual data integration required

— Significant implementation under way or recently
completed

e Agility
— Poor IT-business relations
— Poor project delivery



IT Risk Governance process

Risks
assessmen

Policies and
standards

Prioritized risks
and assignment

Ongoing
measurements
and status

Status of actions

Source: Gartner
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How - ieeals

* wanunsauuuwlnan — Develop GRC Framework

e PDCA - Plan Do Check Act

—Security Assessment

—Develop Policies / Procedures

— Adopt Technology / Streamline Process
— Conduct Self Audit / External Audit
—Review / Improve PPT related

— Repeat PDCA



SEC IT GRC Framework

A

AN

COSO

(The Committee of Sponsoring Organizations of the
Treadway Commission) - Financial Reporting &
Business Process Oriented

Y

A

(Office

Thai OAG

of The Auditor General)

<4

CobiT 3 Edition, CobiT4.0, CobiT 4.1

Control Objectives for Information and related Technology IT oriented bridging

the gap between business processes and IT controls

—AS

A3ojouyda]

Y
ITIL

(IT Infrastructure Library)

ISM

ISO/IEC

17799/2700X
The Code of Practice for

v

Lessons Learned
[other Standard

4
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Simplified How ?

Policies Procedures

Technology

41



SEC E-Policy

«Security Policy
«Storage Policy / Information Policy
Email Policy

Password Policy

*Net Surfing Policy

*Organizational Policy (Segregation of Duty)

*Social Networking Tools Policy



Work Procedures

*Develop guidelines / check lists / forms /
procedures as applicable

*Conduct in-house CobiT training
* Improve internal communication through intranet
*Provide remote / mobile work environment

*Improve process by adopting CobiT Framework

Built in internal control (adopt risk base approach)



Testing : Methodologies and practices

Vulnerability assessment (VA) :regularly perform vulnerability assessments
to identify and assess security vulnerabilities in their systems and processes

Scenario-based testing : resumption and recovery plans should be subject to
periodic review and testing.

Penetration tests. should carry out penetration tests to identify vulnerabilities
that may affect their systems, networks, people or processes.

Red team tests. should challenge their own organisations and ecosystems

through the use of so-called red teams to introduce
an adversary perspective in a controlled setting.



Drill Test Scenario

1. vaentuilu EMail awnauiiinyede
2. weutdenuld Click LNk Taeseu Hyperlink uagz1dldy

website w1 Hacker
3. Website Hacker siwivhee authen simileusuiidninay

1% nazwaonly USer la login/password



a10819 Drill Test

Scenario #1 | |
AN AtANNFIN Hacker aglunguynA1Ad13isa4 Cyber Security LUt

A nauLvanalAnn ngu IT LaznqauNyeIusaNi IT adngsaiiie
Tnevaan1d Email inguiAanssusan 19 click Link

Scenario #2
naaou Tavauyan Hacker duauludninau Tasz1v Email fgaiouss

A1nNu a9
Emalil

Scenario #3
naaou Tavauyan Hacker ilu yananouen 14 Email fadninauasssuvin

Tdnuyananiauen Funanszuy E-subscribe



aee19 Drill Test

nan1zds Emall ludsnguitwnng 447 ausiuain
(Geazsaunguidvung Scenario#l uwaz Scenario#2 éqe)
naTedN1IAdaLiatunsovaanliitew password 15 81 au

A71UANNINARBLAINATNT




AnatiNvAIATNIIU AA6.
Asdssiiunansznu (3N ysainn1s BCM)

| NAaNsEN
HWANSTNUAD incident A0 U watuiad o
dfiidieu | _s@sdumne | yaainsuan (stakeholders
vanzayadinsy

'
o a

1. aaundficerunan v

dnAfl

HuAul)

annsne
AaaRandITagNUNLsEYiIg

v’
2. waTulafdssauing v
v

nwIartayadAay

incidents

1sAss1NA
fianisang

cyber attack
715y market

3. yAaINInan

4. stakeholders
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Helpdesk

aed1e Incident response

Response
RINLINN

- critical 4 au

- Non Critical
4-24 4.

IRT (ﬁLﬁlméﬁm)

- Virus & Cyber security

- Infrastructure (network,
Internet, Server, Mail
,Database)

- website Application

- Intranet Application

- Client

Identification
Log , Error Massage,
Return Page, Data render etc.




aed1e Incident response

sreuldt we. I T

\NBIBATYI6

5%

- Install naug version ax

- Restart Service
- Restart Server

uilasToyvnmna

a7

- Change Firewall Rule
- Change Internet Link
- Patch & Hotfix install

- Workaround
- Short term
-  Longterm

-Tape Bakup restore
- Move to DRC




aed1e Incident response

Wi User nsuiata e
YRAULYR

wie User nsuiinTel Wie

YAAULNA

w&s user nam. lymsunng
WA lULTNg

wa9 User AsuRaTau e

AARULA

w&a user nam. lymaunng
1810 JLITNNT

Wi User AsufnTeu e

YDV

wi9 user nam. lunsiunng
1181, LN

uds user AEUBNINNANTENL

WA9 USer ANeuaniaNanIzny

uia ERM , Command center
Wanvuauuy BCP

uia USer nrauaniaNanIzny




aed1e Incident response

$

| Monitor & Document

END

- Update Knowledge base
- Share
- Review/Improve Process, Procedure, Tools, technic
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