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Information Security Framework







Various types of Risk

PLAY




Determine Risk

What if you jump from the top of
Taipei 101 building (508m.)?

What if you jump from the 2" floor?




Who has RISK?

VIDEO #1: How to Outrun a Cheetah



Risk when you come to work

® Police
® Car Accident
® Falling object
® Theft

@ Car engine failure /overheat
O = (o



Risk Scenarios

Definition

“Arisk scenario iIs a description of a possible event that, when occurring,
will have an uncertain impact on the achievement of the enterprise’s
objectives. The impact can be positive or negative.”

Ref: ISACA



Four Types of Risk Mitigation

— It is the most common risk management
strategy. It reduces the negative effect or probability of
the threat.

— Avoid any exposure to the risk. Usually
it is the most expensive of all risk mitigation options

— Handing risk off to a willing third
party
— it does not reduce any effects while
the cost of other risk management options such as
avoidance or reduction may outweigh the cost of the risk
itself. A company that doesn’t want to spend a lot of
money on avoiding risks that do not have a high

possibility of occurring will use the risk acceptance
strategy.



Threat : A potential cause of an incident, that may
result in harm of systems and organization
--- ISO27005

Vulnerability: A weakness of an asset or group of
assets that can be exploited by one or
more threats

--- ISO27005



Vulnerability vs. Threat

= Risk ¢




With countermeasure




Risk management

O QTIO cU1 OV
‘ | Access control
Information
ectoction \

Risk Profile

High/Medium Risk Areas

-Mitigation Plan
-Risk Monitoring and Report



Digest #1 : Secure Telephones

The organization needs to make phone calls
that can’t be overheard.

4

Use encrypted phone 2¢



What are the threats?e

Weak encryption algorithm

Mess the key generation system
Design & development

System bug or vulnerability
Manufacture process fault or sneaked
Maintenance

Force encrypted phone not to work



Information Security Framework

* Risk Identification
*  Compliance

* Mitigation

* Risk Monitoring




Technology adoption




“You knoww, you can do this just as easily online.”




Information Security System

Organizational Security * Access Control
* Guard
Personal Security Fire Detection

Hardware security
etc.

Token
Firewall Physical Security
IDS/IPS
etc
Soft token
IPSEC/VPN Anti-virus/malware
SSL/TLS FIM
etc Encryption
Analytics

etc.



Technology adoption

Infrastructure Refresh
Application Security
Monitoring and
correlation Technology
Analytics



Awareness program
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Awareness on various attack
methods?

VIDEO #2: Cyber heist The Invisible Enemy



Awareness program

Master Plan and Method

Key Messages

gblt ecial events Security class§

® Security neEED Vig

COST

Screen E\VE
® Giveaways

Posters »
® Recognition

awards

® Brochure
Web site

S{le[sBeln banner e E-mail broadcast

EFFECTIVENESS

. Not recommended Recommended

. Highly recommended



Awareness program

AquenesS pro
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Employee
Executive
Customer

Vendor /Outsource
Visitor



Incident response




Incident Response Process

Analyze and
Mitigate

Incident Scenarios Investigation Communication

*

-Security Operator

-Monitoring Tool
-Customer



Incident response

Operation Process
Escalation Process
Problem Management

Analytics and Investigation
Drill




External collaboration

(0‘(\

AqueneSS pro




External collaboration

Incidznt
Time
Information Sharing and Update Co-ordinate with Law Enforcement
- Thai CERT - DSl
- US CERT Mail list - TCSD
- NIST Mail list - Thai CERT

- Key Vendor

- Key Security Consultant
- ES-ISAC Communication with Media

- Media



External collaboration

Law Enforcement Agency
Media

CERT

NINYJ

FS-ISAC

Key Vendor

Consultant

((\
e
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Information Security Policy

Policy and

Standard

AWc:renesS pro




Balance

Policy
structure Effectiveness

A

Governing Policy

| Explanation of Objectives Separate for ease
C;)mbme for eat§e of understanding
of communication . approval and update
and reference Guidelines/Procedures PP 1

References

Small organization Big organization



Information Security Policy
Improvement

Governing Policy

Explanation of Objectives

Guidelines/Procedures

References

Management
Explanation of Objectives support

Guidelines/Procedures

References

R EEE
| L

Management
support




Information Security Framework

Law Enforcement Agency
Media

CERT

NINYJ

FS-ISAC

Key Vendor

Consultant

Information Security
Committee
Information Security
Policy and Standard
revising process

* Operation Process

* Escalation Process

* Problem Management

* Analytics and
Investigation

* Drill

Policy and
Standard

((\
e
AWareneSS Pro

Risk Identification
Compliance
Mitigation

Risk Monitoring

* Infrastructure Refresh

* Application Security

* Monitoring and
correlation Technology

* Analytics

* Employee

* Executive

*  Customer

*  Vendor/Outsource
* Visitor






Chase Attackers Exploited Basic Flaws
Hackers Compromised Server that Had Only Basic Authentication

By Tracy Kitten and Mathew J. Schwartz, December 24, 2014

Credit Eligible &b #% | [ Email |3 Tweet [ Like [f}] share

The JPMorgan Chase breach that began this past spring might have been prevented, if the
bank's information security team hadn't failed to upgrade a sensitive server to require two-factor

authentication controls.

Ref: http://www.bankinfosecurity.com/chase-attackers-exploited-basic-flaws-a-77172rf=2014-12-26-
eb&utm_source=SilverpopMailing&utm_medium=email&utm_campaign=wir-bis-

SPEAR PHISHING AND
CUSTOMER
INFORMATION STOLEN
(EMAIL, HOME ADDRESS
AND PHONE NUMBER)
BUT NOT FINANCIAL
DATA.

70M CUSTOMER UNDER
RISK

ACCORDING TO
BLOOMBERG, THERE
ARE BELIEVES THAT
THE HACKERS WERE
SPONSORED BY THE
RUSSIAN GOVERNMENT
AND IT MAY RELATE TO
US-IMPOSED
SANCTIONS ON RUSSIA.

20141226%20(1)&utm_content=&spMailingID=7387878&spUserID=ODIOOTExNTk4MzES1&spJoblD=583384677&spReportld=NTgzMzgONijc3S0



North Korea threatens to blow up the White
House, the Pentagon and other targets @«

Next: Nebraska and Oklahoma suing Colorado over marijuana Use your ] key for the next THE MONDAY BEFORE

il THANKSGIVING
e e (1SDEC2014), SONY

' @ @ @ @ @ PICTURES WAS ATTACKED

BY NORTH KOREA.
SENSITIVE INFORMATION
WAS STOLEN AND WIPER
MALWARE LAUNCH. THE
STUDIO IS STILL

, BUT BY

|\ (0)",%

THAT THE ATTACK
CAME IN RETALIATION
FOR THE UPCOMING
FILM THE INTERVIEW, A
COMEDY ABOUT AN
ATTEMPT TO KILL NORTH
KOREAN LEADER KIM
JONG-UN.

Ref: http://www.examiner.com/article /north-korea-threatens-to-blow-up-the-white-house-the-
pentagon-and-other-targets


http://recode.net/2014/12/03/sony-to-officially-name-north-korea-as-source-of-hack-attack/
http://www.theverge.com/2014/12/1/7316401/new-evidence-points-to-north-korean-involvement-in-sony-pictures-hack

Cyberattack suspected as North Korea
experiences complete Internet outage

e i i
K3 snere on Facebook | i
= R e o0 T

. -

ents In & computer lab at Kim B Sung University In Pyongyang, North Korea, In 2013.

Ref: http://mashable.com /2014 /12 /22 /north-korea-internet-
outage /2utm_cid=mash-com-Tw-main-link

NORTH KOREA
EXPERIENCES
COMPLETE INTERNET
OUTAGE BY DDOS
FOR 9HOURS



Beware: Fake 'The Interview' App Affects Android Users

&) Saturday, December 27, 2014

Downloading DIVX file. Please
wait...

0/100

» SETH ROGEN JAMES FRANCO ;
0IFHS O3 S8 E 2 ORI 2!

« INTERVIEW -
\ o m > ¥

d 3. 28| 7150t
HAIFO F5 ST AIL ZARILCH

"The Intervien", the controversial North Korean-baiting film which appeared to be the root cause of the cyber mishap
occurred at Sonv Pictures Entertainment that threatened terror attack at theaters showing the movie, now threatens to
expose users of Android phones to a malware attack.

Since its release, evervone is talking about "The Interview" — the Seth Rogen and James Franco-starring comedy centered
around a TV host and his producer assassinating North Korean dictator Kim Jong Un. Because cybercriminals are known to
take advantage of major events where there is a high level of public interest, The Interview became their target.

http://thehackernews.com/2014/12 /movie-the-interview-android.html2m=1

EVERYONE ALSO
CAN BE THE TARGET
WHERE THERE IS A
HIGH LEVEL OF
PUBLIC INTEREST.



Cyber Space - Traditional




Attack surface

Cyber Space Expands e

Internet of Things (loT)

Mobile Devices

PCs/
Desktops

Integration Chain

Device Evolution




loT — Internet of Thing

The Internet of Things (loT) is the interconnection of uniquely
identifiable within the
existing infrastructure. Things, in the loT, can refer to
a wide variety of devices such as heart monitoring implants,
biochip transponders on farm animals, electric clams in
coastal waters, automobiles with built-in sensors, or field
operation devices that assist fire-fighters in search and
rescue. According to Gartner, Inc. (a technology research
and adyvisory corporation), there will be nearly 26 billion
devices on the Internet of Things by 2020


http://en.wikipedia.org/wiki/Embedded_system
http://en.wikipedia.org/wiki/Internet

|O — Information Operation

Information Operations (I0) are actions taken
to affect adversary information and information
systems while defending one's own information
and information systems. or rumors
deliberately spread widely to influence opinions



Privacy in our Everyday Life

VIDEO #3: Hot on Your Trail Privacy, Your Data, and Who has access to it



Motivation Change

World
‘Naﬁonql without Trust
Security * Edward snowden case
.Cyber * State sponsor
Espionage
‘ * Advanced Persistent Threat
Monetary : )
. * Social media
Gain
* Malware
* Trojan
Disruption D
* Virus * Social engineering
* Worm
* DDoS

* Simple scripting



Snowden Phenomenal

VIDEO #4: Watching Snowden’s pivotal moments in Citizenfour
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Internet and Our Privacy

VIDEO #05: The Internet and Our Right to Privacy
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Digest #2 : Privacy in Practice
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Information Security Framework

Law Enforcement Agency
Media

CERT

NINYJ

FS-ISAC

Key Vendor

Consultant

Information Security

Committee Policy and
Information Security
Policy and Standard Standard

revising process
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e
AWareneSS Pro

* Operation Process

Escalation Process

Problem Management

Analytics and
Investigation

Risk Identification
Compliance
Mitigation

Risk Monitoring

* Infrastructure Refresh

* Application Security

* Monitoring and
correlation Technology

* Analytics

* Employee

* Executive

*  Customer

*  Vendor/Outsource
* Visitor



Thank you




