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Mobile Phone Usage Survey

5 Billion People to Use Mobile Phones by 2017

Estimated number of mobile phone users worldwide (in millions)

2013 2017

North America Europe

w Middle-East & Africa

Latin America

Asia-Pacific

Worldwide

N 2013 W 2017
4,306m 5,102m

statista %a Mashable Source: eMarketer

The Statistics Portal

Reference : http://www.statista.com/eMarketer




Over 300,000 apps
@ downloaded 10.9 bilion times!

When Is a Mobile Used ? How are Mobile Phones Used ?

) B "'Q

. S —

Social networking accounted for

50% of mobile search happen when users
of all page views in 2011 are following up a tv, online, or
printed advertisement

Average Time Spent on Mobliles FACEBOOK MOBILE USERS HAVE

quadrupled in 2 years ) 9/10 ——

» soarches rasult i action
from 50 million in 2009 to 200 million in 2011 s gk
Facebook reports that they had more than

425 million o) uadrpiedsice 200, wit
MOBILE MONTHLY ACTIVE USERS ES)
201 alone 1in7

in December
soarches made via mobile
There are

ion
MOBILE VIDEO PLAYBACKS EVERYDAY
on YouTube

[ljg] 95%
have looked for local information




MoBiLE WEB M- COMMERCE

1 2 billion

old Increase
in 6 years!
of website hits came from a mobile device.

Double the amount
compared to the same time last year!

4 .and what's striking is that
Use of Mobile and Desktop Web 79%

of large online retailers
Mobile web surfing is estimated to overtake desktop web surfing by 2015 ot e opth o,
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Runtime Application Salf-Protection

expectations

Mobile Application Hardening
Enterprise Mobile App Store (GAC)

Mobile Apps Security Testing

— obila Application Hardening

~rotectad Mobile Browsars

DevSecOps

Mobile Application Develapme
mm‘:pmm Capabilities

Mobile Data Protect
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Interactive Application Security Testing
Mobile Application Security Tasting

Dynamic Data Masking

S50A Testing
Software Composition Analysis
Application Security Professional Services

Static Application Security Testing
Static Data Masking
Context-Aware Security
Application Obfuscation
Application Contral
Web Application Firewalls
Tokenization
Application Security as a Sarvice
Database Audit and Protection

As of July 2015

Plateau of

Slope of Enlightenment Productivity

Plateau will be reached in:

Clessthan2years © 2toS5years @ 5to 10 years

|

obsolete
& more than 10 years @ before plateau




Global & APAC Digital Snapshot

MAR

Il GLOBAL DIGITAL SNAPSHOT

A SNAPSHOT OF THE WORLD'S KEY DIGITAL STATISTICAL INDICATORS

TOTAL
POPULATION

ACTIVE
INTERNET USERS

ACTIVE SOCIAL
MEDIA USERS

we we

are,
social

7.219 3.038 2.126

BILLION BILLION BILLION

URBANISATION: 63%  PENETRATION: 42%  PENETRATION: 29%
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UNIQUE
MOBILE USERS

3.679

BILLION

data; Faosbook, Toncant, VKontakts, L

ACTIVE MOBILE
SOCIAL USERS

spcial

1.753

BILLION

PENETRATION: 61%
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PENETRATION: 24%

TOTAL
POPULATICN

4,026

MILLION

URBANISATION: 43%
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DIGITAL IN ASIA-PACIFIC

A EMAPEHOT OF THE RECHION'E KEY DICHTAL BTATIETICAL INCHCATORE

ACTIVE
INTERMET USERS

&

1,436

MILLION

PENETRATION: 34%

ACTIVE SOCIAL
MEDIA USERS

1,088

MILLION

PENETRATION: 27%
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MILLION

PENETRATION: 22%




Mobile Social Usage in APAC

MOBILE SOCIAL USE APAC Average 22%

ACTIVE ACCOUNTS ON THE TOP SOCIAL NETWORK IN EACH COUN; Th ai La n d AVe ra ge 46 %
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RiskTool
AdWare

Trojan
Trojan-SMS
Trojan-Spy
Backdoor
Trojan-Ransom
rojan-Downloader
Trojan-Banker
Monitor

Other

0.0% 5.0%

10.0%

15.0% 20.0% 25.0% 30.0% 35.0% 40.0% 45.0% 50.0%

© Kaspersky Lab

#%) TREND
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Se0uring Your Jourtwy 10 the Cloud

‘ ]3"/0 Rooter/RAT

415

Premium
Services Abuser




How did We Get Infected?

WHERE DO THEY COME FROM?

DOWNLOAD M REDIRECTOR
SITES PAGES

Average no. of .

apps posted: 30+ | | FILE
cssassssnsseee STORAGE

FAKE APP STORES ‘ | SITES
Average no. of :
apps: 300-600

SPECIALIZED APP @ \
DOWNLOAD SITE LINKS
Ex. fake Iron Man 3 - via SPAM

game site

Reference : http://www.trendmicro.com/vinfo/us/security/news/mobile-safety/how-premium-service-abusers-affect-you



Sample of Fake Apps in Thailand
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nefbank

Foneinaliglin Developer
foviiiuway Siam Commercial Bank PCL. winiu

Reference :http://www.manager.co.th/Cyberbiz/ViewNews.aspx?News|D=9570000034392
http://pantip.com/topic/31833168
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Specific Case (EGA)
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Application development problem

2 W o=

Lack of a common accepted standard
Variety of Mobile OSes
Frequent newer OS versions

New set of skills required

Government Mobile Application Standard
AsgruLeUnATumagdmiugunsaiindouit
Version 1.0
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Government Application Center: GAC
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https://apps.go.th/

Nlunasly GAC ?
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https://apps.go.th
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I U369AVD9 Mobile Application Standard

odnasulinilsunassiinisiaiul Mobile Application Tulu
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Anw13UluuYeIN AL Mobile Application luguuuusingg nsly

\‘.} Uszinanagluseauana

dnausuazsuilsnnuAniuangdeangmnsinunsim
U Mobile Application
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\./ Indununiiesuilsnnnuasiuluanitg (Public Hearing)
\./ IviaNInTgIY




NluAa98 Mobile Application Standard?

Wielsinsiawn Mobile Application Hululufidymiadeaiu saufenis
MruALAsgIUganAtiaLasdarinualususngg Wy n1sAuATesUeyadIuyAAa (Privacy

Information) n1sSn¥IAUIUAIUaRANY (Security Policy)
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Mobile Application Standard
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AMENUANIUNTSIVIUINNS

daufnsatNanmulUswSy

dnwaiznaluves Application (Application Programming Interface)

(User Interface and Usability)
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N1INAFIUAMENTRA

(Functional Testing)

7 ns$nwdayadiuyana

ansuazdonnaslunsldinasiio (Privacy)
(3rd Party)



AMANUAANIUNITIAUINS

dnwauziialuveg Application (User Interface and Usability)
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- User Interface and Usability - Warning &Error

- Structure - Symbol
- Navigation - Help and Support
- Using and Transferring Application

- Contact Data

- Supported Resolution

- Buttons & Touchable elements

- Readability s A - Browsing Website in-application
- Platform Consistency 25 = - Location Data

- Visual Quality - Text field

- Application Speed - User Registration

- Acknowledge and Notice - Multimedia

- Notification - Backeground Process

~~~~~~~~~~




AMANUAANIUNITIAUINS

n133nedayadiuunana (Privacy)

User’s Right

Local Storage General

_ 2 3rd Party Software
Cache Data, Caching =
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\/ . Development Kit; SDK



AMENUANIUNTSIVIUINNS

)) doufasaiiewmulusunsy (Application Programming Interface)

1.

General

Specific Content’s Focused AP

Changing AP

AP| Agreement

Public Contents’ Accessing API

A,,\,
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AMENUANIUNTSIVIUINNS

)) N1IMAFaUAMENUR (Functional Testing)




AMENUANUAUNUABANY
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n1sIANIsTaNaniauEALY . .
v v (Security on loss devices)

(Sensitive Information)
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n3szuRInuglday

NSANRDITUUKLUIY (Authentication)

(Networking)




Compare Solution

$ s

B

Solution GAC 10S Android Windows Phone
2
Helpdesk ‘\/ |
Admin Official \/.
Third party insurance Vs
\
(Real Application Government)
Single sign-on \/ ‘\/
Cloud Integration \/ \/ \/ \/




M BILE
e-GV
AWARD

MEGA 2014

[AsunNIsIvavuUUS=NoAWAaIU
NISWHAJUI Mobile Application NNASY

“Mobile e-Government Award 2014”
(MEGA 2014)

SOFTWARE PARK = SIPA N_ec'rec'i'

Samsung M pjicrosoft

BUSINESS SOLUTIONS



Question & Answer




