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o.c TunsuMsAduny
Funsunssndunuiieauaainonssuesinsves ase. 1wl bees aonndaiiu
NSOUVBIANIUANTTUDIANTLALVOULINYDINITANTUINY éTQLLaqugUﬁ' < waglisivaziden
ol
(0) Tusu (nitial)
® n15AnY (Research) : SUUlEUNBUIANENIBUSINT DUTULALANWINTBURIUAENTINDIANT
seduana Anwideganinenssuesinisanesdnsdug Wawnsevaninenssuesins
el Bunwamslumsimunaninenssuesing
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® 11552y (Indentify) : ATNUAAINABINITHALVBULYAVDINITINYINAD1UNENTTUDIANT
(Requirement and Scope) Qjﬁﬁm%}aﬂ (Stakeholders) nann1sanidnanssy (Architecture
Principle) #49zl#lase319v0sandnenssuesdnslusuian (Future State Outline) wax
7 SnadEavet0nns (Key Performance Indicator)

(b) FuN13EONLUY (Design)

e annUnunssudquu (Current Architecure) @ d1573uagitasigvianiusdagiuues
an1ilnenssu (Current State of Enterprise Architecture) densaunawiia ¢ fu fil ¢y
59719 (Business) fuuoundiadu (Application) dudeya (Data) A1ulassadiefiugiu
(Infrastructure) wazd1uaituiuasUasade (Security) saued1saausuiiiulamn I
Forauouuzndouinudosnsiuounnn

o an1tnunssusuinm (Future Architecure) : eanuuUULazLansliiuds@n1urauInnves
anndmenssuesAns (Future State of Enterprise Architecture) 111 & §1u waz3iAszsiAIy
LANANIYDIT AR AU (Gap Analysis)

e Luun 15U (Roadmap) : Avuawnun1sAduuielddmivusuidisy
aninonssuesdnsandegtuludsounannuildooniuuly
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Fuulevieunaindheudng #3a.
suTHLasAnnToUE IR nTIUasAnTIEAUE NG
fimwirsauseiivensruasdnsdi sl fuwumnmdums
WausninensTuswing

Reserch

et e

" e = _ cusmsa s e
- TEUfBIMILBETsUERTRIM T LiLlld
[l o
'-E FOTIRATTUBIANT H
% seyiiferfasuaswanmasonilnenssy
= FeuFATRRRE LS IT8I03RNT
" Zachman

dhrsminenTadlullagiui ¢ fAu
A Tisiked TIRMEwdEnmMT TOWS Matrix

=
-
w
—
-
=3
U

oanuuusnirenssuaIfnsluouARn
ArT1EH Gap Analysis

Urrhew
amiLaumIAdivay - ey ey =

ar o o~ L L E L T
Tmiwrum LRy P

werfnne by

Felasmn

wHiATIR NI

U7 & DMTumeunITANTNIIY

6.€ DIAUITZNAVVBINSNAUNENNUALNTIUDIANT
IAUTENBUVBINITHAIUNIADTRENTTUDIANST WU Laveanidu ¢ un Tnefliiion
asvdrAAralull

unil o unin Lun1snandianudugn fnquszasd 20uwan1saiuaiy LazdunaunITimL
a01UnenITueeANIvee @38, FansiauiraniUnenssuesAnsiifesimiuasnnassivulauiy
Adeviend gnsaans NUsHA wNUNIAENNANeY vesdine
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EGA

unil b Manuaznseuaaninenssuasdnsves ase. iou mo Ui Tuszduainainisiiaue
nseulAnLazndnmslumsiauandnenssuesdnsivainuans JaudazinAndasuiiunneng
fulu fedulumsdavinseunasudnmsiannaniinenssuesdngves ase. Seldiieaduresisay
wAnunUszenaldiivsnzauiudtinau Inedsenouluiieg o wwafnndine dulawn The Zachman
Framework, The Open Group Architecture Framework (TOGAF) i@ ¢ Federal Enterprise
Architecture (FEA)

il @ msdsiziaanusilagiuvasaantnenssuasdng ase. luuniagndniwanisdisauas
Anwdayarilufugsia meluladansauma uazauiunsaonds Fsaseunquulouns/Adevied
WA wugNsAEns & U @50, (1.0, b&&e - b&oo) WNuNayNs UssinTauussun beds Wiy
wivyneluladansaumanazn1sdeas seog m U (WA bEES - b&bo) LHUUIMTIANITTFUY
arsauwma @58, Usednl w.abees LATIN15iniinssuiun1saliuaiu Business Process
improvement (8P wazulouiemusiunsasafvansauma nranisdisauazmsanudoyald
msieseeandu ¢ Audulaun f1ugsia (Business) Auuaundiati (Application) snudeya
(Data) Fulassadraiiugu (nfrastructure) wazduausunsasafe(Security) Vot ldTenuds
UssiutlymilAnduuavideiausuurdmiunsesnuuvaminenssuesdnsluouian

unil & nseanuuuaaUnenssuasansluauinnves d5a. luuniissweatianisesniuuannenssy
asdnsluewan lnglauterdoiausiugainnanisiasienan uedagiu wasiuinianisiwmun
anUnenssulusuimn (Architecture Principle) anltdmsunisosnwuuanitdnenssuesing

unfi @ wiun1saiiuey (Roadmap) WunistmuanseusaziwInianisierssuumalulas
asaummntIgatuayuLazaisaudenlesiunsruaunsnsdLiunuYeIeIAng ietivan
Uszihullmuasaneenseaufnanimassssuumaluladaisaumaesnnsiinevaussiunseuiunis
nsuURnumeludinau
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EGA

N @ NULaznsavanIUnenssuaIAnsvas d99.

.0 fansaudantlnenssuasdng

an1Unen35ue9Ans (Enterprise Architecture) s nszuaulunisuttonnaly
d15auLnea (Information Technology: IT) wnaduayun1sA1L31uII1Ug3Aa (Business) LiLin
UsvAngnmuasUsednSunagiansieadnns wiaandnenssuesAnsazidiluFesmnuaenadeiiu
ypamsaniunuiugsisazimaluladarsauma sgslsinuiuanusiuaasefoffedudn
nilosdusenouiivnlilld Gasteliinsduiunugsiawazmsuimstanamalulad ansaume
Hulusheaugndes aseudiu Tsda uazasieaeuld Wunanfou mo Ik umniitnideuastin
UiRFuinsfnudsnsiauianiinenssuesdng annefnauisiagiiunsounuinudnuas
Mé’ﬂmﬂumiﬁwmam{]maﬂsimqﬁﬂsgﬂﬁ“n,aua%ummmna lae The Zachman Framework for
Enterprise Architecture fiaifunseuvasaaniinsnssuesansusniigninaus ul n.a. bemo waz
Junsouuuidafigniravssgnadldidusinoumin uenandddinsevuuaAnduildgninunusuld
L% The Open Group Architecture Framework (TOGAF) tag Federal Enterprise Architecture
(FEA) Fausazunnilonuddyeseluid

©.e.@ The Zachman Framework

The Zachman Framework fisianinuguil & WunwAaifiansaney o esdusznou
TnasAusznauusnie SWIH (nutnusuvessy) Wussdidssneuimfumsdeaslngmsaeuanusie
s fanustelull Tas (Who) vhegls (What) 7ilwy (Where) disls (When) sl (Why) wazagnsls (How)
fonumatazdenunuasieneidemvioduiguaznamanuduiusludavauavesds
WAy asdUszneufiaese sumesFuils (Muuudwwessy) WussdUsenoufindnisusose i
Aedostuanitinenssuesdnsluyamosinglngdsenoulude o yuesdaolull yumouims
(Executive) 33318353AN1533A3 (Business Mgnt.) yustasanuiin (Architect) yuses3ming (Engineer)
yuusamAdla (Technician) uazsLessduasAng (Enterprise) yuNpa1dazuasdsiildunain
5W1H mﬂmmsiqugﬂﬁisumﬂﬁumwué’ﬁu
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The Zachman Framework for Enterprise Architecture
The Enterprise Ontology

Executive

Perspective

Business
Megmt
Perspective.
Architect
Perspective
Engineer
Perspective

Technician

List of Inventory
Types

List of Process
Types

List of Distributhon
Types

List of
Responsibility
Types

List of Timing Types

List of Motivation
Types

Business Entity

Business Transform

Business Location

Business Role

Business Interval

Business End

System Entity

System Transform

System Location

System Role

System Interval

System End

Technology Entity

Technology
Transform

Techmology
Location

Techmology Role

Technodogy Interval

Technology End

Tool Entity

Tool Transform

Tool Location

Tool Role

Tool Interval

Tool End

Business
Concepts

Technology
Physics

alifl

Components

Perspective

Enterprise Operations
Operathon Entity
Perspective Transfarms

Operations
Instances

Operations
Locations

-

Responsibility
Asslgnment

Suxbence
Parigsel

Operation End
M {faly

tion
Intentions

F
Sets Flows

3‘1/77/ & The Zachman Framework for Enterprise Architecture [e]

e,
Erfaprise
barmas,

.@.lv TOGAF Framework

TOGAF Tiuwuamslunsdavinnaznisinenaadanssuesdnsiuleanu TOGAF uus
andnenssuesinseaniu « esrUsznevtiuie
1) anUngnssuniugsna (Business Architecture) : NA1IRNENSANANTUAYNAYNTOIANT (Business
Strategy and Tactic) N3¢ UIUN15§5A7 (Business Processes) shuldfianisan ﬁ’UQLLaﬁﬁ]mi
(Governance)

2) andaunssududeya (Data Architecture) : a3urelasadsvestayaralusedu Logical uay
52U Physical wagaiesile/nszvaumslumsuivnsdnnistoya

3) anUnenssuauuneunaLaty (Application Architecture) : UaAIANUENNUSTERINLBUNALATUAY
nszUILNSEIIa uasmudenlssiuszrinueUndinduiueUndiady

4) aorUmenssuarumalulad (Technology Architecture) : 85u18dsn1U LD RNAWIS (Software)
Waza1$aKIs (Hardware) 1natiuayunisusmsdansiuteya woundndu uazgsia Tudanilay
namsuluidassaaiugumsiumaluladansaumna (T nfrastructure) Wuieotne (Network)
N38VIUNT (Process) wag 1101301314 (Standard)

TOGAF Framework figaisiufiddaydenisliuuimisuazsisazidonvesnisiau
an1inunssuedAng (Enterprise Architecture Development) fisuansmu 3UA o lasusznoulusg
Funausioluil
1) Fusiu (Preliminary) : 98uneAan1sUTUUTIURBULUAY TOGAF Litelfaanadasfuguuuunis

fudunuredednns uazszyvannsaniinenssy (Architecture Principle) Feagltifulnseinsly
nseenkuuandneNIsHeIANS
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Fovtmiannilnenssy (Architecture Vision) : e¥ueaianssulududuvesnisiamunanidnenssu
Feusznauludie nsimunveunvesnsEUN (Scope) seydfilaulddudsrnenisiamn
(Stakeholders) nsUsusmdnmsanidnenssuildumnmndusiu medaviridedaiandnenss
(Architecture Vision) aiiumsefunenedauuvesaniiinenssuesdnslusunanuazuenissslov
fagldsuanamdidaveamsitaunantinenssy

anilnenssugsia (Business Architecture) : e3utsnsiaLnannenssusugsiailoatuayy
FevimiantinenssunuildszyBluduneudeunt

an1Unenssuszuvansauwma (Information System Architecture) : a5ulgnITRRIUIEA1URBNT T
uszuuasaumeiieatiuayuiderimiaondnensau

dantnunssuarunalulad (Technology Architecture) : 85 UNEATTHAIUNADIUAENTIUAIU
walulafiileatiuayuideimiaontnonssy

lanauazuuIn1anIsuAdayni (Opportunities and Solution) : 3194HUIUAITANTUNTH AU
amilnenssuludusinaguissyld wiesiesmunsouniessesatnSAmoUMLAUUHLIIY
MIMaUHLNSUALUIAs (Migration Planning) : TseaziBeslumsimunaninenssuiiieasu
nandnenssutagtu Baseline/Current Architecture) lUganinenssudmang (Target/Future
Architecture)

nsfiuguanisaiiunis (Implementation Governance) : lunsAfuguaNITAILILATINIG
vieRansunadliaenadesfuaniilanssuiildeanuuuly Tnefiduneudsd ssyninenns
(Resources) uagiinwe (Skil) Asndusienmsiamilasens WuwmdlumsiedSnsudladam
U4 (Guide for applying solution) numumudenrdasszringdsiimdaianniuantnenssud
panuuull (Compliance Review)

mMsdansnIsiAsunlasantnenssy (Architecture Change Management) : {uNsUSHsIANTS
Slofansasuasioaninenssedng
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Preliminary
/ Architecture \
Vision
Architecture e
Ehange Architecture
Management t
Implementatio Requlrem ent Information
n e — Systems
Governance Management Architectures

S ™\ /

Migration Technology
Planning Opportunities Architecture

and
\ Solutions /
7 Uil o TOGAF Architecture Development Method [l]

.., Federal Enterprise Architecture (FEA)

FEA Toltunmalunisaminwaznisuetaantanssuesenstuldau falwuuinass
N1581984 (Consolidated Reference Models) fisuansnu 3UT o sonidu ¢ wuudtaessznaulusie

1) wuUd1aee01eBeUseansnnesdns (Performance Reference Model) : namaivinguseasduay
Wmnevetesng uasmaduiusswinadmnesinsiuesingdu wenaniiluinis
Annuuaz InUTEAVENINURI09ANT

2) wuUaesBagIna (Business Reference Model) : 93UgfaUTMI#199 (Business Services) 713
msldsauiuniglueriniayszninNeidng LasnsTuIuNIgsne

3) wuudnaevdedaya (Data Reference Model) : afunefianisusmsdnnisdoyalmdumnnsgu
uagnauaniUasudeyanaentisosdng

4) wyuinasseedaeundindu (Application Reference Model) : seyfisnistnawaundatusnls
NulidenAdoeiuNIzUIUNTTINT

5) uuudaesdnadilasaiiefiugu (nfrastructure Reference Model) : euefslaseaiafiug
seafignianlfifiesnsmiuazmnsenisuimsinnisiugsia ueundladu deya wazmnm
ffunsUaende
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6) uwUUSImBIBIAUTuATUABAY (Security Reference Model) : namfeniseanuuuuaztie
1nmsMIMUAY (Controls) mnasiunsUaendeluldifiolinsiufiunsiugsiuazimalilad
ansauwmaduluienssnwinugu (Confidentiality) Anugnaes (ntegrity) Arundould
(Availability) Aslussla (Transparency) agnsagaula (Accountability) salUfisnsusms
Fan1sanudes (Risk Managernent)

Performance Reference Model (PRM) $Goals

* (Cross-Agency and Intra Agency Goals and Objective —
® Uniquely tailored performance indicators

—p-Business Reference Model (BRM) P Mission Sector

#Business
Function
Pservice

G
#® |ntra-and inter-agency shared service

® Agencies, custorner, partners, provider

&
3
E
uopejuaw)du JUBES R CIUCD AYINIDS .
uopsnmd Axeapd SAPndes passnpe-ssy e
(WHS) T9POW @ ualajay Ajpnoas

» Data Reference Mode -

= (DRM) #*Domain
#* Business-focused data standardization @Subjact *
* (Cross-agency information exchanges '&Topic

e Application Reference Model (ARM) 4 system ¢

® Software providing functionality 4 Application

® Enterprise service bus Component
Pinterface
- Infrastructure Reference Madel (IRM) & platform 90 g ?
3 =
® Hardware providing functionality #Network — F 'E
® Hosting, data centers, could, virtualization @Faclllty - L]

5‘1/77 ¢/ Federal Enterprise Architecture Framework : FEA [o]

FEA laliuumsmswannanlnenssuesans (Enterprise Architecture Development)

whudeniu TOGAF wilifuneunasmeandeaiiuanssiuisensaelid

1) mssyyLagmuaay (dentify and Validate) : §iiliiinadossaufussymnudesnis (Requirement)
wazvauLn (Scope) lumsitmunaninenssuesdng wdeuamugeuiioiilaléindemudnle
MBAINABINTATIIY wqﬁaﬁﬁi’mﬂixaw%mwaqﬁm uazszyyARaTIivtAURnYeUson eyl
(Approve) anudeanslumsidsuulasantnenssy

2) MFAouazsAUA (Research and Leverage) : dsadsiiasdnsiiniessdnsdul ileszyfdenia
flagodioguédnunusullvimsatunnudomsildsyyliludousn

3) AsHeuLarn19279uNY (Define and Plan) : I1AT1ZRLaZ0NLUUANIURUNTTUDIANTIUAIUAINE
U gyisrnaR$ (Strategy) 35719 (Business) oy (Data) weuwaiady (Application) Tassaseilugu
(Infrastructure) wagauuAsUaansie (Security) 3 LuINAe (Roadmap) wazwiy (Plan) N3
Fniiuu
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EGA

4) msamuuaznsifiums (nvest and Execute) : hmsdnduiazasyuvdosiiunsmausuile
seybivseld deunduluviuugsunulmilunsdidndulalidniunis msdnduladnldamueiaia
nmsasudadlugiusng wu weve welulad nssuiuns viensnens

5) msiana (Perform and Masure) : Saradwnsfiantuanmsdniuemluiud < feunsindld
Avmntuludunou o naanmsinansoiluuiudssunmsiauuseusely

.o nsavdalnanssuasnns

TunrsandunsiauiaartnenssuesAansued @se. UL 198R70INTOULUIAAYDS
4 Zachman TOGAF way FEA snUiuusliinsedunasidnladeaenndesiuguuuunisiiiiuvnuyes
99An3 ImganunsadiundnvindunsevanlnenssuesAnsues @5e. (EGA Enterprise Architecture
Framework) towdu “m Yauuad (Viewpoints) & n5eUIUNI§ (Processes) has & aartnenssy
gae/uuva1899 (Sub Architectures/Models)” mmmmiugﬂﬁ ©

& UUUINaDY

@ YUNDY & NITUIUNTT
3 Viewpoints 4 Processes 5 Models
g #A1ugsna
i v
YUNDIRUIMS wunu ,
: ® (Initial) (Business)
(Manager) |
v a o/
ATULBUNALATY
N1599NKUY . (Application)
o ‘ (Design) —
HUUDIFWAIUN CRPLIGHT
(Developer) . (Data)
n1susulagu
v v &1
(Transition) fulaseainenugiu
(Infrastructure)
o a a I3 B
yuafldan N139AUsEANSAMBIANS A —
(User) (Measurement) Uaanst (Security)
| \
N J . J A vy

U <& nmuansnsevan 1nenTsuedAnsved ase.

Qmawammﬂmaﬂﬁmaqv‘?ﬂimaq @39. (EGA Enterprise Architecture ViewPoints)
ansauUsuneseaniu o yuuewdn Suldun o) yunesduinis Yseneuludie Anenssunis
UTM1T BUANZATIUAITUINIT {O1u8n15d119n9u (Chief Executive Officer : CEO) HUINNS
waluladansaunaseauga (Chief Information Officer : ClO) 58458 1W8N15dENU H8118A13
fhe sesfeurensine wazuaziinnisdn ) ypmeadeiann Useneulude Wvthitianngsie
Fniidumaluladansaune o) yuueslédredsfiiieadosiadugsionasdunalulasd
GREGIIVIT
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a01UnenIsugeslaruuuinasId1984ANIveY @58, (EGA Enterprise Reference
Models) Usznaulumie & au bowi A1ugsia (Business) muuaundiadu (Application) Audeya
(Data) Aulasaaseiiugu (Infrastructure) wagauanuiuasuasnsiy (Security) aufiwandlugui
&

Business

Application

wn
s
(@]
<
m q
‘D:B' Relational Database Non Relational Database
o
5
+—
(@)
5
f -
k7
©
ft
c

3‘7]77 « EGA Enterprise Reference Model

mﬂgﬂﬁ « ugsiawvtesnuaemuinUsznauluie enseans (Strategy) uae
N53UIUN135§37a (Business Process) snunaundiadunuseanduaumuinusznauluse wauiie
Fu§5Aa (Business Application) waunaiaduatiuayu (Supporting Application) Uagdiunayszau
TUsunsuuszynd (Application Programming Interface) snudayautseanlugaamunnlszneuly
#ae deyaiignimAvlunuugiudoya (Relational Database) uazdoyailailddaAvlugunuy
gudoya (Non Relational Database) #1ulassadrsiiugiuntsesniudvuiatsznovlude
5eUUUURNTT (Operating System) 815AK335 (Hardware) 13018 (Network) kagseuusIuIenIs
(Facility) frumnuiupsasndausznaulusie s55u1AUTa (Governance) N15U3MISdANISARNY
\de4 (Risk Management) wagatuaanadasfiungszifsu (Compliance) lnguAasyuNDIvs
an1ilnenssuesAnstuasiyunearonuuiians (Enterprise Reference Models) fiunnsnaifuniui
nandluguil oo
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Application Data Infrastructure Security

Work Work Work Work Work

Manager

Products Products Products Products Products

Work Work Work Work Work

Developer

Products Products Products Products Products

Work Work Work Work Work

User

Products Products Products Products Products

3‘1/77/ @o Work Products va93aue (Viewpoint) lulsiazuuudiaey (Reference Model)

nTzUIUAINAILIan 1 dnenITUBIANTUDY @59, (EGA Enterprise Architecture
Development Processes) mmﬁuamﬂugﬂﬁ ®6

Development Processes

Scope, Stakeholders, Architecture

1 Initial
Principle, and Key Performance indicator
Current and Future States of EA, Gap
2 Design o
Analysis, Prioritization, and Roadmap
Transition plan and Implementation
3 Transition
Governance
Performance Measurement and Continual
4 Measurement

Improvement

3‘1/77' @@ EGA Enterprise Architecture Development Process

nszvaunN A inensuesdnagnimundundelfidusumdumsimunaninensuesdng
lellduadns (Work Product) veswuudtaedlusumosineg Tnganansautsnssuaunsmsiau
andaonssweanitu « nsvvrumandn Suldud nssurunsdusiu (nitial) nszurunsmseonuuy
(Design) N5¥U7uN15115USULUABY (Transition) waznseUIuN15115TUsEANSAINDIANS
(Measurement) Bsnszurunmsdusiuagnanis veuumuasnisdavhaniilnenssuesdng (Scope) i
\iedee (Stakeholders) n&nni1sanilnenssy (Architecture Principle) #9432 l%lAs9919203
an1dnenssuesdnslusuian (Future State Outline) waz@ad Sanad15990909Ans (Key
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EGA

Performance Indicator) N152U1UA15N1588NLUUITNA1INS danurUagiunareurnnves
datnenssuesAns (Current and Future States of Enterprise Architecture) n153LAS1E%A4
LANANITBIT sEeEauE (Gap Analysis) M33RE8ddULaIdenlasInsTidaensasUSuIasy
(Prioritization) Wazukun5ALdus (Roadmap) daunszuIumInsUiuasuaznannis uauns
USulUasy (Transition Plan) waznnsiifuguaniswamilaganis (Implementation Governance)
LazgainefanszulIun1sNIsianaysednininesdnsaznainis n1sindsednininesdns
(Performance Measurement) Gsaanndasfuiiianadiavetosdnsnuiiszyllunszuaunis
fusiu wagnmsusuusaniinenssuesdnsagisraiiles (Continual Improvement)
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EGA

Unil e N5AATIEAnUzUagUuvesan UnenssuasAns

Ly

nsWananinenssuesdnsiavinduiiioliddne anunsaenseavantugdagiu
ugumnefigesnmsliiu Sudufestimslinsgitafoigifnadenisiaunaninenssuodng
fislugugsia welulafansaume uazaruiiuasUasnds TnsiFudinauazsuradeyalasads
23ANT (M1ANWIN ) Wleue/Adeviay Wusha uiugnsmans < U @50, (0.0, b&&ea - b&oo) Wi
nagms Uszddeulszanal bees wuusunmalulaBasaumauaznisions szoz e U (nAloee
- b&oo) WNUUINITIANITTEULAITAWNA a58. Ued1l w.albees 1ATIns9niinssuIunis
ALHU9U Business Process Improvement (BPI) wazuleunemiuiuasUaonduansaume 99nua
msdsrakaznsanydeyalaviinisimsisiesnidu & suduldun dugsiv (Business) Auwey
WaLAtU (Application) Audeya (Data) é’mimaa%ﬁqﬁugw (Infrastructure) wagdumIILTUAS

Uaendit(Security) fauansluguil olo

Business
Application

Data

Infrastructure

Security

U7 oo MMUaRITI8NITa0 1NN TIUIANSIUA TN 197N ITAI59

Ha31NN15d1599%0yaan1urUagtuvesanlngnssuesdns ase. wuindinig
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A8 313 (BRM) waunaiadu (ARM) Uaa (DRM) waglassanefiugiu (IRV) uazaudimiugsening
Formusuaansgiu fu nguang ulsune dotdu uazseidsuiiAeades

2|2 |Z|2 % % wAsMINMsAIUAUANUTuasUaeniy
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“ a (=] = E
= g 2 2 o
(v} > ['ad (= T
2 < £ = 3 g
; & & =
5 2| ¥l ¥l 2 2 3
] Gl ¥l E o & = :
= sl 2?2 s \3 .| £ 2| = =
Clause/ = 2l B ¥ S5 2= = 2
|2 HEHEEHE HEB 3
Control Clause, Control Name or Requirement Text Class S |9 Ele| g, | €|l g 13 gl 2| g =
o S (2| = |2 | .S Zle|lcl 2l =|z|E|w =
5 ol |8 ISR clolzl&ls| 2R S| 3 2
ID 3 Llc | sl gl e cle|ls|lc| 282 3w G
9 - |T |8 = = = sl &l2=]22 <3
O 2|c|= 2 |G | = lelsl3|e|Ele| Rl (24
o c |® |[a S| |= z|l Blcl’s| &S| =s| %] &=
o L |2 clelE|le|lcs|la|els|s|’2 3| & & Il
I = e & = | @ [a 2 el &
e c |2 | = — [ sl 2 c|lal’s|le]| sl S| =
= E=R Rl = P sl E|lelY|elle|s|lS|s|eE|lnlE] s =
s|<|8|35|€ 2 B2lS|2lg|l 25|zl al&8’E|G =
=g |5 |8 clelzl=s|elslel,s|2|5]E| 5.2 £
S|l | |c|E|s ClelsS| 2 e = P2 €| &8 | |13 .
ole |l Lle|®B | cl|l 5 < | Sl 7| B3| 2| €l 2| €| & e &
al|lcg|2|c|alo S|l & ale|l2le|s|lEhgz|ce|lce| 2| & &
S |e|E (S| SPELE|R| G| || B2l e| | &IEE| =
Z|lc|g|2|E|e sl-ele|2| & 2|l 2&| &8 2|3]|5[:2] 2|2
3|E|2|E || el el BBl c| eSSl S|I’E| BB
c|s|s5|23|2|2 2l 2l sl 2l 2122282222122
Nl - = 2 o I SIE|E[E[E| 2| 2|=|F= (== [=E| 2|2
ctd Context of the organization
cla1 Understanding the organization and its context Management | % x
Cl4.2  |understanding the needs and expectations of interested [Management | % x
clLa.3 Determining the scope of the information security Management | % x
Cla.4  linformation security management system Management | % x
as Leadership
ClL5.1 Leadership and commitment Management | % x
Ccl5.2 Policy Management | X | % x x| x| x|x X|X|X|X|X|X|X|X
CL53 Organizational roles, resposubilities and authorities Management | % x
cLe Planning
CL6.1  |Actions to address risk and opputunities
ClL6.1.1  |General Management x x
ClL6.1.2  |information security risk assessment Management | % x x x
CL6.1.3  |Information security risk treatment Management | % | % | % x x
ClLe.2 Information security objectives and planning to achieve |Management | X | X | x x
CL7 Support
cL7.1 Resources Management | % x
clL7.2 Competence Management | X | x x
cL7.3 Awareness Management x x
CL7.4  |Communication Management | % x
CcL7.5 Documented information Management | % x
CL7.51 |General Management | % x
CL7.5.2 |Creating and updating Management | % x
CL7.53 |Control of documented information Management | % x
cL8 Operation
el Operational planning and control Management | % | % x
cLe.2 Information security risk assessment Management | % | % | % x x
Cl8.3  |Information security risk treatment Management | % | % | % x x
cL9 Performance evaluation
Lo Monitoring, measurement, analysis and evaluation Management | % x x
Clo.2 Internal audit Management | X | x | 5% x
CcL9.3 Management review Management | X | x | 5% x
cL10 Improvement
CL10.1  |Nonconformity and corrective action Management | % x x
CL10.2  |Continual improvement Management | % x
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Annex A.
A5 Information Security Policy
A51 Information Security Policy
A5.1.1  |Policies for information security Management | % x x
A5.1.2  |Review of the policies for information security Management | % x x
A6 Internal Organization
A6.1 Internal Organization
A6.1.1  |information security roles and responsibilities Management | % x x
A6.1.2  |Segregation of duties Management | % x x
A6.1.3  |Contact with authorities Management | X x x
A.6.1.4  |Contact with special interest group Management | %X x x
A6.1.5  |information security in project management Management | % x x x x
A6.2 Mobile devices and teleworking
A6.2.1  |Moblie device policy Management | % x x x
A6.2.2 |Teleworking Management | X x x
AT Human Resource Security
AT1 Prior to employment
AT7.1.1 |Screening Management | % X x
A7.1.2  |Term and conditions of employment Management | % x x
AT2 During employment
AT7.2.1  |Management responsibilities Management | % x x
A7.2.2  |information security, awareness, education and training |Management | % | % x x
A7.23  |Disciplinary Management | X x x
AT3 Termination and change of employment
A73.1  |Termination or change of employment responsibilities ~ |Management | % x x
A8 Asset Management
A8.1 Responsibility for assets
A8.1.1 |inventory of assets Management | ¥ x x x x| *
A8.1.2 |Ownership of assets Management | % x x x| x
A8.1.3 |Acceptable use of assets Management | % x x x| %
A8.1.4 |Return of assets Management | % x x x| x
A82 Information Classification
A8.2.1 |Classification of information Management | % x x x x x x
A8.2.2 |Labeling of information Management | % x x x x x x
A8.23 |Handling Management | % x x x x x x
A8.3 Media Handling
A83.1  |Management of removable media Management | % x x x x
A8.3.2 |Disposal of media Management | % x x x x x
A8.3.3 |Physical media transfer Management | % x x x x x
A9 Access Control
A9.1 Business requirements of access control
A9.1.1  |Access control policy Management | % x x x x x
A9.1.2  |Access to networks and network services Technical x x x x| x
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A9.2 User Access management
A9.2.1 |User registration and deregistration Technical x x x x
A9.22 |User access provisioning Technical x| x x x x
A9.23  |Management of privileged access right Technical x| x x x x
A9.24  IManagement of secret authentication information of Technical x x x x
A9.25 |Review of user access right Technical x| x x x x
A9.26 |Removal or adjustment of access right Technical x| x x x x
A93 User responsibilities
A9.3.1 |Use of secret authentication information Technical x x x x
A9.4 System and application access control
A9.4.1 linformation access retriction Technical x x| x x x x
A.9.842 |Secure log-on procedures Technical x x| x x x x
A9.4.3 |password management system Management x x x x| %
A9.44 |Use of priveilleged utility programs Technical x| x x x x
A.9.845 |Access control to program source code Technical x| x x x x
A.10 Crytography
A10.1  |Operational Procedures and Responsibilities
A10.1.1 |policy on the use of crytographic controls Management | % x x
A.10.1.2 |Key management Management | X x x
All Physical and environmental security
Al1l1l  ISecure areas
A11.11 |physical secuirty perimeter Management x x x
A.11.1.2 |physical entry controls Management x x x
A.11.1.3 |Securing office, room and facilities Management x x x
A.11.1.4 |protecting against external and environmental threats Management x x x
A.11.1.5 |working in secure areas Management | % x x x
A.11.1.6 |Delivery and loading areas Management x x x
Al1l2  |Equipment
A.11.2.1 |Equipment sitting and protection Management x x x
A11.2.2 |supporting Utilities Management x x x
A.11.2.3 |Cabling security Technical x x x
A.11.2.4 |Equipment maintenance Management x x x
A.11.2.5 |Removal of assets Management x x x x
A.11.2.6 |Security of equipment and assets off- premises Management x x x x
A11.2.7 |Secure disposal or re-use of equipment Management x x x x
A.11.2.8 |Unattended user equipment Management x x x
A11.2.9 |Clear desk clear screen policy Management | % x x x x x x
Al2 Operation Security
A121  |Operational Procedures and Responsibilities
A.12.1.1 |Documented operating procedures Management | % x x
A.12.1.2 |Change Management Management | % x x
A.12.1.3 |Capacity Management Management x x x
A.12.1.8 |Separation of development, testing and operational Management x x x
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A12.2  |Protection from malware
A.12.2.1 |Controls against malware Technical x x x
A123 |Backup
A.123.1 |Information backup Management | % x x x x
A124 |l ogging and monitoring
A12.4.1 |Event logging Technical x x x x
A.12.4.2 |protection of log information Technical x| x x x x x
A.12.4.3 | Administrator and operator logs Technical x x x x
A.12.4.4 |Clock synchronization Technical x x x
A12.5  |Control of oprational software
A12.5.1 |installalation of software on oprational systems Management | % x x| x x
A.12.6  |Technical Vulnerability Management
A.12.6.1 |Management of technical vulnerabilities Management x| x x x x
A.12.6.2 |Restriction on software installation Technical x| x x x| x x
A12.7  linformation System audit considerations
A12.7.1 |information systems audit controls Technical x x x| x
Al3 Communications security
Al13.1  |Network security management
A.13.1.1 |Network controls Management | % x| x|x x x x
A.13.1.2 |Security of network services Technical x x x x
A.13.1.3 |Segregation in networks Technical x x x x
A13.2  linformation Transfer
A13.2.1 |information Transfer policies and procedures Management | % x x| x x x
A.13.2.2 |Agreements on information transfer Management x x x x x
A.13.2.3 |Electronic messaging Management x x| x x x x
A.13.2.4 |Confidentiality or non-disclosure agreements Management | % x x x x x
Ald Information systems acquisition, development and
A14.1  |Security requirements of information systems
A.14.1.1 |information security requirements analysis and Management x x
A.14.1.2 |Securing Application services on public networks Technical x x x
A.14.1.3 |protecting application service transactions Technical x x x el
A14.2  ISecurity in developmant and support processes x
A.14.2.1 |Secure development policy Management | % x x x
A.14.2.2 |System change control procedures Management | % x x x
A.14.2.3 |Technical review of applications after operating platform |Technical x x x
A.14.2.4 |Restriction on changes to software packages Technical x x| x x
A.14.2.5 |Secure system engineering principles Technical x x x x
A.14.2.6 |Secure development environment Technical x x x
A.14.2.7 |Outsourced development Technical x x x x
A.14.2.8 |System security testing Technical x x x
A.14.2.9 |System acceptance testing Technical x x
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A143  |Test data
A.14.3.1 |protection of test data Technical x x x
A15 Supplier relationships
A15.1  |information security in supplier relationship
A.15.1.1 |information security policy for supplier relationships Management | % x x| x x
A.15.1.2 |Addressing security within supplier agreements Management x x| x x
A.15.1.3 |Information and communication technology supply Management x x| x x
A15.2  [Supplier service delivery management
A.15.2.1 |Monitoring and review of supplier services Management x x x
A152.2 |Managing change to supplier services Management | % x
A16 Information security incident management
A.16.1  IManagement of information security incidents and
A.16.1.1 |Responsibilities and procedures Management | X x x * *
A.16.1.2 |Reporting information security events Management x x x x
A16.1.3 Reporting information security weaknesses Management x X x
A.16.1.4 |Assessment of and decision on information security Management X x x
A.16.1.5 |Response to information security incidents Management | X x x x
A.16.1.6 |Learning from information security incidents Management x x x
A.16.1.7 |Collection of evidence Management | % x x| x x
ALT Information security aspects of business continuity
A17.1  |information security continuity
A.17.1.1 |Planning information security continuity Management x x x
A.17.1.2 limplementing information security continuity Management | % x x
ALT.1.3 |Verify, review and evaluate information security Management x x x
A.17.2  |Redundancies Management x| x|x x x
A17.2.1 |Avalibility of information processing facilities Management x x x
A18 Compliance
A18.1  |Compliance with legal and contractual requirements
A.18.1.1 |identification of applicable legislation and contractual ~ |Management | % X[ x|[x|x|x|x x| x
A.18.1.2 |intellectual property rights Management | X x x| * *
A.18.1.3 |Protection of records Management x x x| * *
A.18.1.4 |pPrivacy and protection of personal identifiable Management x X X | x x x
A.18.1.5 |Regulation of crytographip controls Technical x x| x x x
A18.2 |Information security reviews
A.18.2.1 |Independent review of information security Management | X | X x X | x| x x
A.18.2.2 |Compliance with security policies and standards Management | % X% |[%|%x|x|x|x|x]|x x x| x|x
A.18.23 |Technical compliance review Technical x x x
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