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OSI Model vs TCP/IP suite
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TFTP & SMTP
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ICMP
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NAT/PAT
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ARP/RARP
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DHCP
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Network Connection Devices
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Hub Operation
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Layer 2 Switch Operation
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Layer 3 Switch Operation
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Router & Routing Protocols
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Wide Area Networking
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Security Strategy
❖ For many years, protection was equated with 

prevention 
❖ How well people with the prevention, still many 

could find ways around safeguards 
❖ Thus, most practical model includes 2 more 

factors, detect & response
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Application Layer Security
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Secure Socket Layer (SSL)
Secure Socket Layer (SSL)
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Firewall
❖ Various types of Firewall 
❖ Packet filtering 
❖ Stateful packet inspection 
❖ Deep Packet Inspection (DPI) 
❖ Application proxy 
❖ Circuit proxy
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Firewall Configuration
Firewall Configuration
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• Screened-Host Firewall 

• Screened Subnet Firewall

Firewall Configuration
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Traffic collector: 
❖ collects information for the IDS to examine.  
❖ host-based IDS 
• this could be log files, audit logs, or traffic 
coming to or leaving a specific system.  

❖ network-based IDS 
• typically a mechanism for copying traffic off the 
network link—basically functioning as a sniffer.

IDS Component
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IDS Component
❖ Analysis engine: 

❖ Examines the collected information and compares it to 
known patterns of suspicious or malicious activity 
stored in the signature database.  

❖ Signature database: 
❖ A collection of patterns and definitions of known 

suspicious or malicious activity. 
❖User interface and reporting: 

❖ The component that interfaces with the human 
element, providing alerts when appropriate and giving 
the user a means to interact with and operate the IDS.
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Syslog
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Remote Access Server
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Identification & Authentication Remote Users
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VPN Concentrators
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Virtual Private Network (VPN)
Virtual Private Network (VPN)
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AV Layered Defense-in-Depth
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Multiple Zones of Defense & Defense-in-Depth

Multiple Zones of Defense & Defense-in-Depth
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IDS as Firewall Complement
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Network IDS (NIDS)
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NIDS Operation
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Layered Defense - Network Access Control
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Control Check - Intrusion Detection

33



Host Isolation
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Wireless Technologies
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Bluetooth (IEEE 802.15)
Bluetooth (IEEE 802.15)
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❖ Less security policies & implementation 
❖ Third party software providers 
❖ Security default configuration

Bluetooth Threats & Security Issues
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Wireless LAN (IEEE 802.11)
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Securing Wireless LAN
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Rouge Access Point & Evil-twin Attack
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IEEE 802.1x Standard
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• Defines the encapsulation of the Extensible Authentication 
Protocol (EAP) over IEEE802 which also know as EAPOL



Q&A

42


