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PDCA on your System.

- Plan
- Requirements gathering
- System design (Work flow, Diagram, Business Process)
- Shopping (Hardware/Virtualization, Software, Network)

- Do

- Secured installation

- Secured dev.
- Check

- System & Application audit (VA, PenTest)
- Act

- Hardening
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Linux secured installation steps

- Installation

Setup 0OS

Patching

Time sync.

Default services hardening (Disabled unneeded/unsecured services)
Secured services installation (SSH, MySQL, Apache+PHP, FTP)
Application installations (iTop)

- Hardening steps

Server management (Secure Shell: SSH)
Local firewall (iptables, ip6tables)

Logging

- System monitoring tools

- Hands-on labs
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Setup a Linux server
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Virtual server Nl¥neadau

Hardware | Options

Device

# Memory
[ processors
A Hard Disk (5C5T)
4/ CD/OVD (IDE)
ENEMurk Adapter
USE Controller

I Sound Card
@Printer
M pisplay

Summary

1GB
1
20 GE

Using file D:\ISOs\CentD5\CentO. ..

MAT
Present
Auto detect
Present
Auto detect

Processors
Mumber of processor cores:

Virtualization engine

Preferred mode: | Automatic

[ | pisable acceleration for binary translation
[ ] virtualize Intel VT-/EPT or AMD-V/RVI
[ virtualize CPU performance counters

Cancel

e-Government Agency
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Installation

Welcome to Cent0S 6.6?

[install or upgrade an existing system
Install system with basic video driver
Rescue installed system

Boot from local drive

Memory test

Press [Tabl to edit options

Automatic boot in 58 seconds...

CentOS 6

Community ENTerprise Operating System
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U

PO DWMIIVFEDYU Installation media

llelcome to CentO0S for i386

| Disc Found |

To begin testing the media before
installation press 0K.

Choose Skip to skip the media test
and start the installation.

{Tab*>s<Alt-Tab> between elements | <3Space> selects i1 <{F1lZ2> next screen
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Installation

CentOS 6
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LR NNTIE LBNITAANS

Yz
P'Ia:.rerv| il ~ @ﬂt&

What language would you like to use during the
installation process?

Bulgarian (Bbnrapcku)

Catalan (Catala)
Chinese(simplified) (#r=2 (&) )
Chinese(Traditional) (B3 (ER2) )
Croatian (Hrvatski)

Czech (Ceétina)

Danish (Dansk)

Dutch (Nederlands)

Estonian (eesti keel)
Finnish (suomi)
French (Francais)
German (Deutsch)
Greek (EAAMULKG)

Gujarati (2j=1dl)

Hebrew (naw)

Hindi (&=

EGA
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lnanlszinn Keyboard

Yz
P'Ia:.rerv| il ~ @ﬂt&

% Select the appropriate keyboard for
the system.

Portuguese

Romanian

Russian

Serbian

Serbian (latin)

Slovak (gwerty)
Slovenian

Spanish

Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Turkish

U.S. International
Ukrainian

United Kingdom

| 4 Back ‘ ‘ Bp Next ‘

e-Government Agency

G-CERT

“EGA

10



N153AN1S Disk

P'Ia].rerv| il ~ @ﬂ&

What type of devices will your installation involve?

Basic Storage Devices

@ Installs or upgrades to typical types of storage devices. If you're not sure which option is right for you,
this is probably it

Specialized Storage Devices

) Installs or upgrades to enterprise devices such as Storage Area Networks (SANs). This option will allow
you to add FCoE [ iSC5Il f zFCP disks and to filter out devices the installer should ignore.

e-Government Agency
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N153MN1S Disk

P'Ia].rerv| il ~ @ﬂ&

Storage Device Warning

& The storage device below may contain data.

= VMware, VMware Virtual S
— 20480.0 MB pci-0000:00:10.0-scsi-0:0:0:0

We could not detect partitions or filesystems on this device.
This could be because the device is blank, unpartitioned,
or virtual. If not, there may be data on the device that can
not be recovered if you use it in this installation. We can

remove the device from this installation to protect the data.

Are you sure this device does not contai

Apply my choice to all deviceg with undetected partitions, or filesystems

Yes, discard any data l “ No, keep any data ]

I @ Back J
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Hostname / Networking

CentOS6 - VMware Player (Non-commercial use only)

Player = - \&I T &

_ Please name this computer. The

~|Spm hostname identifies the computer on a
p

— ~— network.

Hostname: [Sewed

Configure Network

| 4mBack | | B Next |

EGA

e-Government Agency
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Networking

P'Ia].rerv| il ~ %ﬂ&

B Please name this computer. The
EI-; hostname identifies the computer on a
— == network.

Hostname: [ server l

Metwork Connections

Name Last Used |- Acdd

- Wired
Edit...
System ethO never

[ Configure Network ]

e-Government Agency
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Networking

P'Ia].rerv| il ~ @ﬂ&

Please name this com Editing System ethO

E |=%| hostname identifies t connection name: [s‘ystem etho ]
— = network.

Connect automatically

Hostname: [Sewer Available to all users

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |

Device MAC address: [ 00:0C:29:0E:22:2

Cloned MAC address: [

MTU: [ automatic

[ Configure Network ]

Cancel H Apply... l
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Time zone

Player v | Egviljjﬂl:_ﬂ

Please select the nearest city in your time zone:

Selected city: Bangkok, Asia

’ Asia/Bangkok

W System clock uses UTC

e-Government Agency
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ROOT password

P'Ia].rerv| I - &,ﬂ&

& The root account is used for administering
| the system. Enter a password for the root
LSer.

Root Password: [ ........

EGA

e-Government Agency
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Weak Password!!!

P'Ia].rerv| il ~ @ﬂ&

P The root account is used for administering
| the system. Enter a password for the root
Lser.

HDDtPHEEWDrd: [||||||||

Confirm: [--------

Weak Password

You have provided a weak password: it
is based on a dictionary word

[ Cancel l [ Use Anyway l

G-CERT
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AN Disk partitions

P'Ia].rerv| il ~ @ﬂ&

Which type of installation would you like?

O

O

K

O

-~

Use All Space

Removes all partitions on the selected deviceis). This includes partitions created by other operating
systems.

Tip: This option will remove data from the selected device(s). Make sure you have backups.

o
n

(=]
wi

Replace Existing Linux System(s)

Remowves only Linux partitions (created from a previous Linux installation). This does not remove other
partitions you may have on your storage deviceis) (such as WFAT or FAT32).

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Shrink Current System

Shrinks existing partitions to create free space for the default layout.

Use Free Space

Retains your current data and partitions and uses only the unpartitioned space on the selected device
[s), assuming you have enough free space available.

Create Custom Layout

Manually create your own custom layout on the selected device(s) using our partitioning tool.

] Encrypt system
] Review and modify partitioning layout

e-Government Agency
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AN Disk partitions

P'Ia].rerv| il ~ @ﬂ&

Please Select A Device

Device

Size Mount Point/
(MB) RAIDNolume

< WM Volume Groups
¥ \V(g_server
Iv_root
Iv_swap
< Hard Drives
< sda
sdal
sda2

19976
17960 /
2016

v
v

500 /boot extd v
19979 vg_server physical volume (LVM)

EGA

e-Government Agency
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AN Disk partitions

Player v | Il » & I I3}

Writing storage configuration to disk

The partitioning options you have selected
will now be written to dis
deleted or reformattedpartitions will be [0

Go back U [ Write changes to disk l

\ /

N S

EGA

e-Government Agency
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Player v | i} ~ @ T Ch

CentOS 6

Community ENTerprise Operating System

Packages completed: 12 of 204

Installing glibc-common-2.12-1.149.el6.i686 (107 MB)
Common binaries and locale data for glibc

EGA

e-Government Agency
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Y 9 '~

AAGIILAILET

Gy CentOS6 - VMware Player (Non-commercial use only) = =
Player = - \&I T & &
. W17 Congratulations, your CentOS installation is complete.
Please reboot to use the installed system. MNote that updates may be
available to ensure the proper functioning of your system and installation of
—— these updates is recommended after the reboot.

e-Government Agency
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Y -y
33”UW56N1?‘0’]%

] CentOS6 - VMware Player (Non-commercial use only) = =

Player = - &I T h

Cent03 release 6.6 (Final)
Kernel 2.6.32-584.el16.1i686 on an i686

Server login: _

e

CentO56 - VMware Player (Non-commercial use only)

Cent0S release 6.6

Server login: root
Password:
[rootBRServer 71

Player = - &I = =h

[rootB@Server " 14# _

(Final)

Kernel 2.6.3Z2-584.el16.1i686 on an i686

e-Government Agency
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How to Disable SELINUX and IPTABLES
(Just for testing system)

- NNY Disable SELINUX

[root@Server ~]# setenforce O
Wil /etc/selinux/config lasuwnle
SELINUX=disabled

- N3 Disable IPTABLES

[root@Server ~]# chkconfig iptables off
[root@Server ~]# service iptables stop

iptables: Setting chains to policy ACCEPT: filter [ OK

iptables: Flushing firewall rules: [ OK

iptables: Unloading modules: [ OK
G-CERT

EGA 2
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N159AN1S User 289 Linux tiada

- NNILNN User

[root@Server ~]# adduser admin©Ol

- N3LN Password

[root@Server ~]# passwd adminol

Changing password for user admin©l.

New password: <password>

Retype new password: <password>

passwd: all authentication tokens updated successfully.

o~
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N159AN1S User 289 Linux tiada

- MYaU User (33809 User’s Home @28)

[root@Server ~]# userdel -r admine@l

- N7 Lock user

[root@Server ~]# usermod -L admin@l

- N3 Unlock user

- [root@Server ~]# usermod -U admin@l

EGA

e-Government Agency
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Default System Hardening

- Disabled unneeded/unsecured services Laulasln@iual CentOS
2:¥N3eand Postfix (Mail server) anlwean Gevnnlaldamwans
¥inn13 Disable @da7@g13

[root@Server ~]# chkconfig postfix off

- System tuning win msdaldew TCP syncookies iTudu
(/etc/sysctl.conf)

G-CERT

EGA N2
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Patching your Linux

G-CERT
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Update patch

[root@Server ~]# YUM upgr'ade

Loaded plugins: fastestmirror

Setting up Upgrade Process

Base | 3.7 kB 00:00
base/primary_db | 3.6 MB 00:00
Extras | 3.4 kB 00:00
extras/primary_db | 29 kB 00:00
Updates | 3.4 kB 00:00
updates/primary_db | 3.6 MB 00:01

Resolving Dependencies

--> Running transaction check

Transaction Summary

Install 1 Package(s)
Upgrade 52 Package(s)
Total download size: 83 M

Is this ok [y/N]: Y l@

G-CERT
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Update patch

Total 1.3 MB/s | 83 MB 01:05
warning: rpmts HdrFromFdno: Header V3 RSA/SHA1l Signature, key ID c105b9de: NOKEY
Retrieving key from file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6
Importing GPG key ©xC105BO9DE:
Userid : Cent0S-6 Key (CentOS 6 Official Signing Key) <centos-6-key@centos.org>
Package: centos-release-6-6.el6.centos.12.2.i686 (@anaconda-Cent0S-201410241409.1386/6.6)
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

Is this ok [y/N]:Y

Complete!
[root@Server ~]#

[root@Server ~]# reboot

Broadcast message from root@Server
(/dev/pts/0) at 20:31 ...

The system is going down for reboot NOW! r,/?E;::::::J

G-CERT
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Clock synchronizations

G-CERT
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guULIaIny NTP server

- NM36aed ntpdate

[root@Server ~]# yum -y install ntpdate

- Lﬁ&l‘]_ll,’sa’m”‘]_l NTP server

[root@Server ~]# ntpdate time.ega.or.th

13 Jul 15:28:42 ntpdate[1429]: step time server 164.115.2.132 offset -25201.355561 sec

[ root@Server ~]# ntpdate time.ega.or.th time.navy.mi.th
13 Jul 15:29:33 ntpdate[1430]: adjust time server 203.185.69.60 offset 0.000215 sec

o~
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guULIaIny NTP server

- MIAAAI ntpd
[root@Server ~]# yum -y install ntp

- WAk NTP servers MlWa /etc/ntp.conf @dik

server time.ega.or.th iburst
server time.navy.mi.th iburst
server timel.nimt.or.th iburst
server time2.nimt.or.th iburst

EGA

e-Government Agency
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guULIaIny NTP server

- fwuald ntpd ¥unnaIn reboot

[ root@Server ~]# chkconfig ntpd on

- N13 Start/Stop/Restart ntpd

- @]3’3’%@8Uﬂﬂ’1%ﬂ’ﬁfﬁ:ﬁ’mﬁ%mad ntpd

[root@Server ~]# ntpqg -pn

remote refid st

root@Server ~]# service ntpd start
root@Server ~]# service ntpd stop

t when poll reach

root@Server ~]# service ntpd restart

+164.115.2.132 203.185.67.115 3
+113.53.247.3 .PPS. 1

203.185.69.60 .STEP. 16
*203.185.69.59 .GPS. 1

125

EGA
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MySQL server




NNIAAGY MySQL server

- 6969 MySQL server

[root@Server ~]# yum -y install mysql-server

- mamnuald MySQL vinaunnaalaiiniy boot LaTas

[root@Server ~]# chkconfig mysgld on

- N13 Start/Stop/Restart MySQL server

‘root@Server ~]# service mysgld start

‘root@Server ~]# service mysqld stop

‘root@Server ~]# service mysqld restart @

G-CERT

EGA N2
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MySQL server

- @unid s Configuration wad MySQL server

/etc/my.cnf

- @unid s Logs wad MySQL server

/var/log/mysqld.log

EGA

e-Government Agency
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MySQL server

- ATIVROUFDIWNTAYNIUVES MySQL server

[root@Server ~]# ps ax | grep mysqld

1541 ? S 0:00 /bin/sh /usr/bin/mysqgld safe --datadir=/var/lib/mysqgql --
socket=/var/lib/mysql/mysqgl.sock --pid-file=/var/run/mysqld/mysqgld.pid --basedir=/usr --
user=mysql

1643 ? S1 0:03 /usr/libexec/mysqld --basedir=/usr --datadir=/var/lib/mysql --
user=mysql --log-error=/var/log/mysqld.log --pid-file=/var/run/mysqld/mysqld.pid --
socket=/var/lib/mysql/mysql.sock

1915 pts/0 S+ 0:00 grep mysqld

[root@Server ~]# netstat -antp

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp %) 0 0.0.0.0:3306 0.0.0.0:% LISTEN 1643/mysqld
G-CERT
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MySQL server

-l MySQL server

[root@Server ~]# mysql -u root -p
Enter password:<password>

Your MySQL connection id is 9
Server version: 5.1.73 Source distribution

Copyright (c) 2000, 2013, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '"\h' for help. Type '\c' to clear the current input statement.

o~

G-CERT
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MySQL server

- N1 Password 1A Root 2@ MySQL (#H1% SQL query)

[root@Server ~]# mysql -u root -p mysql

Enter password:

mysgql> update user set password = password("MySQLPASSWORD") where user
Query OK, 3 rows affected (0.00 sec)
Rows matched: 3 Changed: 3 Warnings: ©

mysql> flush privileges;
Query OK, © rows affected (0.00 sec)

n r‘oot";

G-CERT
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MySQL server

- N1509 Password 1% Root 2as MySQL (uneinluasih)

[root@Server ~]# mysgl secure_installation

Enter current password for root (enter for none):

OK, successfully used password, moving on...
Change the root password? [Y/n] Y
New password: <new-secure-password>
Re-enter new password: <new-secure-password>
Password updated successfully!
Reloading privilege tables..
. Success!
Remove anonymous users? [Y/n] Y
. Success!

EGA

'e-Government Agency |
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MySQL server

Disallow root login remotely? [Y/n] Y
. Success!
Remove test database and access to it? [Y/n] Y
- Dropping test database...
. Success!
- Removing privileges on test database...
. Success!
Reload privilege tables now? [Y/n] Y
. Success!
Cleaning up...

All done! If you've completed all of the above steps, your
MySQL

installation should now be secure.

Thanks for using MySQL! |’15::::

G-CERT

EGA N2
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MySQL server

- Command 2 9NW1&WLD

mysgl> use mysql;
Database changed
mysql> select user,host,password from user;

S Fomm - R e EE LT PR +
| user host | password |
Fommm - R R R LR EE LT PP +
root localhost *4A07491D82231F5AA938F1670CA874A1384677B0O
root server *4A07491D82231F5AA938F1670CA874A1384677B0
root 127.0.0.1 *4A07491D82231F5AA938F1670CA874A1384677B0
localhost
server
komk1it localhost *2470COCO6DEE42FD1618BB9900Q5ADCA2ECOD1E1LS
root % *2470COCO6DEE42FD1618BB99005ADCA2ECOD1EL9

FREE SR —_— m m mmm e e
7 rows in set (0.00 sec) r’i;::::D

EGA
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MySQL server

- Command 2% 9NWHIEWID

mysgl> show processlist;

e T +------- e +------ +------- R +
| Id | User | Host | db | Command | Time | State | Info |
+----t------ R +------- e +------ e e +
26 | root | localhost mysqgl | Query NULL show processlist
37 | root | 192.168.38.1:54182 | NULL Sleep NULL
38 root 192.168.38.1:54183 NULL Sleep NULL
+----t------ T R e +------ Rt S +

3 rows in set (0.00 sec)

G-CERT
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MySQL server

_ msmuwalA MySQL server ¥i1nnS Listen uwianne Localhost winww (lu
N3tk Application uaz MySQL aguuiazaddsdnu) laglivimsudlanlwg
/etc/my.cnf a3t

[mysqld]
bind-address=127.0.0.1

INBUYIINIT restart mysqld LAIATIIFOUNIIVINN

[root@Server ~]# Service mysqld restart
[root@Server ~]# netstat -antp

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp (%) 127.0.0.1:3306 0.0.0.0:%* LISTEN 1953/mysqld

EGA 2
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HTTP server




Apache server

- N1356AMY Apache server

[root@Server ~|#

yum -y install httpd

- mafmwuald’ Apache vihunnasaiiladns boot 1A389

[root@Server ~]# chkconfig httpd on

- NN3 Start/Stop/Restart Apache server

root@Server ~]
root@Server ~]

# service httpd start
# service httpd stop

root@Server ~]

# service httpd restart

EGA

'e-Government Agency |

G-CERT

WEGA

48



Apache server

- @unridba Configuration wad Apache server
/etc/httpd/

- @unrid s Logs wad Apache server
/var/log/httpd/

- FuAINLAY IWNaTaY WWW server
/var/www/html/

EGA

e-Government Agency
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Apache server

- @33%@8Uﬁﬂ1%ﬂﬁidﬁ%ﬁﬁ%%ﬂﬂ Apache server
[root@Server ~]# ps ax | grep httpd

1942
1944
1945
1946
1947
1948
1949
1950
1951
1955

?

~J ~J o~J o~J o~J ~J ~J ~J

pts/0

Ss : 00
:00
:00
:00
:00
:00
:00
:00
:00
:00

n .. . " i v ”n
®®®®®®®®®®

n
+

/usr/sbin/httpd
/usr/sbin/httpd
/usr/sbin/httpd
/usr/sbin/httpd
/usr/sbin/httpd
/usr/sbin/httpd
/usr/sbin/httpd
/usr/sbin/httpd
/usr/sbin/httpd
grep httpd

[root@Server ~]# netstat -antp
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State

tcp

(%) O :::80

sk LISTEN

PID/Program name

1942 /httpd

EGA
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Apache server

Apache HTTP Server Test Page ... *

) 192.168.38.148 v @ || Q Search

Apache 2 Test Page
powered by Centos

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If yvou can read this page it means that the Apache HTTP server
installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that the website you just You may now add content to the directory jvarfwww/html/. Note that unti you
visited is either experiencing problems or is undergoing routine maintenance. do so, people visiting your website wil see this page and not your content. To

prevent this page from ever being used, follow the instructions in the file
If you would like to let the administrators of this website know that you've seen Jetc/httpd/ conf.d/welcome.conf.

this page instead of the page you expected, you should send them e-mail. In
general, mai sent to the name "webmaster" and directed to the website's You are free to use the images below on Apache and CentOS Linux powered
domain should reach the appropriate person. HTTP servers. Thanks for using Apache and CentOS!

For example, if you experienced problems while visiting www.example.com, you red
should send e-mail to "webmaster@example.com”. u. K PracCcHE

About Cent0S:

The Community ENTerprise Operating System (CentOS) Linux is a community-supported enterprise distribution derived from sources freely provided to the public
by Red Hat. As such, CentOS Linux aims to be functionally compatible with Red Hat Enterprise Linux. The CentOS Project is the organization that buids CentOSs. We
mainty change packages to remove upstream vendor branding and artwork.

For information on CentOS please visit the CentOS website.

Note:

CentOS is an Operating System and it is used to power this website; however, the webserver is owned by the domain owner and not the CentOS Project. If you have
issues with the content of this site, contact the owner of the domain, not the CentOS Project.

Unless this server is on the CentOS.org domain, the CentOS Project doesn't have anything to do with the content on this webserver or any e-maiks that directed you to
this site.

For example, if this website is www.example.com, you would find the owner of the example.com domain at the following WHOIS server:

http: /v, internic. net/whois.html

e-Government Agency
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Apache + PHP

- AA6Y PHP

[root@Server ~]# yum -y install php php-mysql
[root@Server ~]# service httpd restart

- nagauldanw PHP
[root@Server ~]# vi /var/www/html/abcde.php

<?php phpinfo(); ?>

EGA
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Apache + PHP

phpinfol)

= 0 192,168.28.148/abcdephp

Linux Server 2.6.32-504.23.4.el6.i686 #1 SMP Tue Jun 9 18:09:42 UTC 2015 i586

Jul9 2015 17:25:05

*fconfigure' '—-build=i386-redhat-inux-gnu' '--host=i386-redhat-inux-gnu' '—target=iG86-
redhat-linux-gnu’ '—program-prefi=""—prefic=/usr' '—exec-prefic=/usr' "-bindir=/usr/bin’
'—-shindir=/usr/sbin' "—sysconfdir=/etc" '—datadir=/usr/share’ '—includedir=/usr/include’
‘—libdir=Jusr/lib* '~lbexecdir=/usr/lbexec’ '-localstatedir=/var' '—sharedstatedir=/var/lib’
‘—mandir=/usr/share/man" '—infodir=/usr/share/info’ '—cache-file=../config.cache' —-with-
libdir=lib" "—with-config-file-path=/etc" '—with-config-file-scan-dir=/etc/php.d' '—disable-
debug' '—with-pic' '—disable-rpath’ —without-pear’ —with-bz2" '—with-exec-dir=/usr/bin'
—with-freetype-dir=/usr' "—with-png-dir=/usr’ '—with-xpm-dir=/usr’ '—-enable-gd-native-tf
‘—without-gdbm' '—with-gettext' '—with-gmp' "—with-iconv' —-with-jpeg-dir=/usr' '-with-
openssl '—with-pcre-regex=/usr' '—with-zlib" "—with-layout=GNU" '—enable-exif"
'—gnable-ftp' '—enable-magic-quotes’ '—enable-sockets' —-enable-sysvsem’ —enable-
sysvshm' '—enable-sysvmsg' '—with-kerberos' —enable-ucd-snmp-hack’ '—-enable-shmop’
‘—enable-calendar' '—without-sglite’ '—with-libxmi-dir=/usr' '—-enable-xml" '—with-system-
tzdata’ '—with-apxs2=/usr/sbin/apxs’ '—without-rmysgl "—without-gd" '—disable-dom’
‘—disable-dba’ "—without-unxODBC' "-disable-pdo’ "—-disable-xmireader’ —disable-xmilwriter’
‘—without-sglite3' '-disable-phar’ '-disable-fileinfo' "—disablegson’ '—without-pspel’
‘—disable-wddx' '-without-curl’ '--disable-posi’ --disable-sysvrmsg' '—-disable-sysvshm'

Server APT

Apache 2.0 Handler

Virtual
Directory
Support

disabled

Configuration
File (php.ini)
Path

fetc

Loaded
Configuration
File

fetc/php.ini
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LAMP: Linux + Apache + MySQL + PHP

- Neadau Connect MySQL A28 PHP

<?php

mysql close($dbConnect);

>

$dbConnect = mysql connect("localhost","root","MySQLPASSWORD");

if($dbConnect)
{
echo "Database Connected.";
}
else
{
echo "Database Connect Failed.";
}

EGA
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LAMP: Linux + Apache + MySQL + PHP

http://192.168.38.148 xyz.php x hittp://192.168.38. 148 yz.php x

= @ 19216838148 zphp . 7 & || Q Search € @ 192.168.38.148/yzphp 7 O || Q Search

Database Connected. Database Connect Failed.

G-CERT
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Apache server (Hardening)

### Uan1IURAYI Apache version Waz 0S version

404 Mot Found

@ 1721712200 ftestphp . 7 @ || Q Search

Not Found

The requested URL /test php was not found on this server.

404 Mot Found

Apache/2.2.15 (CentOS) Server ar 172.17.12.201 Port 80

@ 1721712201 /testphp 7 @ || Q Search

Not Found

The requested URL /test php was not found on this server.

Apache/2.2.15 (CentOS5) DAV/2 PHF/3.3.3 Sevver ar 172.17.12.201 Port 80

G-CERT
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Apache server (Hardening)

HH## uﬁﬂmiﬂéi/etc/httpd/conf/httpd.conf

ServerTokens Prod
ServerSignature Off

### YiNN1Y restart httpd

[root@Server ~]# service httpd restart
Stopping httpd: [ OK ]
Starting httpd: httpd: apr _sockaddr info get() failed for Server

httpd: Could not reliably determine the server's fully qualified
domain name, using 127.0.0.1 for ServerName

[ OK ]

o~
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Apache server (Hardening)

@ 172.17.12.201 /test.php

Not Found

The requested UEL /test. php was not found on this server.

G-CERT
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Apache server (Hardening)

### 61281 NULENLNEINY ServerTokens

ServerTokens Prod[uctOnly]
Server sends (e.g.): Server: Apache

ServerTokens Major
Server sends (e.g.): Server: RApache/?2

ServerTokens Minor
Server sends (e.g.): Server: Apache/2.

-

ServerTokens Min[imall]

Server sends (e.g.): Server: Apache/2.0.41
ServerTokens 0S
Server sends (e.g.): Server: RApache/2.0.41 (Unix)
ServerTokens Full (or not specified)
Server sends (e.g.): Server: Apache/2.0.41 (Unix) PHP/4.2.2 MyMod/l.Z2

o~
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Apache server (Hardening)

### Jan13lE9% Directory Listing

Index of finclude

= @ 1721712201 include/ v @ | Q search

Index of /include

Name Last modified Size Description

@ Parent Directory

% dbconnect.php 14-Mar-2015 21:59 14
=] listusers.php ~ 14-Mar-2015 21:59 14

' G-CERT
EGA N2
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Apache server (Hardening)

### wn 2 lWs /etc/httpd/conf/httpd.conf WAIAWKN

<Directory "/var/www/html">
--- @@ Output ---
Options Indexes FollowSymLinks

-~ Q@ Output ---
</Directory>

s U L

<Directory "/var/www/html">
-~ Q@ Output ---
Options FollowSymLinks
--- @@ Output ---

</Directory>

EGA
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Apache server (Hardening)

403 Forbidden

€& @ 1721712201 /include/

Forbidden

You don't have permission to access /nchide’ on this server.

G-CERT
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Apache server (Hardening)

##H# N1IINNAAANIZUNS IP W09 Directory lag .htaccess

### n1deanIltw . htaccess

#i## Uil Wa /etc/httpd/conf/httpd.conf LaIALAN

<Directory "/var/www/html">
--- @@ Output ---
AllowOverride None
--- @@ Output ---

<Directory>

EGA
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Apache server (Hardening)

s LA UL

<Directory "/var/www/html">
—-- @6 Output ---
AllowOverride All
--- @@ Output ---

<Directory>

NBU Restart httpd service

G-CERT
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Apache server (Hardening)

## G10819mIITI L htaccess LWasnaliiawiz IP 192.168.0.0/24
winsunanusae g http://IP-Address/administrator l&
RINTaintalas &9Ws8 .htaccess mwlu Directory
administrator w&ll@dn Configuration stk

order deny,allow
deny from all
allow from 192.168.0.0/24

< o o N 6
mnuummauum"[ﬂa
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Apache server (Hardening)

##H NOROUNITLTINWAIN IP Nidly 192.168.0.0/24

_—
/-1{33 Forbidden H\+
192.168.38.138/administrato L,| Search wBa » | =

Forbidden

You don't have permission to access /administrator on this server.

### Log M3 Deny IP Mah@ly (/var/log/httpd/error log)

[Tue Mar 17 19:26:15 2015] [error] [client 192.168.38.1] client denied
by server configuration: /var/www/html/administrator

o~
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Apache: enable HTTPS

[root@Server ~]# yum -y install mod ssl
INUWYINNIT restart httpd
[root@Server ~]# service httpd restart

AI1AROVIN HTTPS gmﬂ@uﬁ"s

[root@Server ~]# netstat -antup

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp %) Q0 :::443 Pk LISTEN 2412/httpd
G-CERT
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Apache: Redirect Users to HTTPS

| ¥insg39Wa .htaccess M Directory Neadnslianig
redirect WuaI881992&319l% path /admin

RewriteEngine On
RewriteCond %{HTTPS} !=on
RewriteRule ~/?(.*) https://%{SERVER_NAME}/admin/$1 [R,L]

G-CERT
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FTP server




N13IAAMI FTP server (vsftpd)

- NNIGAGY FTP server
[root@Server httpd]# yum -y install vsftpd

- MIRRBALA FTP ﬁwa’mnﬂﬂ%’\nﬁaﬁmi boot LAIaY
[root@Server ~]# chkconfig vsftpd on

- N13 Start/Stop/Restart MySQL server

‘root@Server ~]# service vsftpd start
root@Server ~]# service vsftpd stop
'root@Server ~]# service vsftpd restart r/f;::h

G-CERT
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FTP server

- @unida Configuration wad FTP server
/etc/vsfttpd/

- @unida Logs wad FTP server

/var/log/xferlog
/var/log/secure

EGA

e-Government Agency

G-CERT

T

71



FTP server

- miaaaauanﬁuﬂ13dﬁ?mwumaa FTP server

[root@Server ~]# ps ax | grep vsftpd
2289 ? Ss 0:00 /usr/sbin/vsfttpd /etc/vsftpd/vsftpd.conf
2433 pts/0 S+ 0:00 grep vsftpd

[root@Server ~]# netstat -antp

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp %) 0 0.0.0.0:21 0.0.0.0:% LISTEN

PID/Program name
2289/vsftpd

o~
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FTP server

- YINNNT Hardening FTP service laaun bulwa /etc/vsftpd/vsftpd.conf

anonymous enable=NO
anon_upload enable=NO
anon_mkdir write enable=NO
chroot_local user=YES

G-CERT
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vsttpd with SSL

I INN1IRIY Certificate

openssl req -x509 -nodes -days 365 -newkey rsa:1024 -keyout /etc/vsftpd/vsftpd.pem -out /etc/vsftpd/vsftpd.pem

Generating a 1024 bit RSA private key

R s

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:TH

State or Province Name (full name) []:Bangkok

Locality Name (eg, city) [Default City]:Bangkok

Organization Name (eg, company) [Default Company Ltd]:EGA
Organizational Unit Name (eg, section) []:EGA.Security

Common Name (eg, your name or your server's hostname) []:www.ega.or.th

Email Address []:contact@ega.or.th

e-Government Agency
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vsttpd with SSL

| wnbulws /etc/vsftpd/vsftpd.conf Aunoaealil

ssl enable=YES

rsa_cert file=/etc/vsftpd/vsttpd.pem
rsa_private key file=/etc/vsfttpd/vsttpd.pem
allow _anon ss1=YES

force local data ssl=YES

force local logins ssl=YES

ssl tlsvl=YES

ssl sslv2=YES

ssl sslv3=YES

require _ssl reuse=NO

ssl ciphers=HIGH

EGA

'e-Government Agency |

G-CERT

wm

75



vsttpd with SSL

| NeFaUNIILTINWNIL SSL

G New Site

Tools

| Manage

-

Encryption:

v | |55L Explict encryption

Host name:

172.17.12.199 N || 21
User name: PasswoNeg
|knmkjt | |llllll| \ |

[ ] Anonymous login

Save |"' |Ad~.ranced... >
| Login |"F|| Close || Help

o

The server's certificate is not known. You have no
guarantee that the server is the computer you think it
is.

Server's certificate details follow:

Issuer:

- Organization: EGA, EGA.Security, www.ega.or.th, contact@ega.or.th
- Location: TH, Bangkek, Bangkok

Subject:

- Organization: EGA, EGA. Security, www.ega.or.th, contact@ega.or.th
- Location: TH, Bangkok, Bangkok

Valid: 18/4/2015 15:45:44 - 17/4/2016 15:45:44

Fingerprint (SHAT):
fl:8a:2a:5:ab:f b di81:89: 300 d2:9e: 28: % 0d: 0222 T2 2: 08

Surmmary: Self signed certificate. The error cccured at a depth of 1in the
certificate chain.

If you trust this certificate, press Yes, To connect without storing
certificate, press Mo, To abandon the connection press Cancel,

Continue connecting and store the certificate?

Yes | | Mo | | Cancel | | Copy Key | | Help

e-Government Agency
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vsttpd with SSL

| NeFaUNIILTINWNIL SSL

: Local Mark Files Commands Session Options Remote Help

‘[ &5 £3 Synchronize Bl g@ [ & & -
& komkit@172.17.12.199 | G New Session |
| My documents 'El : N - Emz T Ej.-"r“' : . - fﬁz mFi"dFHE >

|_|r:|l:-.‘:E| A Edit x _ﬂ 7 F'I'CFEI'“EE ﬁ ﬁ ; » ; L Download M A Edit x _ﬁ i F'I'Cr:EI'tiEi ﬁ [l ; 25
ChUsers\komkit. HOWDocuments
MName Exct

& .

. Bluetooth

) Custom Office Templates |_] .bashre
M}.r Shapes u.hash_pmfile
. Outlock Files || .bash_logout
. Virtual Machines
%Default.rdp

]| desktop.ini

< <
0Bof 2702Bin0of ¥ O0Bof318Bin0of4
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vsttpd with SSL

| negaulduuuylinHis SSL

X:\>ftp 172.17.12.199
Connected to 172.17.12.199.

Encryption: 220 Authorized person only!
No enaryption User (172.17.12.199:(none)): komkit
ijustname: 530 Non-anonymous sessions must use encryption.
1721712138 Login failed.
iizer;:me: o \ ftp>
[ ] Anonymous login
Save |"

@ Connection failed.

Authentication failed.
Connection failed.
Mon-anocnymous sessions must use encryption,

QK | | Reconnect (9 =) | | Help |

G-CERT
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SFTP by OpenSSH

Port number:
| 25

Host name:
| 172.17.12.199

User name:
komidt

~Local Mark Files Commands Session Options Remote Help
NS 3 synchronze B [ B (50 Queue - Transfer Settings Default - -
t@172.17.12.199 |G New Session |

- - EEA2 %
; Propertes | 8 [y ! (= ™

‘ Login |VH Close || Help

I
=l

Jke - @BE -+ - (B E QS| PFndFiles >
i@ Download [ ‘ A Edit 3 1, Properties |E & H >

Cih\Uszershkomkit. HOY
Ext

3

Mame
£
. Bluetooth
. Custem Office Templates [] bashre

@My Shapes [ ] .bash_profile
. Outlock Files [ ] bash_logout
. Virtual Machines
%Default.rdp

5| desktop.ini
= p

<

0Bof 2702Bin0of 7

<

0Bof318BinQof4
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Asldanw SSH Lwn1s SFTP

Session
File protocal:
SFTP

Host name:
192.168.38.139

User name: Password:

komkit 1111

save

EGA
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Asldanw SSH Lwn1s SFTP

Local Mark Files Commands Session Options Remote Help

E % ﬁﬂynchmnize B ﬂ E % s @ﬂueue - - Transfer Settings

B komkit@192.168.38.139 ﬁ‘ Mew Session

EM-BFie-»-ERQL”
Upload A Edit 3 = e

CahUsers\komkit. HO\Documents

Mame Ext

. L
. Bluetooth | ] .htaccess
. Custom Office Templates

R

Download

M].-' Shapes

. Qutlook Files

2 Virtual Machines
& Default.rdp

£ | desktop.ini

£ <
OBof 2,690Bin0of7 OBofe1Bin0of1

&
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iTop

- iTop (http://www.combodo.com/-Overview-.html)

'iTop - Home

x

C || Q Search

@0 www.combodo.com/-Overview-.htm|

www.combodo.com/itop

Home Features Screenshots Demo Support WhyiTop

¥ DOWNLOAD

Q DOCUMENTATION |

}" ONLINE DEMO
By source cope
% BUG TRACKER
@ suPPORT

4 CcoNTACTUS

iTop 2.1.0 released Get Professional L
Support Q Sourceforge

The stable version of iTop 2.1.0 is now
available now for downloading. . ’ .
Benefit from Combodo's experience in supporting @

G-CERT
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http://www.combodo.com/-Overview-.html

iTop

- Upload iTop lugs web server lag FTP

: Local Mark Files Commands Session Options Remote Help

[ % Bl ® [ d&  [fQueue - Transfer Settings Default

£

- = [ - - B8 B M & |G FindFiles |
[+ =] ™

& 2dmin01@192.162.32.142 | New Session |

'EE"" 'Emz Ela El,adminﬂ'l
" i Download [ edit 3 57 L Properties | £5

EGD: Local Disk

@ Upload |ja
D505 Others
Size Type Mame

Mame Ext

. Parent d| [ +. ..

| iTop-2.1.0-2127 File fold| | [/ iTop-2.1.0-2127:
|| .bashre

|| .bash_profile

|| .bash_logout

"Edit 3 = L Properties | £5 [fg ([F =

Ext

£ £
OBof318Bin1ofd

DEof0Bin1of1
Synchronize local directory with remote directory

e-Government Agency



iTop

- M7 Copy lwataas web 1w iTop g /var/www/html/itop
[root@Server ~]# cp -rv /home/admin@l/iTop-2.1.0-2127/web /var/www/html/itop/

- uf owner 2adMWa KW apache

[root@Server ~]# chown apache:apache -R /var/www/html/itop

- GaA3 PHP extendtion Wug undniu

[root@Server ~]# yum -y install php-dom php-soap php-1ldap

[root@Server ~]# service httpd restart

_ 1in options 1% MysQL server lasutludnlUflWg /etc/my.cnf @il

[mysqgld]
max_allowed packet=2097652

INBUITARI service mysqld restart

EGA
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iTop

- &34 Database & %3U iTop

[root@Server ~]# mysql -u root -p
Enter password:

mysql>

mysql> create database itop;
Query OK, 1 row affected (0.00 sec)

mysql> grant all on itop.* to "itopuser"@"localhost"”

Query OK, © rows affected (0.00 sec)

mysql> flush privileges;
Query OK, © rows affected (0.00 sec)

mysql> quit

identified by

"itoppassword”;
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iTop

Welcome to iTop version 210 %

H@ ) e 192.168.38.148/itop/ setup/index.php

@ iTOp Welcome to iTop version 2.1.0

iTop Installation Wizard

Prerequisites validation: @ 1 Warning(s)  Show details |

| Continue »»

EGA
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iTop

Install or Upgrade choice

1 € ) e 192.168.38.148/itop/ setup/index.php v & || Q Search

@ iTOp Install or Upgrade choice

What do you want to do?

® Install a new iTop

O Upgrade an existing iTop instance

EGA

e-Government Agency
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iTop

License Agreement

4= | & 102,168.38.148/itop/ setup/index.php Ed~ || Q Search

@ iTOp License Agreement

Licenses agreements for the components of iTop

Components of iTop

= iTop, © 2010-2014 Combodo SARL is licensed under the AGPL w3 license. (Details)

* jQuery, jQuery UT, € the jQuery Foundation is licensed under the MIT license. (Details)

# The jQuery tooltip plugin, € Craig Thompson is licensed under the MIT license. (Details)
= Swift Mailer, [ Fabien Potencier is licensed under the MIT license. (Details)

# jQuery-File-Upload, © Sebastian Tschan is licensed under the MIT license. (Details)

* PHP XLSXWriter, € Mark Jones is licensed under the MIT license. ([Cetails)

I accept the terms of the licenses of the 6 components mentioned above.

e-Government Agency
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iTop

"\e ) @ 192.168.38.148/itop/setup/index.php

Database Configuration

v || Q Search

E»Efz iTOp Database Configuration

Configuration of the database connection:

Database Server Connection

Server |
localhost
Mame:

|E.g. "localhost”, "dbserver.mycompany.com” or "192.142.10.23"
Login: |it|:|puaer |

The account must have the following privileges on the database:

SELECT, INSERT, UPDATE, DELETE, DROP, CREATE, ALTER, CREATE
Password: |llllllllllll |'-.-’IE‘u'-.“r SUPER, TRIGGER

% Database server connection Ok.

O Create a new database: |

® Use the existing datal:uam:

Use a prefix for the tables: |

e-Government Agency
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iTop

Administrator Account

€ | @ 192.168.38.148/itop/setup/index.ph v C [ Q Search
€ p/setup php

E»Efz iTOp Administrator Account

Definition of the Administrator Account

Administrator Account

Login: |admin

Password: ||||||||-

Confirm |:|355'.'..r|:|r|:|:|uuu"

Language: | English (English)

EGA
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iTop

Miscellaneous Parameters

M

€ ) @ 192.168.38.148/itop/setup/index.php v

e

Q, Search

@ iTOp Miscellaneous Parameters

Additional parameters

Default Language

Default Language:| English (English)

Application URL

URL: |hitp://192.168 38 148/itop/ |

Change the value above if the end-users will be accessing the application by another path due to a
specific configuration of the web server.

Sample Data

) 1am installing a demo or test instance, populate the database with some demo data.

® Iam installing a production instance, create an empty database to start from.

e-Government Agency
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iTop

Configuration Management op... *

4= | @ 192,168.38.148/itop/ setup/index.php T @ || Q Search

S5\ iTop Configuration Management options

E‘GC

The options below allow you to configure the type of
elements that are to be managed inside iTop.

¥ Configuration Management Core
All the base objects that are mandatory in the iTop CMDB: Crganizations, Locations, Teams,

Persons, etc.

Data Center Devices
Manage Data Center devices such as Racks, Enclosures, PDUs, etc.

End-User Devices
Manage devices related to end-users: PCs, Phones, Tablets, etc.

Storage Devices
Manage storage devices such as NAS, SAN Switches, Tape Libraries and Tapes, etc.

Virtualization
Manage Hypervisors, Virtual Machines and Farms.

e-Government Agency
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iTop

Service Management options x

€= | & 192.168.38.148/itop/setup/index.php v C || Q Search

E‘GC

S5\ iTop Service Management options

Select the choice that best describes the relationships
between the services and the IT infrastructure in your
IT environment.

() Service Management for Enterprises
Select this option if the IT delivers services based on a shared infrastructure. For example if
different organizations within your company subscribe to services (like Mail and Print services)
delivered by a single shared backend.

® Service Management for Service Providers
Select this option if the IT manages the infrastructure of independent customers. This is the most
flexible model, since the services can be delivered with @ mix of shared and customer specific
infrastructure devices.

e-Government Agency
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iTop

Tickets Management options x

4= | @ 192,168.38.148/itop/ setup/index.php T @ || Q Search

E‘GC

S5\ iTop Tickets Management options

‘ Select the type of tickets you want to use in order to respond to
“user requests and incidents.

® Simple Ticket Management
Select this option to use one single type of tickets for all kind of requests.

() T compliant Tickets Management
Select this option to have different types of ticket for managing user requests and incidents. Each
type of ticket has a specific life cycle and specific fields

User Request Management
Manage User Request tickets in iTop

Incident Management
Manage Incidents tickets in iTop

) Mo Tickets Management
Don't manage incidents or user requests in iTop

e-Government Agency
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iTop

Change Management options %

4= | @ 192,168.38.148/itop/ setup/index.php T @ || Q Search

Eﬂ% iTOp Change Management options

Select the type of tickets you want to use in order to manage
changes to the IT infrastructure.

® Simple Change Management
Select this option to use one type of ticket for all kind of changes.

() ITIL change Management
Select this option to use Normal/Routine/Emergency change tickets.

) No Change Management
Don't manage changes in iTop

e-Government Agency
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iTop

Additional ITIL tickets

-\(' ) @ 192.168.38.148/itop/setup/index.php

T_|'¢"I

9| iTOp Additional ITIL tickets

D{l':

Pick from the list below the additional ITIL processes that are to
be implemented in iTop.

Known Errors Management
Select this option to track "Known Errors" and FAQs in iTop.

Problem Management
Select this option track "Problems" in iTop.

EGA
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iTop

Ready to install

4= | @ 192,168.38.148/itop/ setup/index.php

Eﬂ% iTOp Ready to install

itop on the server localhost.

Installation Parameters

Database Parameters
Data Model Configuration
= Other Parameters

Default language: EN US
URL to access the application: http://192.168.38.148/itop/

Admininistrator Account

iTop version 2.1.0 is about to be installed into the existing database

Install |

EGA
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iTop

Ready to install

. €= | @ 192.168.38.148/itop/setup/index.php

Eﬂ% iTOp Ready to install

itop on the server localhost.

Progress of the installation

Compiling the data model

ANAY 20 %

iTop version 2.1.0 is about to be installed into the existing database

Install !

EGA
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iTop

\ € ) (%] 192.168.38.148/itop/setup/index.php

v @& || Q Search

wBa U 34 a0 =

E

e-Government Agency

E%%J iTop Done

Manual operations required

Register now !

+ Manual instructions for Tickets Management

Congratulations for installing iTop

Get

In order to complete the installation, the following manual operations are required:

[

Professional
Support

EnteriTap

Get
Professional
Training
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iTop

€ ) @ 192.168.38.148/itop/pages/Ul php
o S

v @ || C€search e 9 3 A0 =

% iTop

My Company/Department

Welcome

Y Welcome
' My Shortcuts

Configuration Management
Helpdesk

Problem Management
Change management
Service Management

Data administration

Admin tools

- 3 Configuration items
- g

=

“our Search f:) @ /- v

. Business Process: 0 Application Solution: 0 ':'Q Contact: 1 > Location: 0 __ - Contract: O
Q « D = g

¥ Create 3 new Business Process v Create a new Application Solution
Search for Business Process objects * Search for Application Solution objects

-

ﬁ Server: 0 V=== Network Device: 0

* Create a new Server v Create a new Metwork Device
Search for Server objects *+ Search for Network Device objects

@ Helpdesk
All open reguests

My requests

-

Mo object to display.

v Create 3 new User Request

v Create 3 new Contact ¥ Create 3 new Location b Create 3 new Conftract
v Search for Contact objects * Search for Location objects * Search for Contract objects

r O—_3
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iTop Login iTop Login

€ ) @ 192.168.38.148/itop/pages/Ulphp 7 C' || Q Search w B + A O | € ) @ 192.168.38.148/itop/pages/logoff. v C' || Q Search w8 + A& & | =

% iTop % iTop

Welcome to iTop! Thank you for using iTop

Identify yourself before continuing v Click here to login again...

User Name:|admin |

P355'.'J|:|r|:|:|-u-"u |

* Forgot your password?
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SSH: Secure Shell
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Secure Shell (SSH)

Ref. http://linux-audit.com/auditing-hardening-ssh-configurations/

### w1 Wa /etc/ssh/sshd_config

Protocol 2
X11Forwarding no
IgnoreRhosts yes
PermitEmptyPasswords no
_oginGraceTime 30
PermitRootLogin no
MaxAuthTries 4

G-CERT
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Secure Shell (SSH)

[root@Server ~]# service sshd restart
Stopping sshd: [ OK ]
Starting sshd: [ OK ]

G-CERT
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Secure Shell (SSH)

### un i Wa /etc/ssh/sshd_config

### I URIBIHAIIRNR WA LALANIERY

AllowUsers userl user2 user3
AllowGroup usergroupl usergroup2
DenyUsers userl user2 user3
DenyGroup usergroupl usergroup2
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Secure Shell (SSH)

###t @19879 SSH log (/var/log/secure)

Mar 14 19:02:43 Server sshd[4698]: User cloudadmin@l from

172.17.

Mar 14

172.17.

listed

Mar 14

172.17.

12

19
12
in

19:
12.

.5 not allowed because not listed in AllowUsers

:08:11 Server sshd[4758]: User cloudadmin@l from
.5 not allowed because none of user's groups are

AllowGroups

18:27 Server sshd[4972]: User cloudadmin@l from
5 not allowed because listed in DenyUsers

Mar 14 19:26:36 Server unix_chkpwd[9920]: password check failed
for user (root)

EGA
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IPTABLES / IP6TABLES
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IPTABLES / IP6TABLES

- MNIVWALA iptables/ip6tables N91WNNATIN reboot LATDY

[root@Server sysconfig]# chkconfig iptables on
[root@Server sysconfig]# chkconfig ip6tables on

- Tﬂﬁ'Configuration 2dd iptables waz ipé6tables

/etc/sysconfig/iptables
/etc/sysconfig/ip6tables

G-CERT
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IPTABLES / IP6TABLES

- N17 Start/Stop/Restart iptables/ip6tables service

root@Server
‘root@Server
root@Server

‘root@Server
root@Server
‘root@Server

sysconfig]
sysconfig]

sysconfig]

sysconfig]
sysconfig]

sysconfig]

3+

+H

service
service
service

service
service
service

iptables start
iptables stop
iptables retart

ip6tables start
ip6tables stop
ip6tables restart

o~
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IPTABLES / IP6TABLES

- MTATIVFEDUNITNNNVBY iptables

[root@Server sysconfigl# iptables -nhvL
Chain INPUT (policy ACCEPT O packets, © bytes)

pkts bytes target prot opt in out source
27 1976 ACCEPT all -- * * 0.0.0.0/0
0 @ ACCEPT icmp -- * * 0.0.0.0/0
0 @ ACCEPT all -- 1o * 0.0.0.0/0
0 @ ACCEPT tecp -- * * 0.0.0.0/0
0 0 REJECT all -- * * 0.0.0.0/0

Chain FORWARD (policy ACCEPT © packets, @ bytes)
pkts bytes target prot opt in out source
%) @ REJECT all -- * * 0.0.0.0/0

Chain OUTPUT (policy ACCEPT 16 packets, 1872 bytes)
pkts bytes target prot opt in out source

destination

0.0.0.0/0 state RELATED,ESTABLISHED
0.0.0.0/0

©0.0.0.0/0

0.0.0.0/0 state NEW tcp dpt:22

0.0.0.0/0 reject-with icmp-host-prohibited

destination

0.0.0.0/0 reject-with icmp-host-prohibited

destination

o~
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IPTABLES /

IP6TABLES

- MTATIVFEDUNITNNNVBY iptables

[root@Server sysconfigl# ip6tab1es -hvL
Chain INPUT (policy ACCEPT O packets, © bytes)

pkts bytes target prot opt in out source
0 @ ACCEPT all * * ::/0
0 © ACCEPT icmpv6 * * ::/0
0 @ ACCEPT all lo * ::/0
%] 0 ACCEPT udp * * ::/0
0 ® ACCEPT tcp * * ::/0
2] © REJECT all * * ::/0

Chain FORWARD (policy ACCEPT © packets, © bytes)
pkts bytes target prot opt in out source
0 © REJECT all * * ::/0

Chain OUTPUT (policy ACCEPT © packets, © bytes)
pkts bytes target prot opt in out source

destination
::/0

::/0
::/0
fe80::/64
::/0
::/0

destination

::/0

destination

EGA

e-Government Agency

state RELATED,ESTABLISHED

state NEW udp dpt:546
state NEW tcp dpt:22

reject-with icmp6-adm-prohibited

reject-with icmp6-adm-prohibited

o~
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IPTABLES / IP6TABLES

- @288 WMIAY Policy A iptables \Weauanalaldnu TCP/8e

# Firewall configuration written by system-config-firewall
# Manual customization of this file 1s not recommended.

*filter

: INPUT ACCEPT [0:0]
: FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]

-A INPUT
-A INPUT
-A INPUT
-A INPUT
-A INPUT
-A INPUT

-m
-P
-1

state --state ESTABLISHED,RELATED -j ACCEPT

icmp -7 ACCEPT

lo -j ACCEPT

state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
REJECT --reject-with icmp-host-prohibited

-A FORWARD -3j REJECT --reject-with icmp-host-prohibited

COMMIT

o~
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IPTABLES / IP6TABLES

- @20819NSWNN Policy A iptables Lﬁaagmﬂmlﬁ’lﬁm TCP/80 31N
AWNIY IP 192.168.1.0/24 LYiNthk

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -s 192.168.1.0/24 -m tcp -p tcp --dport 80 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited r’?;::::j

COMMIT
G-CERT
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Logging




Logging

- NITA System log T Syslog server ANINN3
unlalWa /etc/rsyslog.conf @i

*  * @IP-Log-Server

- NUBUNNMT restart rsyslog

[root@Server sysconfig]# service rsyslog restart
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System monitoring tools

G-CERT

117



Linux-dash

- Linux-dash (https://github.com/afaqurk/linux-dash/)

'root@Server ~]# yum -y install git
root@Server ~]# cd /var/www/html/

root@Server html]# git clone https://github.com/afaqurk/linux-dash.git
Initialized empty Git repository in /var/www/html/linux-dash/.git/

remote: Counting objects: 2888, done.

Receiving objects: 100% (2888/2888), 3.26 MiB | 25 KiB/s, done.
remote: Total 2888 (delta ©), reused © (delta @), pack-reused 2888
Resolving deltas: 100% (1666/1666), done.

- LﬁﬁT%&T%ﬁ https://ip-address/linux-dash/
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Linux-dash

€ a https://192.168.38.148/linux-dash/#/system-status
A . 2

& |[Q seorch Ive 9 ¢ 4 ® =

Linux Dash

A simple linux dashboard

SYSTEM STATIUS BASIC INFO NEIWORK ACCOUNTS APPS
12:03:52 AM RAM USAGE 12:03:52 AM CPU LOAD 12:02:£6 AM RAM INTENSIVE PROCESSES e
1006 200 PN
Search
PID USER MEM_PER RSS VSZ COMMAND
o o
21468 apache 0.6 6616 20024 htrpd
Used 66 MB (6%) B 1_min_avg 146 % 21467 apache 0.6 6616 29924 httpd
Free 939 MB of 1006MB &) s_min_avg 141 % 21471 apache 0.6 ca20 25022 htepd
L 15_min_avg 67:% 21524 apache 0.6 6624 20024 htrpd
21523 apache 0.6 6624 20924 htrpd
21469 apache 0.6 6624 20924 htrpd
v
< >
12:02:46 AM CPU INTENSIVE PROCESSES o 12:02:46 AM SWAP USAGE ° 12:02:46 AM DISK PARTITIONS o
A
Search Search NAME STATS % FULL MOUNT PATH
PID USER CPU_PERCENT RSS VSZ COMMAND FILENAME TYPE SIZE USED PRIORITY R
/dev/mapper/vg_server-lv_root e 1.1G [ 18G 7% /
21523 apache 0.2 6624 29924 hrrpd [devfdm-1 partition 2064380 o =X
tmpis o/ s05M o% fdev/shm
% e v

Y N

|
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Linux-dash

'@ linux-dash : Server Monitor... x

@ https://192.168.38.148/linux-dash/#/network C || Q Search w B 3y A ©
~
Linux Dash wint
A simple linux dashboard
SYSTEM STATUS BASIC INFO NETWORK ACCOUNTS APPS

12:02:01 AM UPLOAD TRANSFER RATE 12:02:00 AM DOWNLOAD TRANSFER RATE 12:01:45 AM IP ADDRESSES e 12:01:45 AM NETWORK CONNECTIONS e
\_/_,__;\m 20000 Ps
Search Search
INTERFACE 1P CONNECTIONS ADDRESS
0 o
external 1 ;:ffff:192.168.38.1:61578
= etho 186 KB/s B etho 13158 KB/s lo 127.0.0.1 1 ::ffff:192.168.38.1:61576
L lo 0. KBS = To o KBS etho 192.168.38.148 1 ::ffff:192.168.38.1:61574
1 ::ffff:192.168.38.1:61566
1 c:ffff:192.168.38.1:61564
1 ::ffff:192.168.38.1:61562
= @ v
< >

12:01:45 AM ARP CACHE TABLE Q 12:01:28 AM PING SPEEDS Q 12:01:22 AM BANDWIDTH o LOADING.. INTERNET SPEED°
Search Search Search
ADDRESS HW_TYPE HW_ADDRESS FLAGS MASK HOST PING INTERFACE X RX
192.168.38.254 ether 00:50:56:ee:02:0b C etho yahoo.com 283.671 etho: 485525375 52405319
11|
T & 3 2 = 3 = v

Y N
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System monitoring tools

- Cacti (http://www.cacti.net)

- Nagios (https://www.nagios.org)

- Zabbix (http://www.zabbix.com)
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http://www.zabbix.com/
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