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NNIAAMS pFSense

elcome to pfSense

Boot Multi User [Enter]
Boot [Slingle User
[Ezsclape to loader prowmpt
Reboot Sense

Options:
5. [Rlernel: kernel (1 of 2)
6. Configqure Boot [Dlptiomns...

Autoboot in 9 seconds. [Spacel to pause
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NNIAAMS pFSense

32-bit compatibility ldconfig path: susr-1ib32
done.

Launching the init =system... dome.
Initializing

Starting device manager (dewd)...done.

[ Presz R to enter recovery mode or 1
[ press I to launch the installer 1

(Rlecovery mode can assist by rescuing config.xml
from a broken hard disk installation, etc.

(IInstaller may be invoked now if vyou do

not Wish to boot into the liveCD environment at this timMe.

Ingstaller rmode szelected...
Launching pfSense Installer...

kern.geom.debugflag=: 8 -> 1B

UMware detected. The installer will make changes to tune this host.... [}

e-Government Agency
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N13AAMS pfSense

F1B=Refresh Display

Your =elected environment uszes the
following console settings, shown in
parentheszses. Select any that you wish
to change.

{ Change Video Font (default) >
{ Change Screenmap (default) >
{ Change Heywmap (default) >

{ Accept these Settings >

G-CERT
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N1SAAEY

[——————————4 Select Task

‘ { OuicksEasy Install >

TN

Executing Commands

£ Cancel >

Are you SURE?

EGA
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N13AAMS pfSense

Install Eernel

£ Standard Kernel

Executing ComMmands

95%

£ Cancel >

Reboot

‘ { Reboot >

' G-CERT
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NNIAAMS pFSense

pfSense is noW rebooting

After the reboot is complete, open a wWweb browser and
enter http=s:/-7192.168.1.1 (or the LAN IP Address) in the
location bar.

You Might need to acknouwledge the HTTPS certificate if
your browser reports it as untrusted. This is normal
as a self-signed certificate is used by default.

#*[JEFAULT Uszername=: admMin
#*[JEFAULT Password=: pfszense

Rebooting in seconds. CTRL-C
Rebooting in seconds. CTRL-C
Rebooting in seconds. CTRL-C
Rebooting in seconds. CTRL-C
Rebooting in second.. CTRL-C

pf3ense 1= noWw rebooting.

EGA
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NNIAAMS pFSense

Configuring firewall
Generating RRD graphs...
starting sy=slog...done.
starting CRON... done.

pfSense (pfiense) 2.2.2-RELEASE amdb4 Mon Apr 13 Z2B:18:22 CDT 2815
Bootup complete

FreeB3l amdbd (pfSense. localdomain) (ttyuvd)

#%x% llelcome to pfSense 2.2.2-RELEASE-pfSense (amdb4d) on pfiense ==

HAN (wan) —> emB —>

LAN (lan) -> eml —> wvwd: 1927.168.1.1-24

H) Logout (35H only) 91 pfTop

1) As=sign Interfaces 18) Filter Logs

21 Set interfacel(s) [P address 11) Restart webConfigurator

3) Reset webConfigurator password 12) pfSense Developer Shell

4) Reset to factory defaults 13) Upgrade from console

2) Reboot system 14) Enable Secure 3hell (sszhd)
6) Halt system 15) Restore recent configuration
71 Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: |

EGA
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N1sN1viuw® Network Interface

FreeBSD-amdbd (pfiense. localdomain) (ttyuvH)

##*x Llelcome to pfiense 2.2.2-RELEASE-pfSenze (amdbd4) on pfoense e

AN (wWan) —-» pMH —
LAN (lan) —-» BMl —» wd: 192,

B)
1)
2)
3)
q)
a)
b)
7)
8)

Ent

Logout (55H only) 9)
Aszign Interfaces 18)
set interface(=z) IP address 11)
Reset webConfigurator password 12)
Rezet to factory defaults 13)
Reboot =systemn 14)
Halt =sy=stemn 15)
Ping ho=st 16)
shell

er an optic

166.1.1-24

pfTop

Filter Logs

Restart weblConfigurator
pfienze Developer Shell
Upgrade from console

Enable 3ecure 3hell (sshd)
Reszstore recent configuration
Restart PHP-FPH

G-CERT
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N1sN1viuw® Network Interface

Ualid interfaces are:

e+l HH:Bc:29:2a:1b:54 (up) Intel(R) PRO-18BHH Legacy MNetwork Connection
EHI HA:Ac:29:2a:1b:5e (up) Intel(R) PRO-18BHB Legacy MNetwork Connection
EHE HH:Bc:29:2a:1b:68 (down) Intel(R) PRO-1HBHA Legacy Hetwork Conmection
EHB HH:Bc:29:2a:1b:72 (down) Intel(R) PRO-1HHBH Legacy Hetwork Connection

Do you Wwant to set up ULANs first?

If you are not going to use ULANs, or only for optional interfaces, you should
zay no here and wuse the webConfigurator to configure ULANs later, if required.

Do you wWwant to set up ULANs now [y:n]

G-CERT
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N1sN1viuw® Network Interface

If you are not going to use ULANs, or only for optional interfaces, you should
zay no here and use the webConfigurator to configure ULAM=s later, if required.

Do vou want to set up ULANs nu

If you do not know the names of ypour interfaces, you mMay choose to use
auto-detection. In that case, disconnect all interfaces now before

hitting 'a’ to initiate auto detection.

Enter the HWAN interface name or 'a’ for auto-detectio @

Enter the LAN interface name—por 'a’ for auto-detection
HOTE: this enables full F ling/HAT mode.
(or nmothing if finished):

Enter the Optional 1 interface name or ’'a’ for auto-detection
(or nothing if finished):

The interfaces wWill be assigned as follows:

LHAN -> emxd
LAN -> em?

Do you want to proceed [

EGA
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N1sN1viuw® Network Interface

The interfaces wWwill be assigned as follows:

LHAN -> end
LAN -»> emn?

Do you want to proceed [pinl?y

Hriting configuration...done.
One moment wWwhile we reload the settings... donet
*#x% Llelcome to pfSense 2.2.2-RELEASE-pfSensze (amdb4) on pfiense »=xx

HAN C(wan) -> emHd —>

LAN (lan) -> em -> vd: 192.168.1.1-24

BH) Logout (35H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

21 Set interface(s) IP address 11) Restart webConfigurator

J) Reset webConfigurator password 12) pfSensze Developer Shell

41 Reset to factory defaults 13) Upgrade from console

2) Reboot system 14) Enable Secure Shell (sshd)
b) Halt system 15) Restore recent configuration
71 Ping host 16) Restart PHP-FPH

8) Shell

Enter an option: |

EGA
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NN IP address 1 WAN Interface

%% llelcome to pfSense 2.2.2-RELEASE-pf3enze (amdbd) on pfSense ===

AN C(wan) -> eHd —>

LAN (lan) - emMZ ->» wid: 192.168.1.1-24

H) Logout (35H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

21 Set interface(s) [P address 11) Restart webConfigurator

3) Reset weblonfigurator password 12) pfSense Developer Shell

4) Reset to factory defaults 13) Upgrade from console

2) Reboot system 14) Enable Secure 3Shell (sshd)
B Halt =system 15) Restore recent configuration
7)1 Ping ho=st 16) Restart PHP-FPH

8) Shell

Enter an opt

Available interfaces:

1 - WAN (emB - dhcp, dhcpb)
2 — LAN (emZ2 - =static)

Enter the number of the interface you wWish to configu

Configure IPv4 address HAN interface wia DHCP? (y

EGA
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N13NKwea IP address L WAN Interface

Configure IPv4 address WAN interface wia DHCP? ( m
rter e ner—lAN [Pvd4 address. Press <{ENTER> for wone:
> 123.242.1.2

subnet masks are entered as bit counts (as in CIDR notationl) in pfiense.

e.q. 255.255.255.H 24
255.255.8.8 16
255.H.8.H g

the new HAN [Pvd subnet bit count (1 to 31):

enter the new HAN IPvd upstream gateway address.
for a LAN, presg <ENTER> for none:
b 2 AL i A |

Configure IPvb address HWAN interface wia DHCPBY? (y

Enter the new HAN IPvb address. Press <{ENTER> for none:
>

Do you want to revert to HTTP as the weblonfigurator protocol?

EGA

 e-Government Agency |




N13NKwea IP address L WAN Interface

Please wait while the changes are =zaved to HAN. ..
Reloading filter...

Reloading routing configuration...

DHCPD. ..

The IPv4 HAN address has been set to 123.242.1.2-24

Press <{ENTER> to continue.
#x% Llelcome to pfSense 2.2.2-RELEASE-pfSense (amdb4) on pfSense e

HAN (wan) -> emH > vwd: 123.242.1.2-/24

LAH (lan) -> BemMZ -> vd: 192.168.1.1-24

B) Logout (55H only) 9) pfTop

1) A=s=ign Interfaces 18) Filter Logs

2) Set interface(=s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) pfSense Developer Shell

4) Reset to factory defaults 13) Upgrade from console

o) Reboot system 14) Enable Secure Shell (sshd)
b) Halt system 15) Restore recent configuration
7)1 Ping host 16) Restart PHP-FPH

8) Shell

Enter an option: |

EGA
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N3N IP address # LAN Interface

Enter an opticg
Available inte

1 — HAN (enB - =static)
2 — LAN (en? - static)

Enter the nurmber of the interface vou Wish to config

inter the new LAR Pyd address. Press <ENTER> for none:
> 172.17.12. 151

subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.qg. 255.255.255H.8 24

255.255.8.8 16

255.8.8.8 g

e ned LAN TPvd subnet bit count (1 to 313):

&+ 1AN, enter the new LAN IPvd upstream gateway address.
For a LAN, press <{ENTER»> for none:

> 1

e-Government Agency



n1sN1Kwe IP address L LAN Interface

Enter the new LAN [IPvE address. Press <{ENTER> for none:
>

Do you want to enable the DHCP server on LAWY (|
Dizabling IPvd4 DHCPD. ..
Do you want to revert to HTTP as the webConfigurat protocol? (

Please wait while the changes are =aved to LAN...
Reloading filter...

Reloading routing configuration...
DHCPD. ..

The IPv4 LAM address has been set to 172.17.12.151-24

You can noWw access the webConfigurator by opening the following URL in vour wmeb
browszer:

https: s172.17.12.151~

Press 0 continue. |

G-CERT
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n1sN1Kwe IP address L LAN Interface

The IPv4 LAN address has been set to 172.17.12.151-/24
You can noWw access the webConfigurator by opening the following URL in your web

browser:
https:r7172.17.12. 151~

Press <ENTER> to continue.
*x% Llelcome to pfSensze 2.2.2-RELEASE-pfSense (amdb4) on pfiense s

HAN (wan) -> emH > wd: 123.242.1.2/24

LAN (lan) -> em2 —>vd: 172.17.12.151-24

A) Logout (35H only) 9) pfTop

1) As=ign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset weblonfigurator password 12) pfiensze Developer Shell

4) Reset to factory defaults 13) Upgrade from console

2) Reboot =system 14) Enable Secure Shell (=shd)
b) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPH

g) Shell

Enter an option: |

EGA
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N3 17991 pfSense




QU QU
N3 17991 pfSense

'@ pfsenselocaldomain - pf5.. *

Q, Search

~
i s A

L < ! Il‘ H :._ L"_‘Il [n|_|
i | 3
(VAT | [ AT

This wizard will guide you through the initial configuration of pfSense.

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

EGA
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N5t L

LI pfSense

'@ pfSenselocaldemain - Blin... *

ﬂ https:/,

AT217.12.151 /'wizard.php

Q, Search

Feel the power of a pfSense Gold subscription. Receive special benefits while supporting ongoing development
of the Open Source pfSense project.

Benefits include access to our AutoConfigBackup secure cloud based backup service for up to 10 hosts,
pre-publication access to the updated pfSense: The Definitive Guide book in PDF, fully updated for the pfSense
2.1 release, and a monthly online MeetUp! Video conference to discuss and demonstrate advanced features
and architectures using pfSense.

Go to pfSense Gold Subscriptions to sign up now

EGA

e-Government Agency
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QU QU
N3 17991 pfSense

@& pfSenselocaldomain - Gen... x\+

€ | @ https://172.17.12.151 /wizard.php v || Q Search B ¥ f 86 =

0On this screen you will set the general pfSense parameters.

General Information

P Fﬁ pfSense
EXAMPLE: myserver

Domai Fﬁlocaldnmam
EXAMPLE: mydomain. com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for dient queries and guery root DNS servers directly, To use
the manually configured DMS servers below for dient queries, wvisit Services > DMS Resolver and enable DMNS Query Forwarding after completing the
wizard.

Allow DMS servers to be overridden by DHCP/PEP on WAN

e-Government Agency
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QU QU
N3 17991 pfSense

Please enter the time, date and time zone.

Time Server Information

R«; time.navy.mi.th
Enter the hostname (FQDM) of the time server.

Time server hostname:

Timezone: Asia Bangkok o

EGA

e-Government Agency
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QU QU
N3 179 pfSense

On this screen we will configure the Wide Area Network information.

Configure WAN Interface 1

LENLAIDINRNLDEN

SelectedType:  |Static v

General configuration

MAC Address: This field can be used to modify ("spoof”) the MAC address of the WAN interface (may be required with some cable
connections). Enter a MAC address in the following format: xxeoexxexx:xx:xx or leave blank.

MTU: Set the MTU of the WAN interface. If you leave this field blank, an MTU of 1492 bytes for PPPoE and 1500 bytes for
all ather connection types will be assumed.

MSS: If you enter a value in this field, then MSS damping for TCP connections to the value entered above minus 40
(TCP{IP header size) will be in effect. If you leave this field blank, an M5S of 1492 bytes for PPROE and 1500 bytes
for all other connection types will be assumed. This should match the above MTU value in most all cases.

,
1P Address: . 123.742.1.2 24 v ¢
¥ RFC1918 Networks
Upstream Gateway: F Y //
7
4

is option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918
Networks: (10/8, 1723 , 192, 168/16) as well as loopback addresses (127/8). You should generally leave this option turned
on, unless WaM network lies in such a private address space, too.Blodk private networks from entering via WAM

¢ Block RFC1918 Private

DHCP dlient configuration

\
\
\

DHCP Hostname: 1y e in this field is sent as the DHCP dient identifier and hostname when requesting a DHCP lease. SomedSPs
may require this {for dient identification). L/

N
N

PPPoE configuration

PPRoEUsermame: [N & Block bogon networks

PPPOE Password: F ., 7’
S ,/4 [ ] when set, this option blocks traffic from IP addresses that are reserved (but not RFC 1913) or not yet assigned
FPPOE Service NBME: | ot this feld can usually be left empty % Block bogon networks: by IAMA. Bogons are prefixes that should never appear in the Internet routing table, and obviously should not

appear as/the source address in any packets you receive.Blod: non-Internet routed networks from entering via WAN

5 This option causes the interface to operate in dial-onemand mode, allowing you to have a virtual full time
PPPOE Dial on demand:  connecton. The interface is configured, but the actu) fonnection of the ink s delayed unti quaifying outgoing
trafficis detected Enable Dial-On-Demand mode ,
.4
£ e
1f no qualifying outgoing packets are tpansmitted for the specified number of seconds, the connection is brought
down. An idle timeout of zero disables this feature.

PPPoE Idle timeout:

Mext

\
A
\
A}
\
\
Ly

appear as the source address in any packets you receive.Block non-Internet routed networks from entering via WAN

7z
&

PPTP configuration
[ ¢ L Py -
PPTP Username: S , . = _-
7’ - Py e ®
PPTP Password: F ,: - - @ =@
7 - % = - % -
-
PPTP Local 1P Address: f%. i1 L& <& 2%
% & - % -
Pwpkemzﬁ I«\— L& - .-
A‘y . 7 - -
4 £ = - -
3 - Py - @
& This option causes the interface to operate in dial-on-demand mode, allowing you to haye virtual full time Py - -
PPTP Difl on demand:  connection. The interface is configured, but the actual connection of the link is delayed ynifl qualifying outgoing - i
LE trafficis detected Enable Dial-On-Demand mode s - -
Z* z P L
7’ L& - _-
i y -
L PPTP Idie timeout: If no qualifying outgoeing packets are transmitted for the spedified nusber of seconds, the connection is brought Py -
7’ -
& e - = — — — — _ down Anidetmeoutofzerodiablesthisfeate, _ _ _ ol _ o e e — = T - %
[ = Fwsaeewwe s sssssssssssssse Lz
1 2=
-
1 RFC1918 Hetworks .g®
-
-
: Block RFC1918 Private L hen set, this option blocks traffc ffom [P addresses that are reserved for private networks as per RFC 1918 2%
rks: (10/8, 172.16/12, 192.168/16) asell as loopback addresses (127/8). You should generally leave this option turned -
1 on, unless your WAN networ s in such a private address space, too.Block private networks from entering via WAN -
1 & -
7 -

1 _-
1 Block bogon networks i =
1 .E®
0 [ fhen set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned _-
1
1
1
1
1
1

1
1
1
1
1
1
1
1
1
Block bogon networks: s, TANA. Bogons are prefies that should never appear in the Internet routing table, and obvieusly should nat : -
1
1
1
1
1
1
-
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QU QU
N3 179 pfSense

On this screen we will configure the Local Area Network information.

Configure LAN Interface

7‘

,172.17.12.151
Type dhcp if this interface uses DHCP to obtain its IP address,

LAN IP Address:

Subnet Mask: 24w

On this screen we will set the admin password, which is used to access the WebGUI and also SSH services if

Next you wish to enable them.
Set Admin WebGUI Password
Admin Password: IH:. sssssae
b Pam IH) ssssses
Click 'Reload’ to reload pfSense with new changes. —— Mext
Reload

Congratulations! pfSense is now configured.
Please consider contributing back to the project!
Click here to pwygchase services offered by the pfSense team and find other ways to contribute.

gontinue on to pfSense webConfigurator.
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QU QU
N3 17991 pfSense

/@ pfSense.localdomain - Stat... x\+

L€ ) B hitps//17217.12151
M

» Systern » Interfaces ¢ Firewall  » Services

Status: Dashboard
2

System Information

us

¥ Diagnostics

» Gold » Help

Interfaces =

1000baseT <ful-duplex:=

O wan +
123.242.1.2
1000baseT <ful-duplex:=
I LAN +
172.17.12.151

Name pfaense.|localdomain
Version 2.2.2-RELEASE (amda<)
built on Mon Apr 13 20:10:22 CDT 2015
FreeBSD 10, 1-RELEASEp2
Unable to check for updates.
Platform pfSense
Intel{R) ¥eon{R) CPU %5650 @ 2,67GHz
CPU Type Current: 333 MHz, Max: 2666 MHz
2 CPUs: 1 package(s) x 2 core(s)
Uptime 00 Hour 32 Minutes 07 Seconds
Current
date/ti Sat May 16 17:28:56 ICT 2015
127.0.0.1
8.8.8.8
server(s) 8.8.4.4
Last config —
cha SatMay 16 17:25:32 ICT 2015
P
State table 0% (114/98000)
S Show states
MBUF Usage 49, (1016/26584)
Load
0.07, 0.04, 0.00
P
CPU usage [‘J%
Memory
usage 129 of 989 MB
P
SWAP usage o, o 50478
- ufs): 5% of 5.8G
pskusage 47

fuarfrun (ufs in RAM): 3% of 3.4M

e-Government Agency

pfSense is © 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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n13LUagw Management port

(TCP/443 --> TCP/8443)

r _ -
__,"I & pfSenselocaldomain - Stat.. * 'l,\+

€& B https//172.17.12.15V/index.php

= Systemn ¥ Interfaces v Firewall
. Advanced

Cert ivianager

Firmware

General Setup

High Avail. Sync

Logout

Packanes .
A ense. localdomain

2-RELEASE (amd
Setup Wizard on Mon Apr 13 2(
=BS5S0 10, 1-RELEAES

F.outing

User Manager

Unable to check for up
Platform pfSense

EGA
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n13Laaw Management port
(TCP/443 --> TCP/8443)

System: Advanced: Admin Access K

e

MOTE: The options on this page are intended for use by advanced users only.

untdu 8443

webConfigurator

Protocol
S5L Certificate

TCP port

Console Options

Hax Processes I : 2 Conscle menu [ | password protect the console menu
Enter the number of webConfigurator processes you want to run. This defaults to 2. I

users/browsers to access the GUI concurrently.

— Save

System: Advanced: Admin Access 2

“ The changes have been applied successfully.

One moment...redirecting to https:/ f172.17.12.151:8443 /system_advanced_admin.php in 20 seconds.

ep—

NOTE: The options on this page are intended for use by advanced users only,

webConfigurator
Protocol (HTTP (@) HTTRS
S5L Certificate webConfigurator default (55570eee33664)

TCP port [N, 8443

Enter a custom port number for the webConfigurator above if you want to override the default (80 for HTTR, 443 for
HTTFS). Changes will take effect immediately after save.

G-CERT
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N1sN1iwa Network Interface

v -
| @& pfSenselocaldomain - Stat.. * Il'h.+

|J¢ & https://172.17.12.151:8443index.php

b Systerm ~Interfaces  » Frewall  » Services

(a@ssign)

LAN

Interfaces: Assign network ports 2
UL Interface Groups | Wireless | vians | qings | PPps | GRE [ GIF [ Bridges [ LAce
Interface Hetwork port
WAN emd [00:0c:29:2a:1b:54) o
LAN em2 [00:0c:29:2a:1b:68) W
Available network ports: eml (00:0c:29:2a:1b:5e) W

“ Interface has been added.

ONOPSUUNRMRIRY ... occ Groups | Wireles | VLANs | Qings | PP | GRE | GIF | Bridoes | LAG

Interface Metwork port

WAN emd [00:0c:29:23:1b:54) o

LAN em? (D0:0c:29:22:1b:68) Lﬂ

OPT1 eml (00:0c:29:22:1b:52) o L-Q

OPT2 em3 (00:0c:29:22:1b:72) o Lﬂ @

G-CERT
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n15tlfauzse Interface (Network Zone)
LazN15AIAT A Interface

- ~
_,J'II @ pfSenselocaldemain - Stat... % I|k+

€ @ https://172.17.12.151:8443 index.php

b System = Interfaces k Firewall F Services VPN b Status + Dizgnostics + Gold + Help

(Assion}

LAM
OFT1
WA

Interfaces

pfsensdlocaldomain 1000baseT < full-duplex=
] WAN
2.2.2-PELEASE (amd&4) 123.242.1.2
built Apr 13 20:10:22 CDT 2015

FI:IEEBDE lnlgll lgELEASE'FIg 1000baseT ﬂ:fL.I"-dUI:IlEI:‘?

0 LAN
172.17.12.151

Unablefo check for updates.

Interfaces: OPT1 +E 2

General configuration

Enable __| Enable Interface

Save Cancel

G-CERT
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n15tlfauzse Interface (Network Zone)

Q? 1 U
LAZNISANIA LA Interface

Interfaces: OPT1

e-Government Agency

General configuration

Enable Enable Interface

Description [\, GIN_Private
Enter a description {name) for the interface here.

IPv4 Configuration ;

Type Static IPvd

il;:itunﬁguratmn None v

MAC address \ Insert my local MAC address
This field can be used to modify ("spoof™) the MAC address of this interface
(may be required with some cable connections)
Enter a MAC address in the following format: xcooooococx or leave blank

MTU

If you leave this field blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some
drcumstances.

M35 F

If you enter a value in this field, then M55 damping for TCP connections to the value entered above minus 40
(TCP/IP header size) will be in effect.

Speed and duplex Advanced | - Show advanced option

Static IPv4 configuration
IPv4 address 100,11 24
[Pv4 Upstream Gatewsy Mare s | - o add a new one.

If this interface 5 an Intennet connection, select an existing Gateway from the list or 2dd 2 new one using the link above,
O local LANS the upstream gateway should be "none”,

Private networks

[ Block private networks

When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1915
(10f8, 172.16/12, 192.163/16) as well as loopback addresses (127/3). You should generally leave this option
turned on, unless your WAN network lies in such a private address space, too.

[ Block bogon networks

When set, this option blocks traffic from IP addresses that are reserved {(but not RFC 1913) or not yet assigned by
IAMA. Bogons are prefixes that should never appear in the Internet routing table, and obviously should not appear
as the source address in any packets you receive,

Mote: The update frequency can be changed under System->=Advanced FirewallMAT settings.

Save Cancel
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n15tlfauzse Interface (Network Zone)
LazN15AIAT A Interface

Interfaces: GIN_Private FE@

The GIN_Private configuration has been changed.

“ You must apply the changes in order for them to take effect. Apply changes

Don't forget to adjust the DHCP Server range if needed after applying.

Status: Dashboard 2
=+
System Information [=] Interfaces [=]
Name pfsense. localdomain 1000baseT <full-duplex =
£ WAN +
Version 2.2.2-RELEASE (amd&4) 123.242.1.2
built on Mon Apr 13 20:10:22 COT 2015
FreeBSD 10. 1-RELEASE DS 9 LAN + 1000baseT <full-duplex:=
N = 172.17.12.151
Obtaining update status ...
1000baseT <full-duplex =
Platform pfSense i GIN PRIVATE +
10.0.1.1
Intel(R) ¥eon(R) CPLI X5650 @ 2.67GHz
CPU Type Current: 333 MHz, Max: 2666 MHz
2 CPUs: 1 package(s) x 2 core(s) :

G-CERT

EGA N2
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N13NN%wA Routing table &1%3U Private GIN

_J.» @ pfsenselocaldomain - Stat., * \".k_+

€ | B hitps://172.17.12,151:8443 index.php

= System  » Interfaces  » Firewall  » Services  » VPN
Advanced

Cert Manager

Routing
Setup Wizard

User Manager

Unable to check for updates

Platform pfSense \
Intel(R) Xeon(R) CPU ¥5650 @ 2.67GHz

CPU Type Current: 333 MHz, Max: 2666 MHz
2 CPUs: 1 package(s) x 2 core(s)

DEEEU@

System: Gateways

RO . | Groups.

Name Interface @ Gateway Monitor IP uﬂ
|:| 3 GwW_WaN GIM_PUBLIC | 123.242.1.1 123.242. 1.1 Interface wan Gateway “y
(default)

EGA N2
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N13NN%wA Routing table &1%3U Private GIN

System: Gateways: Edit gateway

DE@ELHEU@

Disabled [_| Disable this gateway
Set this option to disable this gateway without removing it from the list.
Interface GIN_PRIVATE w
Choose which interface this gateway applies to.
Address Family IPvd v
Choose the Internet Protocol this gateway uses.
Name "\, GIN_Private_GW
Gateway name
Gateway 1= 10.0.1.254

Gateway IP address

Default Gateway

[ | pefault Gateway
This will select the above gateway as the default gateway

Disable Gateway
Maonitoring

[ | pDisable Gateway Monitoring
This will consider this gateway as always being up

Monitor IP

Alternative monitor IP

Enter an alternative address here to be used to monitor the link. This is used for the quality RRD graphs as
well as the load balencer entries. Use this if the gateway does not respond to ICMP echo requests (pings).

Mark Gateway as Down

[ | Mark Gateway as Down
This will force this gateway to be considered Down

Advanced

Advanced | - Show advanced option

Description

N

You may enter a description here for your reference (not parsed).

EGA

e-Government Agency

Save Cancel
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N13NN%wA Routing table &1%3U Private GIN

System: Gateways DEGEJ@

The gateway configuration has been changed. _ ’
“ You must apply the changes in order for them to take effect. Apply changes

O ... | Grours

Hame Interface Gateway Monitor IP Description uﬂ
]3| Gw_wan GIN_PUBLIC 123.242.1.1 123,242, 1.1 Interface wan Gateway

(default)
]3| GIN_Private_GW GIN_PRIVATE | 10.0.1.254 10.0.1.254

EGA N2

e-Government Agency
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N13NN%wA Routing table &1%3U Private GIN

T o 27

Network Gateway Interface Description

System: Static Routes: Edit route

Edit route entry

Destination network 10.0.0.0 v

Destination network for this static route
Gateway GIM_ Private GW - 10.0.1.254 w

Choose which gateway this route applies to or add a new one.
Disabled ] Disable this static route

Set this option to disable this static route without removing it from the list.
Description r\

You may enter a description here for your reference (not parsed).

The static route configuration has been changed. _
Save Ca "'EEI l] You must apply the changes in order for them to take effect. Apply changes

| Gateways JEEPESN Groups |
Gateway Interface Description I+ :

|:|D 10.0.0.0/8 GIM_Private_GW - GIM_PRIVATE lh!“d..é

10.0.1.254 P
e

a  ERT

EGA  F
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ASAKWA Virtual IP 7NlasuUxN1910 GIN

J"f @ pfsense.localdomain - Stat.. x "'.IL.|.

€ @ https://172.17.12.151:2844 3 findex.php

» System v Interfaces Firewall F Services VPN » Status » Diagnostics
Aliazes

MAT

Schedules

‘ Traffic Shaper k

Virtual IPs

gz, |ncaldomain
3 GIN PUBLIC

=)

Firewall: Virtual IP Addresses

T bl CARP Settings

Virtual IP address | Interface @ Type

HNote:
The virtual IP addresses defined on this page may be used in NAT mappings.
You can chedk the status of your CARP Virtual IPs and interfaces here.,

EGA N2
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ASAKWA Virtual IP 7NlasuUxN1910 GIN

Firewall: Virtual IP Address: Edit 2
Edit Virtual IP
Type () 1P Alias L) CARP ® proxy ARP () Other
Interface GIN_PUBLIC  w
IP Addkess(es) Type: Metwork W
Address: I-\ 123.242.1.0 [ 28w Fs s 2 CIDR Block of proxy ARP addresses.

cpansion: | | Disable expansion of this enteyimtorTPs on NAT lists (e.g. 192.168.1.0/24 expands to 256 entries,)

Virtual IP Password I
Enter the VHID group password.

VHID Group | 1

Enter the VHID group that the machines wil share

Advertising Frequency Base: | 1 Skew: |-J

The frequency that this machine wil advertise. 0 means usually master. Otherwise the lowest combination
of both values in the cluster determines the master.

Description r\

You may enter a description here for your reference (not parsed).

Save Cancel

MNote:

Proxy ARP and Other type Virtual IPs cannot be bound to by anything running on the firewall, such as IPsec, OpenVPM, etc, Use a CARP or IP Alias type
address for these cases.

For more information on CARP and the above values, visit the OpenBSD CARP FAQ. Q

G-CERT
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ASAKWA Virtual IP 7NlasuUxN1910 GIN

e b CARP Settings

Virtual IP address Interface  Type Description L+
123,242.1.0/28 GIN_PUBLIC P|ARP] |elox
=+

Hote:

The virtual IP addresses defined on this page may be used in MAT mappings.
You can chedk the status of your CARP Virtual IPs and interfaces here.

Firewall: Virtual IP Addresses il

“ The VIP configuration has been changed.
You must apply the changes in order for them to take effect.

T b CARP Settings

Virtual IP address Interface
123.242.1.0/28 GIN_PUBLIC
10.0.1.0/24 GIN_PRIVATE

G-CERT

EGA N2
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115 NAT L@ l%e1 Virtual IP nu IP server

J"f @ pfSense.localdomain - Stat.. x \.Il'h_+

€ @ https://172.17.12.151:844 3/ index.php

b Systern  » Interfaces - Frewall  » Services  » WPN  » Status

Aliases

MAT
Status: Dashboardil:

Schedy x5

uﬂ Lﬁ Traffy. Shaper

System Information

pfSense.log

built on ffon Apr 13 20:10:22 COT 2015
FreeBSQy 10, 1-RELEASE-pS

o o [H&

Obtajfing update status ...

Firewall: NAT/ 1:1

=)

pr Forars [N ctoumd | 1

Interface  External IP Internal IP Destination IP Description — =

Note:

Depending on the way your WAN connection is setup, you may also need a Virtual IP.

If you add a 1:1 MAT entry for any of the interface IPs on this system, it will make this system inaccessible on that IP address. i.e. if you use
your YWAN IP address, any services on this system (IPsec, OpenVPHM server, etc.) using the WAN IP address wil no longer function.

i

e-Government Agency
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115 NAT L@ l%e1 Virtual IP nu IP server

Firewall: NAT: 1:1: Edit ?

Edit NAT 1:1 entry

Disabled

Internal IP

Destination

Description

MAT reflection

e-Government Agency

[ Disable this rule
i opbion to disable

t remaving it from the list,

GIN_PRIVATE w

Choaose which interface this rule applies to.
Hint: in most cases, you'll want to use WAN here.

R 10.0.1.3

Enter the external {usually on a WAM) subne
ddress below will be applie j ress,
Hint: this is generally an address owned by the router itself on the selected interface.

[ ] not
Use this option

rting address for the 1:1 mapping. The subnet mask from the internal

Type: Single host W
Address: 192.168.1.3

Enter the inte
external subnet,

[ ] not

Use this option to invert the sense of the match.

=aubnet size specified for the internal subnet will be applied to the

Type: any W
Address: I fl 31

The 1:1 mapping will only be used for connections to or from the specdified destination.
Hint: this is usually ‘any’.

N

You may enter a description here for your reference (not parsed).

use systemn default w

Save Cancel

G-CERT
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115 NAT L@ l%e1 Virtual IP nu IP server

Firewall: NAT: 1:1 vl

The NAT configuration has been changed. _
You must apply the changes in order for them to take effect. Apply changes

| Port Forward JRER outbound | wt |

Interface  External IP Internal TP DestinationIP  Description L
[] O | GIN_PRIVATE | 10.0.1.3 192.168.1.3 * Lol
I
[
!
Firewall: NAT: 1:1 2

The NAT configuration has been changed. _
“ You must apply the changes in order for them to take effect. Apply changes

 Port Forward JRER] outbound [ net |

Interface  External IP Internal IP DestinationIP  Description L+

[] 3| GIN_PRIVATE | 10.0.1.3 192,168.1.3 * _ Ll
el
[] O |GIN_PUBLIC | 123.242.1.3 192.168.1.3 § [

Ll

2 G-CERT
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o o U
N15N1¥WwA Firewall rules LUadaw

_J"f @ pfsense.localdomain - Stat.. x xll"u_+

€ @ hitps://172.17.12.151:844 3 findex.php

b Systern  » Interfaces - Frewall  » Services  » VPN

2 pass match E3 blodck reject & log
pass (disabled) match (disabled) block {(disabled) reject (disabled) log (disabled)

O~

G-CERT
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o o U
N15N1¥WwA Firewall rules LUadaw

e-Government Agency

Firewall: Rules: Edit HEUE@

Edit Firewall rule

Action Pacs  w
Choose what to do with packets that match the criteria specified below.
Hlnt ﬁ'ue differencgetween block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is
tregender, whereas with block the packet is dropped silently, In either case, the original packet is discarded.
Disabled ] pisable this rule
Set this option to disable this rule without removing it from the list,
Quick [ | Apply the action immediately on match.
Set this option if you need to apply this action to traffic that matches this rule immediately.
Interface GIM_PUBLIC
LAM
GIM_PRIVATE
SERVER
Choose the interface(s) for this rule.
Direction any w
TCP/IP Version IPvd the Internet Protocol version this rule applies to
Protocol ICMP W
Choose which IP protocgl/this rule should match
Hint: in most cases, yel should specify TGP here.
ICMP type any W
If you selected ICMP for the protocol above, you may specfy an ICMP type here,
Source [ 1 not
Use this option to invert the sense of the match.
Type: any W
Address; I fl 127
Destination

Use this option to invert the sense of the ma

Type: Single host or alias W

Address: [FEEEREVTRINC f I 31

Log . LDg packets that are handled by this
“forn on logging for everything. If you want to do a lot of logging,
T lsee ﬂ'ue Diagnostics: System logs: Settings page).
Description I'\

You may enter a description here for your reference.

Save Cancel
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o o U
N15N1¥WwA Firewall rules LUadaw

Firewall: Rules =+ E 2@

The firewall rule configuration has been changed. _
“ You must apply the changes in order for them to take effect. Apply changes

ST C1u_pusLic | L | GI_PRIVATE | seRveR.

ID Proto Source Port Destination Port Gateway Queue Schedule Description o it
b IPv4 * * 192.168.1.3 * * none , q
lﬂ
X
2 pass match B3 blodk reject 9 log
pass (disabled) match (disabled) blodk {disabled) reject (disabled) log (disabled)

o~

G-CERT
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N15N1¥WwA Firewall rules LUadaw

Firewall: Rules: Edit HELE@

Edit Firewall rule

Action Pacc W

Choose what to do with packets that match the criteria specified below,
Hint: the difference between block and reject is that with reject, a packet {TCP RST or ICMP port unreachable for UDP) is
returned to the sender, whereas with block the packet is dropped silently, In either case, the original packet is discarded.

Disabled ] Disable this rule
Set this option to disable this rule without removing it from the list,

Quick [ ] Apply the action immediately on match.
Set this option if you need to apply this action to traffic that matches this rule immediately.

Interface GIM_PUBLIC
LAM
GIMN_PRIVATE
SERVER

interface(s) for this rule.

Direction
TCP/IP Version IPvd v | Select the Internet Protocol version this rule applies to
Protocol TCP W

Choose which IP protogetthis rule should match.
Hint: in most casesou should specfy TCP here.

Source [] not
Use this option to invert the sense of the match.

Type: any W
Address: I fl 127

Advanced | - Show source port range

Destination

not
Use this option to invert the sense of the match.

Type: Single host or alias W
Address: |pREERE

Destination port range from: |HTTP (30)
to:  |HTTP (30)

Spedfy the port or port range for the destination of the packet for this rule.
Hint: you can leave the fo'field empty if you only want to filter a single poy

Log Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn an logaig for everything, If yvou want to do a lot of logging,
comsider using a remote syslog server (see the Dig Ts: System logs: Settings page).

Description I'\

You may enter a description here for your reference.

Save Cancel
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N15N1¥WwA Firewall rules LUadaw

Firewall: Rules HAE U@

The firewall rule configuration has been changed. _
“ You must apply the changes in order for them to take effect. Apply changes ’

SO . poniic | Lo | Gon_prtvaTe | scrveR.

ID Proto Source Port Destination @ Port Gateway Queue  Schedule

|:| Q2 IPv4 * * 192,168, 1.3 * * none

o ICMP
|:| Q2 IPv4 * * 192,168, 1.3 a0 * none

o TCP (HTTF)
|:| Q2 IPv4 * * 192,168, 1.3 443 * none

o TCP (HTTPS)
|:| Q2 IPv4 * * 192,168, 1.3 3349 * none

o TCP (M5

ROF)
2 pass match B3 block reject & log
pass (disabled) match (disabled) blodk (disabled) reject (disabled) log (disabled)

o~
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Firewall: Rules &)@
Foatng | Gin_pustic | i | o prrvare R
ID Proto Source Port Destination Port Gateway OQueue Schedule Description ot L
1 O3 IPvd+6 | = * = = = none [:‘!qhé
o 20
@
2 pass match E3 blodck reject & log
pass (disabled) match (disabled) block (disabled) reject (disabled) log (disabled)

G-CERT

EGA 2
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N13A39dadU Network logs

& N
_/,l' & fw_A.ega.orth - Status: Da.. ® 'l,\+

€ | @ hitp=//172.17.12.151:28443 index.php

Status: Dashboard

(B

System Information

HE

1000baseT <full-duplex =

fw_A.ega.

123.242.1.2

1000baseT <full-duplex =

172.17.12.151

1000baseT <full-duplex =

10.0.1.1

1000baseT <full-duplex =

192.168.1.1

Hame fw_a.ega.or.th
Version 2.2.2-RELEASE (amd&4)
built on Man Apr 13 20:10:22 COT 2015
FreeBSD 10, 1-RELEASE-pS
Unable to check for updates.
Platform pfSense
Intel(R) ¥eon(R) CPU ¥5650 @ 2.67GHz
CPU Type Current: 333 MHz, Max: 2668 MHz
Uptime 00 Hour 08 Minutes 42 Seconds /
Current \
date,,"t'lme Sat May 16 21:05:44 ICT 2015
DNS 127.0.0.1
server(s) 10.10.44. 14
Last config -
change SatMay 16 21:04:24 ICT 2015
State table 0% (53/98000)
= Show states
MBUF Usage d
5% (1266/26584)
Load
age 0.01, 0.08, 0.07
CPU usage 0%
Memory L
usage 14% of 989 MB
SWAPusage oo orona7MB
Disk usage ,.".{ufs}: 7% of 5.8G

fuarfrun (ufs in RAM): 3% of 3.4M

e-Government Agency
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N13A39dadU Network logs

Status: System logs: Firewall Y@@

Y v oo it rzec ove [y Lcmdincr openvn ] o | scinge

Meronamic View | Summary View

_ Time Source IP Address Source Port Protocol Quantity
[ ] pae o' i i i
Interface Destination IP Address DCiestination Port Protocol
[ ]
Block [ ) ) ) Filter

Matches regular expression.  Precede with exclamation (1) as first character to sscclude match.

Last 10 firewall log entries.Max(50)

Act Time If Source Destination Proto
(] May 16 21:05:03 | SERVER @ s192.168.2.3:133 @ (s 192.168.2.255:133 LIDP
(] May 16 21:04:59 | SERVER @ +192.168.1.3:138 @ s 192.168.1.255:133 LIDP
(X | May 16 21:02:09 | GIM_PUBLIC Q@ +123.242.2.3:55170 @+ 192.158.1.3:3389 LIDP
(X | May 16 21:02:09 | GIM_PUBLIC @ s 123.242.2.3:56169 @ s 192.1658.1.3:3389 LIDP
B May 16 21:02:06 | GIM_PUBLIC @ s 123.242.2.3:56169 @ s 192.1658.1.3:3389 LIDP
(X | May 16 21:02:06 | GIM_PUBLIC @ s 123.242.2.3:55170 @ s 192.1658.1.3:3389 LIDP
B May 16 21:02:04 | GIN_PUBLIC @ s 123.242.2.3:55170 @ s 192.1658.1.3:3389 LIDP
(X | May 16 21:02:04 | GIN_PUBLIC Q@ +123.242.2.3:55159 Q@+ 192.168.1.3:3389 LIDP
(] May 16 21:02:04 | GIN_PUBLIC @ s 123.242.2.3:99162 @ s 192.1658.1.3:3389 TCP:SEC
(] May 16 21:02:00 | SERVER € s 192.168.1.3:137 @ s 192.168.1.255:137 LIDP

Clear log

e-Government Agency
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N13A329ddU Network logs

Status: System logs: Firewall FEO@

SN 0ice | poral Auth | 1sec | PPP | VP | Load Baancer | openve | e | settngs-

Normal View

_ Time Source IP Address Source Port Protocol Quantity
fction (Z) () 1 (Z)
g Pass Interface Destination IP Address Protocol Flags
Block | ) W) ) Filter

Matches regular expression. Precede with exclamation (') as first character to excdude match.

3 matched log entries. Max(50)

Act Time If Source Destination Proto
(] May 16 21:08:19 | GIM_PUBLIC & & 123.242.2.3:99165 & & i52.1658.1.3:80 TCP:S5EC
] May 16 21:08:19 | GIM_PUEBLIC @ +123.242.2.3:49164 & & 192.168.1.3:80 TCP:5EC
] May 16 21:08:08 | GIM_PRIVATE &+ 10.0.2.3:99163 &+ 192.1658.1.3:80 TCP:5EC
Clear log

TCF Flags: F -FIN, 5 - 5YN, A or . - ACK, R -RST, P - PSH, U - URG, E - ECE, W - CWR

G-CERT
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N13A39dadU Network logs

Status: System logs: Firewall FEOI@

SN oice | portal Auth | hscc | PPp | VPt | Load Balancer | Openvet | 1P | setings-

Normal View Summary View

Time Source IP Address

Source Port Protocol
: N = = = I w
D“d’“" ) 71123.242.2.3 5| )
a pass Interface inat Destination Port Protocol Flags
&) |_¢ (2] ) Filter

Matches regular expression.  Precede with excclamation 1) as first character to exclude match.

9 matched log entries. Max(50)

Act Time If Source Destination Proto
(] May 16 21:08:19 | GIN_PUEBLIC © '+ 123.242,2,.3:99165 @ '+ 192,168.1.3:80 TCPSEC
O May 16 21:08:19 | GIN_PUBLIC O+ 123.242.2.3:49154 € +192.163.1.3:80 TCP:SEC
(%] May 16 21:02:09 | GIN_PUBLIC O 412372422, 3:56170 0+ 192.1658.1.3:3389 LDP
%] May 16 21:02:09 | GIN_PUBLIC € & 123.242.2.3:56169 @ +192.168.1.3:3389 LDP
%] May 16 21:02:06 | GIN_PUBLIC € ¢ 123.242.2.3:56169 © '+ 192.153.1.3:3389 LDP
(x| May 16 21:02:06 | GIN_PUBLIC © +123.242,2.3:56170 © +192.168.1.3:3389 DR
%] May 16 21:02:04 | GIN_PUBLIC @ 4 123.242.2.3:56170 @ +192.168.1.3:3389 LDP
(%] May 16 21:02:04 | GIN_PUBLIC O +123.742. 2. 3:56169 O +192.1658.1.3:3389 LDP
(] May 16 21:02:04 | GIN_PUBLIC © 4 123.242,2.3:49162 0 '+ 192,168.1.3: 3389 TCRSEC
Clear

TCP Flags: F -FIN, 5 -5YN, A or . - ACK, R -RST, P -P5H, U - URG, E - ECE, W - CWR

e-Government Agency
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N13A39dadU Network logs

[ ]
[ ]

Action

Pass
Block

Tinee=

Status: System logs: Firewall

SN 01cp | portl Auth | 1pscc | PP | VPt | Lood Balancer | openve | uTp | settings.
Dynamicvicw | summary view

MHormal View

Source IP Address Source Port

FEU@

Protocol

g
Interface

.1123.242.2.3

F"mh::-:thE

thhE regular expression. pmmmmmﬁddﬂmmmw
2 matched log entries. Max(50)

!

Filter

TCF Flags: F -FIN, S - 5YN, A or .

- ACK, R -R5T, P -P5H, U -URG, E -ECE, W - CWR

Act Time If Source Destination Proto
] May 16 21:08:19 | GIN_PUBLIC & +123.242.2.3:99165 &+ 1972.168.1.3:80 TCP:SEC
] May 16 21:08:19 | GIN_PUBLIC &5 123.242.2.3:99154 &+ 192.168.1.3:80 TCP:SEC
Clear log

EGA
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N13A39dadU Network logs

Status: System logs: Firewall Y@@

SN oice | portal Auth | esec | Pep | ven | Load Blancer | openven | wre | settings
Normal View Summary View
h:ulpm

Time /

Source Port Protocol Quantity
Action ey =y oy =
e 1R N 17 1123.242.2.3 ) 4
] Interface mati Deestination Port Protocol Flags
Block [ &) @) ) Filter

Matches regular expression.  Precede with exclamation (') as first character to exclude match.

5 matched log entries. Max(50)

Act Time If Source Destination Proto
O May 16 21:09:32 | SERVER O+ 192.188.2.3:137 @ 4 192.185.2.255: 137 UDP
O May 16 21:08:08 | GIN_PRIVATE Qs 10.0.23:49163 @+ 192.1858.1.3:80 TCP:SEC
O May 16 21:05:03 | SERVER O+ 192.168.2.3:138 @+ 192 185.2.255: 138 UDP
O May 16 21:04:59 | SERVER O+ 192.168.1.3:138 @+ 192.1858.1.255: 138 UDP
O May 16 21:02:00 | SERVER @ +192.168.1.3:137 O+ 192.168.1.255:137 UDP
Clear log

TCP Flags: F -FIN, 5 - S¥YN, A or . - ACK, R -RST, P -PSH, U - URG, E -ECE, W - CWR
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Status: System logs: Firewall HE IR

SN osice | portal Auth | 1rsec | PP | VPt | Load Blancer | openven | e | setings

Normal View Summary View

Matches regular expression.  Precede with exclamation (1) as first character to exclude match,

Tinne Source IP Address Source Port Protocol Quantiby
21 47} 2 2}
Interface Deestination TP Address Deestination Port Protocol Flags
) ) ) ) Filter

12 matched log entries. Max({50)

Act Time If Source Destination Proto
(%] May 16 21:13:41 | GIN_PUBLIC O 4 123.242.2.3:49167 O 4 192.163.1.3: 1000 TCP:5
(%] May 16 21:13:41 | GIN_PUBLIC O 4123.242.2.3:49165 O '+ 192.163.1.3:1000 TOP:S
(%] May 15 21:13:39 | GIN_PUBLIC O 4 123.242.2.3:49167 O 4 192.153.1.3: 1000 TCP:5EC
(%] May 16 21:13:39 | GIN_PUBLIC O 4 123.242.2.3:49165 O 4 192.153.1.3: 1000 TCP:SEC
(%] May 16 21:13:38 | GIN_PUBLIC O 4 123.242.2.3:49167 O 4 192.163.1.3: 1000 TCP:S5EC
%] May 16 21:13:38 | GIN_PUBLIC O 4 123.242.2.3:99188 O 4 192.168.1.3: 1000 TCP:SEC
(%] May 16 21:02:09 | GIN_PUBLIC O 4 123.242.2.3:56170 O 3 192.163.1.3:3389 LopP
(%] May 16 21:02:09 | GIN_PUBLIC O 4 123.242,2.3:56169 © 4 192.153.1.3:3389 LopP
(%] May 16 21:02:06 | GIN_PUBLIC O 4 123.242.2.3:56169 O 4 192.163.1.3:3389 LoF
%] May 16 21:02:06 | GIN_PUBLIC O 4 123.242.2.3:55170 O+ 192.165.1.3:3389 UDP
B May 16 21:02:04 | GIM_PUBLIC O 4 123.242.2.3:56170 O (3 192.153.1.3:3389 LopP
B May 16 21:02:04 | GIN_PUBLIC O 4 123.242.2.3:56169 O '+ 192.153.1.3:3389 LGP

Clear log

TCP Flags: F -FIN, 5 - 5¥YN, A or . - ACK, R -RST, P - PSH, U - URG, E -ECE, W - CWR
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N3 189w pfSense 11l Reverse Proxy

- N\
_,J'II @ pfSenselocaldomain - Stat... % Il'h_+

€ & hitps://172.17.12.151:8443/index.php

~Systern ¢ Interfaces  » Frewall  » Services  » VPN
Advanced
Cert Manager
Firmware
General 5
High
Logout
Packages

,— 2. localdomain

2-RELEASE (amds4)
Setup Wizard on Mon Apr 13 20:10:22 COT 2015
eBSD 10, 1-RELEASE-p9

Routing

User Manar 2r

btaining update status ...

=)

Package Manager

CUET RN 5T RS Installed Packages

Hame ‘ Category ‘ Version Description

There are no packages currently installed.

G-CERT
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System: Package Manager

Avalabe Packages

L) :+~twork Management | Security | Services | system [ other Categories.

Name LMoY

Apache with
mod_security-dev

Metwork ManzTweent

Apcupsd Services

arping Services

squid3 Metwork

Status

ALPHA
.43
creNgrm: 2.2

BETA
apcupsd-
3.14.12_1pkg
vl 3.0
platform: 2.2
2.2.999

Stable
1.1
platform: 2.2

Description

ModSecurity is a web application firewall that can work either embedded or as

a reverse proxy.

It provides protection from a range of attadks against web applications and
gllows for HTTP traffic menitoring, logaging and real-time analysis.

In addition this package allows URL forwarding which can be convenient for uﬂ
1.>=ting multiple websites behind pfSense using 1 IP address,

Backu,. vour location config before uwpdating from 0.2.x to 0.3
package ve, “om.

Package info
Set of programs for controlling APC Uks.

Mo package info, chedk the forum ug

Broadcasts a who-has ARF packet on the network and prints answers.

w

Package info

beta
0.2.8
platform: 2.2

¢ cache,
erver with its capabilities of actingas ahv P /

High performance web pro;

It combines squid as a pr
HTTPS reverse proxy.

It indudes an Exchange-Web-Access (OWA) Assistant, ss| filtering and uﬂ
antivirus integration via i-cap

Package info

e-Government Agency
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System: Package Manager: Install Package

Package Installer

Package: squid3 will be installed.

: 3
Please confirm the action. ncel

System: Package Manager: Install Package

Package Installer

A — J

In=stalling =quid3 and its dependencies.

Beginning package installation for squid3 .

Downloading package configuration file... done.

Saving updated package information... done.

Downloading =squidd and its dependencies...

Checking for package installation...

Downloading https://files.pfsense.org/packages/10/A11/squid-3.4.10 2-amdé4.pbi
. 29%

EGA
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System: Package Manager: Install Package

package Instaler

Beginnin

—

s2gquid3 installation completed.

ation for squid3

Downloading package configuration file... done.

Saving updated package information... done.

Downloading sqgquid3 and its dependencies. ..

Checking for package installation...

Downloading https://files.pfsen=ze.org/packages/10/A11/5quid-3.4.10 2-amd64.pbi

([extracting)
Loading package configuration... done.
Configuring package components...
Loading package configuration... done.
ABdditional file=... done.

Loading package instructions...
Custom commands. ..

Executing custom php install command(}...done.

Executing custom php resync config command()...done.

Menu items=s... done.

Integrated Tabk item=... done.

Services... done.

Writing configuration... done.

Installation completed. Please check to make sure that the package is

configured from the respective menu then start the package.

e-Government Agency
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_F_,J'F @ fw_Aegaorth - Status: Da.. ® "-.Ik+

€ | & hitps://172.17.12.151:8843 index.php

- System F Inierfzces F Firewall

‘ Advanced

Firmware

General Setup
High Awail. Sync
Logout

Packages

Routing

Setup Wizard on Mon Apr 13 20:
eB50 10.1-RELEASE

User Manager
Btaining update statu:

Admin Acces

NOTENThe options on this page are intended for use by advanced users only,

webCon Sigurator
Pratocol (JHTTP @) HrTRS
S5L Cerﬁﬁmtv.\ webConfigurator default (555203ab312bf)

TCP Dﬂrt Fm. 84473

Enter a custom port number for the webConfigurator above if you want to override the default (80 for HTTFP, 443 for
HTTPS). Changes will take effect immediately after save.,

Max Processes F\ 7

Enter the number of webConfigurator processes you want to run. This defaults to 2. Increasing this will allow more

A .
La a ﬂ Dlsable - users/browsers to access the GUI concurrently.
W X Disable webConfigurator redirect rule

When this is unchedked, access to the webConfigurator is always permitted even on pert 80, regardless of the listening
port configured. Chedk this box to disable this automatically added redirect rule.

|
G-CERT
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£ fo_A th - Status: D x.\' +
v @ fw_A.ega.orth - Status: Da... \

€ | & hitps://172.17.12.151:8843 index.php

= System  r Interfaces  » Firewal

General Setup
High Awail. Sync
Logout

Packages

=)

MOTE: The options on this page are intended for use by advanced users only.

Tunable Name | Description

net.pfsync.carp_demotion_factor pfeync's CARP demotion factor adjustment

EGA N2
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St Tt

Edit system tunable

net.inet.ip.portrange.reservedhigh

- @ 0 (taveud)

Tunable

Description

System: Advanced: System Tunables 2

“ The firewall tunables have changed. You must apply the configuration to take affect. Apply changes

System Tunables

MOTE: The options on this page are intended for use by advanced users only.

Tunable Name Description Value @
net.inet.ip.portrange.reservedhigh o hé@

GC-CERT

EGA N2

e-Government Agency 64



U

N13M3IA1 Reverse Proxy

| & fuw_A.ega.orth - Status: Da... % Ik+

6 =1 https://172.17.12.151:8443index.php

» Systern  k Interfaces  » Firewall services  » VPN » Status

ortal

Status: Dashboard
Ev
System Information

fw_A.ega.or.th

2.2.2-RELEASE (zmds
built on Mon Apr 13 20: Jli(e
FreeB5D 10, 1-RELEASE

yarder

Obtaining update statug@Syys]

Platform pfSense

Intel(R) ¥eon(R)2F
Current: 333

¢ eR
1S B R A -

CPU Type

¥
ﬂ

Uptime 00 Hour 14 Minut®

Current
date/ time

DNS 127.0.0.1
server(s) 10.10.44. 14

SatMay 16 23:06:30 1J

Reverse Proxy server: General DRERAJR

OO, crvers | Happings | Redects | Real tme | Sync |

Squid Reverse proxy General Settings

Reverse Proxy interface LAM A
GIM PRIVATE

GIM PUEBLIC
The interface(s) the reverse-proxy server will bind to.

U=zer-defined reverse-proxy R

IPs
Sguid will additionally bind to this user-defined IPs for reverse-proxy operation. Useful for virtual IPs such as CARP.
Separate by semi-colons ().

e SXLE N LD ey [, voww.srVEr-3.G0.
www.server-a.go.th S N go.th

The external full-gualified-domain-name of the WAN address.

Reset TCP connections if

request is unauthorized If this field is checked, the reverse-proxy will reset the TCP connection if the request is unauthorized.

G-CERT
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N13M3IA1 Reverse Proxy

Squid Reverse HTTP Settings

Enable HTTP reverse
mode

reverse HTTF port

reverse HTTP default site

If this field is checked, the proxy-server will act in HTTP reverse mode,
(fou have to add a rule with destination "WAN-address™)

a0
This is the port the HTTP reverse-proxy will listen on. {leave empty to use &0)

r\‘wm.sewer—a.gu.th <

This is the HTTP reverse default site, (eave empty to use the external fodn)

Squid Reverse HTTPS Settings

Enable HTTPS reverse
proxy

reverse HTTPS port

reverse HTTPS default site

reverse 551 certificate

intermediate CA certificate
(if needed)

Ignore internal Certificate
validation

If this field is checked, the proxy-server will actin HTTPS reverse mode,
(You have to add a rule with destination “WAN-address™)

443

This is the port the HTTPS reverse-proxy wil listen on. (leave empty to use 443)

N

This is the HTTPS reverse default site. (leave empty to use the external fodn)

webConfigurator defauk (555203ab31305) .,
Choose the S5L Server Certificate here.

Paste a signed certificate in ¥, 509 PEM format here.

If this field is checked, internal certificate validation will be ignored.

Save

Www.server-a.go.th

e-Government Agency
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Reverse Proxy server: Peers DEGFEUP
| EERPER Happings [ Redirects | Real time | Sync |
Status Alias Ip address Port Protocol Description
-+
Reverse Proxy server: Peers: Edit DRAGAZID

R .., o | eirecis | Rcaiime | symc)

— server-a.go.th

Enable this peer
If this field is checked, then this peer will be available :
Peer Alias r\ server-a.go.th

Mame to identify this peer on squid reverse conf
example: HOST1

R s — 192.168.1.3
p Address of this peer. dl gﬂl A
(IP 283La784 Server 1A3a34334)

example: 192.168.0.1

Peer Port r\ a0
Listening port of this peer.
example: &0

Peer Protocol HTTP .

Protocol listening on this peer port.

Peer Description r\

Peer Description {optional)

30
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Reverse Proxy server: Mappings DEGRAUR
VPN Redirects | Real time | Sync

Status

Group Hame Peers Description

&

Reverse Proxy server: Mappings: Edit CEREERAUJUR
. | e tme | e

Squid Reverse Peer Mappings

Enable this LRI

Group name

Group Description

Peers

URIs

e-Government Agency

If this field is checked, then this URI{Uniform Resource Mame) will be available for reverse config.

I-\‘ server-a.go.th <

Mame to identify this URI on sguid reverse conf
example: LURI1

N

IIRI Group Description {optional)

server-a.0o0.th

Apply this Group Mappings to selected Peers
Ilse CTRL + dick to select.

Url regex to match

Samples: .mydomain.com .mydomain.com/test
wwrw.mydomain.com http:f fvrena.mydomain.com/ “http:/ fvnenas.mydomain.com/.* %

r\‘.sewer-a.gn.th e ——— L:g
=

URI to publish

Save Cancel

server-a.go.th

.server-a.go.th

o~
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Reverse Proxy

Reverse Proxy server: Mappings

MY, cci ) ea time | sync)

Status Group Name Peers

on server-a.go.th server-a.go.th

Status: Services

squid has been restarted.

@EFEJR

Description

Description

Service
apinger Gateway Monitoring Daemon
c-icap Icap inteface for squid and damav integration
clamd Clamav Antivirus
ntpd MTP dodk sync
squid Proxy server Service
unbound DMS Resolver

el
w

Status
@ Running Eﬂ@uﬂtﬁ
M Stopped @
® Stopped @

3 Running Eﬂ@uﬂtﬂ
3 Running Eﬂ@uﬂtﬁ
3 Running E"‘;j @ uﬂ tﬁ

E

e-Government Agency
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d__},."f @@ fw_A.ega.orth - Status: Ser...

x O

€ | @ https://172.17.12.151:8443 /status_services.php?mode=restartservice service=squid

WOLW T T b Systern  » Interfaces  » Frewall  ~Services  » VPN » Status

Status: Services

Captive Portal
DHCP Relay

Service
apinger Gateway Moni
c-icap Icap inteface f]
clamd Clamay Antivirggeitispa et
ntpd MTP dock synciEe=l=r: =1 =4
squid Proocy server SEk
unbound DS Resplee

Logging Settings

Proxy server

rse Proxy

UPNP & NAT-PMP

Wake on LAM

Enabled

logging This will enable the access log. Don't switch this on if you don't have much disk space left.
Log store . [var/squid/logs

e tore [\u/var/squid/log

The directory where the log will be stored (note: do not end with a [ mark)

EGA

[ e-Government Agency |

Save
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Proxy server: General settings

(=2 "' Remote Cache | Local Cache mm Authentication m

Status: Services

squid has been restarted.

Service Description Status
apinger Gateway Monitoring Daemon @ Running
cHcap Icap inteface for squid and damav integration
damd Clamav Antivirus
ntpd MTP dodk sync 3 Running
squid Proxy server Service @ Running
unbound DMS Resolver 3 Running

Real tiw &

E@HEU
&

&
GELaU
EPaU
E@U

EGA
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4 n
| & fuw_A.ega.orth - Status: Da... % Ik+

6 a8 https://172.17.12.151:8443index.php

» Systern  k Interfaces  » Firewall Services  » VPN » Status

Status: Dashboard
@

System Information

Platform pfSense

Intel(R) ¥eon (B+-EPTTRY

CPU Type

Uptime
Current
date/ time

DNS 127.0.0.1
server(s) 10.10.44. 14

SatMay 16 23:06:30 10

Status: Proxy Monitor DEEFEIR

 Gepera | Web Severs | appings nehitme. (20

Max lines: 10 lines o,
Max, lines to be displayed.

String filter: 7

Enter a grep like string/pattern to filterlog.
eg. username, ip addr, url.
Use I to invert the sense of matching, to select non-matching lines.

Date P Status Address User Destination

16.05.2015 22:54:35 123.242.2.3 TCP_MISS 404 http: fjserver-a.go. thffavicon.ico - 192.168.1.3

16,05,2015 22:54:35 123.242.2.3 TCP_MISS 200 http: f/server-a.go.th/ - 192,168.1.3

16.05.2015 22:53:57 123.242.2.3 TCP_MISS 404 http: ffvww . server-a.go. thffavicon.ico - 192.168.1.3

16.05.2015 22:53:53 123.242.2.3 TCP_MISS 404 http: ffwwew . server-a.go. thffavicon.ico - 192.168.1.3 G- CERT
16.05.2015 22:53:53 123.242.2.3 TCP_MISS 200 http: ffwswew  server-a.go. thf - 192.168.1.3 "EGA
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