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There are six ratings in film classification. They are:

° G - General

° PG - Parental Guidance

* PG13 - Parental Guidance for Children below 13

* NC16 - No Children below 16 years of age

° M18 - Mature 18, for persons 18 years and above
° R21 - Restricted to persons 21 years and above
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Information Classification

Information Classification Definitions

The following table provides a summary of the information classification levels that have been
adopted by LSE and which underpin the 8 principles of information security defined in the
Information Security Policy (Section 3.1). These classification levels explicitly incorporate the
Data Protection Act's (DFA) definitions of Personal Data and Sensitive Personal Data, as laid
out in LSE’s Data Protection Policy, and are designed to cover both primary and secondary
research data.

1. Confidential

‘Confidential’ information has significant value for LSE, and unauthorized disclosure
or dissemination could result in severe financial or reputational damage to LSE,
including fines of up to £500,000 from the Information Commissioner's Office, the
revocation of research contracts and the failure to win future research bids. Data that
is defined by the Data Protection Act as Sensitive Personal Data falls into this
category. Only those who need explicitly need access must be granted it, and only to
the least degree in order to do their work (the ‘need to know’ and ‘least privilege’
principles). When held outside LSE, on mobile devices such as laptops, tablets or
phones, or in transit, ‘Confidential’ information must be protected behind an explicit
logon and by AES 256-bit encryption at the device, drive or file level.
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logon and by AES 256-bit encryption at the device, drive or file level. A

2. Restricted

‘Restricted’ information is subject to controls on access, such as only allowing valid
logons from a small group of staff. ‘Restricted’ information must be held in such a
manner that prevents unauthorised access i.e. on a system that requires a valid and
appropriate user to log in before access is granted. Information defined as Personal
Data by the Data Protection Act falls into this category. Disclosure or dissemination of
this information is not intended, and may incur some negative publicity, but is unlikely
to cause severe financial or reputational damage to LSE. Note that under the Data
Protection Act large datasets (>1000 records) of ‘Restricted’ information may become
classified as Confidential, thereby requiring a higher level of access control.

3. Internal Use
‘Internal use’ information can be disclosed or disseminated by its owner to
appropriate members of LSE, parthers and other individuals, as appropriate by
information owners without any restrictions on content or time of publication.

4. Public
‘Public’ information can be disclosed or disseminated without any restrictions on
content, audience or time of publication. Disclosure or dissemination of the
information must not violate any applicable laws or regulations, such as privacy rules.
Modification must be restricted to individuals who have been explicitly approved by
information owners to modify that information, and who have successfully
authenticated themselves to the appropriate computer system.
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Planning Unit (M AMPLUD

Level 6, Block B2, Prime Minister's Depatment Complex
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B2502 Putrajaya
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MALAYSIAN FPUBLIC SECTOR

Authar: Il &hi PLI

Perpustakaan Megara Malaysia Cataloguingdn ublication Data
MANAGEMENT P : g 2
Javwatankuaza Standard Keselamatan 1T Kerajaan
Malaysian public sector management of information &
OF communication technology security handbook [ [Jawatankuasa
Standard Keselamatan IT Kerajaan)].
ISBMW 9583-9327-16-2
1. Computer security-Malaysia-Handbooks, manuals, etc.
INFORMATION & COMMUNICATIONS 2. Data protection-Malaysia-Handbook s, manuals, etc.
3. Administrative agendes-Data proceszing-Security measures-
Malaysa-Handbooks, manuals, etc.
TECHMOLOGY 4. Administrative agendes-Communication systems-Security
measures-Malaysia-Handbooks, manuals, etc.
3. Infarmation technology-Security measures-Handbook s,
manuals, etc. |. Title.

SECURITY HANDEOOK 35237909595

Al rights ressrved: Mo part of this documentation may be
reproduced or processed, copied,

(MFM lS]I distributed by a retrieval system
in any farm (print, photocopies,
ot any other means) without prior
written consent of MAMPLU.

M AMPU reserves the right to modify
or supplement the documentation at any W
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3.2 Roles and Responsibilities
Management involvement is critical to 1ICT security. Capital
expenditures alone cannat accomplizh security. Management
concern and efiort are needed to plan, guide, motivate, and
control an effective ICT security programme viathe formation
Chapter 3 BASIC OPERAT|ONS of ICT Security forum . & balanced programme, with proper
concern for practicality and human valugs, will enhance the
overall effectiveness of the information processing function.
This chapter dizcusses To implement effective Public Sedor ICT Security will reguire
fundamental operational grong commitment from the wvarious level of organisstions £ 321 Head of Dapartment
Gampenerts within the government. 1CT security as a programme g8
E”CDVI"'F?SSESE';'“F’E_ spedrlL_Jm D_TSE{DFIDS such asttECh”':'“:'gY- Q Foles of Head of Heasds of Department are owners of Public Sector ICT assets and are
gﬁgpn?éaQipefiaﬂﬂl?ﬁltgtgﬁ% gafen;f:?dgfhn-:gnulviﬁ?ne:f;z e [ partment accountable for their safekeeping and protection. Eszentially, the Head of
. ; P . ' Departtnent should reslize the impotance of Public Sector ICT Security
information and communications systems. This chapter betore it iz imal ted the enti izt The Head of D dtment
explains some fundamental operational com ponents of ICT security that should etore It 12 Implemented SCross Ihe entire anyanizallon. The Read of Lepartme
be imparted to public sector employees. Major aress include information nesds to be responsible for and supportive of ICT security programmes,
daszsification, roles and responsibilities, human factars, electronic facilities, promote compliance to standards, procedures and guidelines, and align P ublic
document management, forage management, contingencies, incident handling Sector ICT Security requirements to the departm ent's missions and ohjectives.
and physical and ensironmental protection. In addition, the Head of Department should ensure adequate resources,
bath finandal and personnel, are available for the programmes.
3.1 Information Classification The roles and responsibilties of the Head of Department incude:
4 classifications of ofical  Official matters are graded into four dassification=s i .e. Rahsia Basar, Rahsia, {g) ensure all users including government employees, wendors and
matters—Fahsia Besar, Suiit and Tarhad as stipulated in the Arahan Kesafamatan, caortractors understand the need for Public Sector [CT Security policy,
Fahsia, Sulit and Terhad standards and guidelines;
Information content created digitally follow similar classification. However ) )
the protection of digital information requires different handling needs when (k) ensure sl us,ars including F—’“"Emmem em plu:u?.-ees, .mendnrs and
compared to paper-based information such as encryption, colour coding, contractors abide by the Public Sector ICT Security poliey, standards
lakelling, precaution against piggybacking and electronic eavesdropping e.q. and gwdellne_s (necessary action must be taken upon non-com pliance
tempest (Refer to Takle 3.1 and Figure 3.1). of any sEcurity mesasure);
(z) undertake evaluation of risk and security programmes based on the
Public Sector 1ICT Security policy, standards and guidelines;
Moda Convantional Digital {d) develop an Adherence Compliance P lan for the purpose of managing
Media Hard copy Digital Inform ation risk arizing from non-compliance of the Public Sectar ICT Security
Handling Az per Arahan Handling protection policy, standards and guidelines; and
Keaselamatan (A= per Figure 3.1] o) report to MAMPU and other relevant authorities as reguired under
. . e ! . fekanisme Palaporan Inskdaen Kasalamatan Taknoiogl Waklumat dan
Tabie 3.1 Gonventional vs. Digial informaton Handing Komunikasi (1GT) - Pekeliing Am Bil, 17 2007 dated 4 April 2001
the followding: o
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3.1 Information Classification
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4 clagsifications of official Official matters are graded into four classifications i.e. Rahsia Besar, Rahsia,

matters-Rahsia Besar, Sufif and Terhad as stipulated in the Arahan Keselamatan.

Rahsia, Sulit and Terhad
Information content created digitally follow similar classification. Howewver
the protection of digital information requires different handling needs when
compared to paper-based information such as encryption, colour coding,
labelling, precaution against piggybacking and electronic eavesdropping e.g.
tempest (Fefer to Table 3.1 and Figure 3.1).

Mode Conventional Digital
Media Hard copy Oigital Information
Handling A5 per Arahan Handling protection

Keselamafan (As per Figure 3.1)

Table 3.1: Conventional vs. Digital Information Handling

C lassified | Medium Action
Information
Hard disk Encryption
Rahs@a Besar Floppy Colour Coding
gﬁl?tﬁ'a Labelling
Encryption
Tathad | ’P
| Screen Avoid
Tempest and
| Figoybacking
| Transmission Encryption
Comventional | Digital

Figure 3.1. Handling Frotection
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Confidential

(highest, most sensitive)

Restricted
(moderate level of sensitivity)

Public
(low level of sensitivity)

Description

Data which is legally regulated; and data that would
provide access to cenfidential or restricted infermation,

Data which the Data Managers have not decided to
publish or make public; and data protected by
contractual obligations.

Datawhich there isno expectation for privacy or
coenfidentiality.

Legal Requirements

Protection of data is required by law,

Protection of data is at the discretion of the Data
Manager or Data Custodian.

Protection of data is at the discretion of the Data
Manager or Data Custodian.

Reputation Risk

High

Mledium

L oo

Data Access and

Legal, ethical, or other constraints prevent access without
spercific authorization, Data is arcessible ohby to those
individuals desighated with approved aceess and signed

May ke accessed by Clark employees and non-

Mo acress restrictions, Data is availakle for publie

Equipment. ITS approved security measures are also
required if the data is not stored on a Qualified Machine,
Storage of credit card data on any Computing Equipment
is prohikited,

information, If appropriate level of protection is not
knowen, eheck with Information Security Officer before
storing Restricted data unencrypted,

employees who have a business “need toknow” arrcess,
Control nen-diselesure agreements; and typically on a business Ry
“need to know” basis,
Transmission of Confidential data threugh any non-Clark Transmission of Restricted dat.a through an*..f wireless
. - network, and any non-Clark wired network is strongly L . )
network or Clark gue st network is prohibited [e.g. ) ) 7 Mo other protection is required for puklic
Transmission Internet). Transmission through any electronic discouraged. Where necessary, use of the University’s information: however, care should abways be taken
o . & : VPN is required. Transmission through any electronic i’ o . .
messaging system [e-mail, instant messaging, text ) . ) te use all University infermation appropriately,
S . messaging system [(e-mail, instant messaging, text
messaging] is also prohibited, ) . )
messaging), is also strongly discouraged.
storage of Confidential data is prohibited on unautherized
Qualified Machines and Computing Equipment unless Leve| of required protection of Restricted data is
approved by the Infmfma'.clon SEFLI Pty Dfﬂcelr. If appmv.ed, either pursuant to Clark policy or ?t the diseretion of No other protection is required for public
ITS approved encryption is required on moekile Computing the Data Manager or Data Custedian of the . .
Starage information; howewver, care should aklways be taken

te use all University information appropriately,

Daocumented Backup
& Recovery
Procedures

Documented backup and recovery procedurses are
reguired,

Documented backup and recovery procedures are not
necessary, but strongly encouraged.

Dorumented backup and recovery procedures are
not necessary, but strengly enceuraged.

Documented Data

o e e

iru ic rerirernd

S od

Dnrumented dats retentinn

}@_ ™| 2

hF

Dinrmentad data retenting fnlice ic Fadired

Dorumented data retention policy is not required,

SR 6] ] )
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Classification

Public
(dayaiaunsadiawy
aaassala)

PTT Group Internal

use only (2ayavilyd
mMatugn dan. uas
ARULSEN an.vinm)

PTT RTI Internal use
only
(dayai hinatu
danniIouaz
wmaluladi Yan.niniu)

Confidential
(dayadu)

Top Secret
(dayadumiaa)

Sensitivity
Level

Open or unclassified

Low

Moderate

High

Critical

Definition

Public information is
information that can be
disclosed to anyone
without violating an
individual’s right to
privacy. Knowledge of
this information does not
expose the corporation
to financial loss,
embarrassment, or
jeopardize the security of
assets.

PTT Internal use only
information is
information that, due to
technical or business
sensitivity, is limited to
employees and
contractor who work
outside PTT RTIand in
the PTT Group. Itis
intended for use only
within the corporation.
Unauthorized disclosure,
compromise, or
destruction would not
have a significant impact
on the corporation or its
employees.

PTT RTI Internal use
only information is
information that, due to
technical or business

employees and
contractor who work on-
site PTT RTI. Itis
intended for use only
within the corporation.
Unauthorized disclosure,
compramise, or
destruction would not
have a significant impact
on the corporation or its
employees.

Confidential
information is
information that the
corporation and its
employees have a legal,
requlatory, or social
obligation to protect. It
is intended for use
solely within defined
groups in the
corporation,
Unauthorized
disclosure, compromise,
or..destruction would
adversely impact the
corporation or its
employees.

Top secret
information is the
highest level of
classification,
information whose
unauthorized disclosure,
compromise, or
destruction could result
in severe damage,
provide significant
advantageto a
competitor, or incur
serious financial impact
to the corporation or its
employees. Itis
intended solely for
restricted use within,
the corporation and is
limited to those with an
explicit, predetermined
"need to know.”

Level of security

» File convention to .pdf
only

e Passwords
» Encryption keys

e Passwords
» Encryption keys

e Passwords
» Encryption keys

e Passwords
e Encryption keys

Announced on Jun 01, 2011

6/28/2011

- Confidentiality Level -
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Public
(Fayavianusndawn
gamsrinsla)

PTT Group Internal
use only (ayanly
A Tuudsn daw, uas
NRMUUTHN \Juu.uhu‘u)

PTT RTI Internal
use only
(2rayadi ldanulu
#FNUuIALURS
waTuiad dasnimiu)

Confidential
(2o asiu)

Top Secret
(Fayaduiian)

Level of security

e File convention to .pdf
only

o Passwords
* Encryption keys

¢ Passwords
» Encryption keys

¢ Passwords
¢ Encryption keys

¢ Passwords
* Encryption keys

Right of
accessibilities

Public

Employee and PTT RTI
VP in PTT Group

Employee and PTT RTI
VP in each department

PTT RTI VP

PTT RTI EVP,
Selected PTT RTI VP

Rightof
accessibility
Approved by

PTT RTIVP/ PTTRTI
EVP

PTT RTIVP/ PTT RTI
EVP

PTT RTIVP/ PTT RTI
EVP

PTTRTIVP/ PTT RTI EVP

PTT RTIVP/ PTT RTI
EVP

Right of
accessibility
announced by

PTT RTLEVP

PTT RILEVP

PTT RTI EVP

PTT RTL EVP

PTT RILEVP

Information
Inventory

- RTI Profile and RTI
Capabilities

- sayadmiudacia 4

- fayacauuuLIaLa LI
AMILTIUABUDA
vam,
-ssamnaieaithes dan.
awuwy 56-1(R&D
Section)
-siponaleaithes dan.
s 69-1(R&D
Section)

-PTT Annual Report
(R&D Section)

S UTHHAMSEITEUI TN
TasuAIsHaIOI AN Y
Wuiou eugnsAans
LHRUAGIILASES A U
AoAa AINSEVSN
WANIY

- PTT RTI Newslettar

- etc,

- SayacauuLLIaLA
A maowmo
dan,
sSueunsEay
nnlerananatoiindan
mgranisiy
awnlstanal
AsTacsvulssana uae
usuaw Work Program
Usyanll
wndadadadlsand

- unuARdairoAsHaet
SIATAY 2 Anm MRy
Snaadeidinaiu
15 dnanm
AsaudasIATAILR
SCOpe TUWHATTULAL
contract5 1
Minute PTT R&T Group
Committes

- SIDITUATIIALVIN
PA/KPI

- etc,

- PTT RTI Roadmap
and Positioning of each
department

- PTTRTISTSY

= MinutaPTTRTIMC

- Minute PTT RTI Project

- RTI Weekly News

- UMl Y
dsyi@auzaminmiy

- Report, Presentation
File #ldiaw: T .

- Work Instruction

- Environmental Sharing
Database

- Software Program
(limited user)

- Budget Planning and
Reporting

- etc,

- WP/IO Monthly Progress
Report
5-Year RTI BU Plan
SudTuRamMsUiuE TN
Usr3Rau

- Data and Information of
Research Project

- Data and Information of
Commercial Test
[Licensing/Implementati
on Application

- Data and Information of
Orniginal Equipment
Manufacturer Approval
Data and Information of
Third Party Certified

- PTT RTI Testing Service
for Customer within PTT
Group

- etc,

- Product Formula

- Recipe

- In-house Procedure

- Know-how

- Lab Book

- sayamAm o tuds
Iiouatssna 1u M&A
deals

- Product Drawing

- Product Prototype

- Designated Top Secret
Resesarch Reportor
Document

- etcl]

- Confidentiality Level -




