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Apache Harden

[47152fF7f] B WCN.Role.PathMunge 173] In parse_ur - user r S ccess to 'vx-garci co.uk', 'lang-en-GB/config-jail/channel-1/system-51/brand-2/u:
bf4d27c ad84-u1d—4, dtﬁ; rec ile/map_update/1*
c 20 15:41:01 2012] [notice] e/ 16 (Debian) mod perl/2.0.4 Perl/v5.10.1 configured -- resuming normal operations
[47152f7f] [2012/12/20 15:41 WCN.Role.PathMunge 7471 c->set_system: 51 (1)
[47152Ff7f] [2012/12/20 15 4 l .DBIC 388] Going to set system database to system '51', jail '1'
[47152f7f] [2012/12/20 15:41 B \ .Role.PathMunge 718] Setting brand to be '2'
[DEBUG] [47152f7f] [2012/12/20 15: B \ ole.PathMunge 791] Set current_language to 'en-GB'
[DEBUG] [47152f7f] [2012/12/20 15:41:01 2] [\ -Re .Pa ge 319] Cookie for 'recruiter' => '97a096228f7b2bdfa454194513879815e6987112
*** Request Params (4) ***

**% |ploads (@) ***

[DEBUG] [47152f7f] [2012/12/20 15:41: WCN. e.Session 142] User's session id is '97a096228f7b2bdfa454194513879815e6987112', on server '0'
[DEBUG] [47152f7f] [2012/12/20 WCN . mtr:l 233] Going to _cache_role profile_rules for recruiter '1', role profile '20°

[DEBUG] [47152f7f] [2012/12/20 6 . .Root 64]

[INFO] [47152f7f] [2012/12/20 15:41: 0 g oot 6 rre ( s T s/recruiter/profile/map_update/1' from '192.168.146.46"
[DEBUG] [47152f7f] [2012/12/20 15:41:01 10

[DEBUG] [47152f7f] [2012/12/20

[DEBUG] [47152f7f] [2012/12/28 1

[DEBUG] [47152f7f] [2012/12/20 \ { g ser ‘Wi HHETS er=HASH(0x7f9p16810610) ' (id: 1) logged in

[DEBUG] [47152f7f] [2012/12/20 15:41:01 11 [WCN.Cc ¢ P 9501 v llght\ for recruiter 'l' to path 'ats/recruiter/profile/map_update/1'
[WARN] [47152f7f] [2012/12/20 15:41:01 371 [\ . Ce ¢ ) s r dc not have access to path /ats/recruiter/profile/map_update - ESS DENIED

d ethod

a body, so will not render any template:

[DEBUG] [47152f7f] [2012/12/20 15:41:01 1] [} . Ct ¢ r.Root 324] **** enter root controller's end(
[INFO] [47152f7f] [2012/12/20 15:41 0 ntroller.Root 339] Have already set status (403) and s

)
e
[DEBUG] [47152f7f] [2012/12/20 15:41:081 0] [\ .Controller.Root 376] Set Content-Length header => '1' by

I
te
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Apache Harden e /_\_ EGA

NNNNNNNN

W Disable WebDAV Modules
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D-2013 19:40
0-Sep-2013 19:36

A

httpd.conf

Apachef2 2 22 2.14 Port 80

¥

##LoadModule dav_module modules/mod_dav.so
##loadModule dav_fs_module modules/mod_dav_fs.so

http://httpd.apache.org/docs/2.4/mod/mod_dav.html
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"~ — Disable Status Module
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m 1 n apr.apache.org 29572 53 GET fdocsfapr-utilftrunk fapr__strmatch_gh.html HTTP/ 1.0
archive . apache.org 1845 _ 61 GET fdist/tomecat/tomcat-3f archive fv3 2.1 fbin/win32 fid86 /7C=D;0=
20257 W 366 GET fdistfxml/batik fbatik-1.5betad. zip HTTR 1.0

5643 K 2  GET/HTTR/L.1
5643 95 GET fdist/james/server/binaries fjames-2.3.0.zip HTTPf1.1
295872 C i) GET /distftomcat/tomecat-4 archive/wd 0, 1/Din/linux A 386/ TC=M; D=
1845 W 39 GET fdistfjamesfserverfbinaries fjames-2.3.0.zip HTTPf1.1
1845 _ 36 GET fonats /6760 HTTR/1.0
s bugs.apache.org 29572 _ 10 GET /robots. =t HTTR/1.0
cocaon.apache arg 5643 K 2 GET Jskinyimages/page.qif HTTRM.1
1845 W 0 GET /mirrar.cgiiPreferred=http:/ /e aoint.netfspache HTTR1.1
29572 _ 45 GET f2.1fapidocsforgfapache fcocoonfwoody facting fpackage-tree ht
1845 K 2 GET /skinfimages/chapter.gif HTTR/1.1
M 1iB45 _ 22 GET f2.1fchanges.rss HTTP/S1.1
29572 _ 34 GET f2.1fapidocsforgfapache/cocoon/componentsflanguage fmarkup /L
I excabbur.spache.org 1845 K L] GET frabots bxk HTTR1.1
onm s bk Frrest.apache.org 5643 _ 107 GET fdecs_0_80/build html HTTP /1.1
geronimo apache .org 29572 _ 66 GET fimages/menu_bgstretch_1x22.gif HTTPS1.1
._.M 1845 _ 43 GET fmavenfserver/maven-plugins fecar-maven-pluginfissue-tracking
| K harmony.apache.org 29572 74 GET fsite.css HTTPSL.1

httpd.conf

L##LoadModule status_module modules/mod_status.so

http://httpd.apache.org/docs/2.4/mod/mod status.html



http://httpd.apache.org/docs/2.4/mod/mod_status.html
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S~ RS
M Disable Autoindex Module

©)aurora | 21 /autoindex/ |+
LIS aukoindex Download

Name v Size Date Type

ait 28 Jan 2013 12:12 am directory
themes 27 Jan 2013 03:37 pm directory
D tmp 27 Jan 2013 03:34pm directory
D vendor 27 Jan 2013 12:12 am directory
=] Jgitignore 35.0B 26 Jan 2013 10:47 pm text/plain
=]l COMpOserjson 604.0B 27 Jan 2013 05:26 am text/plain
= composer.lock 12.0kB 27 Jan 2013 05:29 am text/plain
(€] config.php 1.2 kB 27 Jan 2013 08:04 pm text/x-php
€] config.php.default 1.2kB 27 Jan 2013 08:03pm text/x-php
€] index.php 3.1kB 27 Jan 2013 08:23pm text/x-php
=¥ screenshot.png 78.9kB 28 Jan 2013 01:24 am image/png
| | xreadme.dcy 1.1kB 28 Jan 2013 01:26 am text/plain

httpd.conf

b## LoadModule autoindex_module modules/mod_autoindex.so

http://httpd.apache.org/docs/2.4/mod/mod_autoindex.html
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Y@= Disable Proxy Modules
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@ context.Request /\ @ request /\
NS NS
0 0
X > NS
= | S S
@ context.Response A @ response :
Naicatesr Reverse Remote
9 Proxy Server
httpd.conf

L##Load Module proxy _module modules/mod_proxy.so

##LoadModule proxy_connect_module modules/mod_proxy_connect.so
##LoadModule proxy_ftp_module modules/mod_proxy_ ftp.so

http://httpd.apache.org/docs/2.4/mod/mod_autoindex.html
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W= Djsable User Directories Modules(~)
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http://example.com/~ralph/ might access a public_html sub-directory of ralph
user's home directory.

The directive UserDir ./ might map /~root to the root directory (/).

httpd.conf

L##LoadModuIe userdir_module modules/mod_userdir.so

http://httpd.apache.org/docs/2.4/mod/mod_userdir.html
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Disable Info Module

http://your.host.example.com/server-info

IA]
| N + =
Apache Server Information
Subpages:
Configuration Files, Server Settings, Module List, Active Hooks
Sections:
Server Settings, Startup Hooks, Reguest Hooks
Loaded Modules:
mod ssl.e, mod python.c, mod proxy ajp.c, mod phpS.c, mod perl.c, mod fogid.c,
wod version.c, wod egi.c, mod mem cache.e, mod file cache.c, mod disk cache.o,
mod suexec.c, mod cache.c, mod proxy comnect.c, mod proxy http.c, mod proxy ftp.c,
mod_proxy balancer.c, mod proxy.c, mod rewrite.c, mod alias.c, mod userdir.c,
mod speling.c, mod actions.c, wmod dir.c, wmod negotistion.c, mod vhost aliss.e,
mod dav fs.c, mod info.c, mod autoindex.c, mod status.c, mod dav.c, mod mime.c,
wod setenvif.c, wmod ussrtrack.c, mod headers.c, mod deflate.c, mod expires.c,
mod mime wagic.c, mod ext filter.c, mod env.c, wod logio.c, mod log config.c,
mod_include.c, mod authnz ldap.c, util ldap.c, wod suths default.c,
mod suthz dbm.c, mod suthz groupfile.c, mod suthz owner.c, mod suthz user.c,
mod authz host.c, mod authn default.c, mod authn dbw.c, wod authn anon.c,
wod suthn alias.c, mod authn file.o, mod auth digest.c, wod auth basic.c, mod so.c,
http core.c, prefork.c, core.c
1 . 1 .
Server Settings
Server Version: Apache/2.2.19 (Unix) DAV/2 mod fcgid/2.3.6
mod_pytheon/3.2.8 Python/2.4.3 mod_s=1/2.2.19 OpenSSL/0.9.8f
mod_perl/2.0.4 Perl/v5.8.8
Server Built: JTul 20 2011 10:24:27
Server loaded AFR Version: 1.2.7
Compiled with APR Version: 1.2.7
Server loaded APU Version: 1.2.7
Compiled with APU Version: 1.2.7
Module Magic Nunbher: 20051115:25
Hostname/port: www. 1landihelp.com
Tuneouts: connection: 120 keep-alive: 15
MPM Name: prefork
htt d f MPM Information: Max Dacmons: 256 Threaded: no Forked: yes
p . CO n Server Architecture: 64-bir
Server Root: /etc/httpd [...]

L##LoadModuIe info_module modules/mod_info.so

http://httpd.apache.org/docs/2.4/mod/mod_info.html
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.htaccess

.htaccess

/.htaccess

/www/.htaccess
/www/htdocs/.htaccess
/www/htdocs/example/.htacces

Custom Directory Index Files
Custom Error Pages
Control access at files & directory level

https://en.wikipedia.org/wiki/Htaccess
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10 Best Practices To Secure and Harden
Your Apache Web Server

APACHE
HTTP SERVER

. Disable Trace HTTP Request
. Run as separate User & Group
. Disable Signature
. Disable Banner
. Restrict Access to a Specific Network or IP
. Use only TLS, Disable SSLv2, SSLv3
. Disable Directory Listing
. Remove unnecessary DSO Modules
. Disable Null and Weak Ciphers
10. Stay Current

OO0 NOUL b WNBR
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Electronic Government Agency (Public Organization)

website : www.ega.or.th
e-mail : helpdesk@ega.or.th
Tel. : (+66) 0 2612 6000
Hotline : (+66) 0 2612 6060

| Thank You Ao




