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Enable the Log Config Module 

http://httpd.apache.org/docs/2.4/mod/mod_log_config.html 
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Disable WebDAV Modules 

http://httpd.apache.org/docs/2.4/mod/mod_dav.html  

httpd.conf  

##LoadModule dav_module modules/mod_dav.so 
##LoadModule dav_fs_module modules/mod_dav_fs.so  
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Disable Status Module  

http://httpd.apache.org/docs/2.4/mod/mod_status.html  

##LoadModule status_module modules/mod_status.so  

httpd.conf  

http://httpd.apache.org/docs/2.4/mod/mod_status.html
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Disable Autoindex Module  

http://httpd.apache.org/docs/2.4/mod/mod_autoindex.html 

## LoadModule autoindex_module modules/mod_autoindex.so  

httpd.conf  



Apache Harden 

Disable Proxy Modules 

http://httpd.apache.org/docs/2.4/mod/mod_autoindex.html 

##LoadModule proxy_module modules/mod_proxy.so  
##LoadModule proxy_connect_module modules/mod_proxy_connect.so 
##LoadModule proxy_ftp_module modules/mod_proxy_ftp.so  

httpd.conf  
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Disable User Directories Modules(~)   

http://httpd.apache.org/docs/2.4/mod/mod_userdir.html  

##LoadModule userdir_module modules/mod_userdir.so  

httpd.conf  

 
 http://example.com/~ralph/ might access a public_html sub-directory of ralph 
user's home directory.  
 
 
The directive UserDir ./ might map /~root to the root directory (/).  
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Disable Info Module  

http://httpd.apache.org/docs/2.4/mod/mod_info.html  

##LoadModule info_module modules/mod_info.so  

httpd.conf  

http://your.host.example.com/server-info  
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.htaccess 

https://en.wikipedia.org/wiki/Htaccess 

Secret Directory 

.htaccess 
/.htaccess 

/www/.htaccess 

/www/htdocs/.htaccess 

/www/htdocs/example/.htacces  

Custom Directory Index Files 
Custom Error Pages 
Control access at files & directory level 
. 
.. 
… 
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10 Best Practices To Secure and Harden 
Your Apache Web Server 

1. Disable Trace HTTP Request 
2. Run as separate User & Group 
3. Disable Signature 
4. Disable Banner 
5. Restrict Access to a Specific Network or IP 
6. Use only TLS, Disable SSLv2, SSLv3 
7. Disable Directory Listing 
8. Remove unnecessary DSO Modules 
9. Disable Null and Weak Ciphers 
10. Stay Current 




