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a ISO/IEC 27001 Annex A

\TI 11 Controls

Security policy

Organization of information security

Asset management

Human resources security

Physical and environmental security
Communications and operations management
Access control

Information systems acquisition, development and
maintenance

Information security incident management
Business continuity management
Compliance
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= ANUUANINTAAINNSUAAUDUGIY security
= ANAFUAUINUAUDINFNAT (Screening)
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= AsUFIRNUTUNUTARAT security
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= Security aavainsai
= NMTAMILRYNIsilaviuuadalnsal
= sruuuazaldnsaigiusguun1svineu
= Mstdusell tavda wasaadus
= N51g9nEalnsal
= nsilavduadnsaildouataiauangrneu
= AsANAnalnsainialinalnsainauuilaln
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= Muausl&aundad (change management)
= LUIKUNTAAINSUARYAAY (Segregation of duties)

= LEAATTUURNIKIUNITWNUY AU WarN1TTUIN1T
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< i 2a9adAn3 (Communications and operations management)

= NNTUFKHITANNNTAT LHLUTANTURIKUI LU
ANeUAAN

= AMnualrniauMauandjifandadinuai

ANRY 13581INIAU

= A9AFAUNNT LU LTANTARI VUL U U N EINY

siinLaua (monitoring)

= 15119 AnNTAstd_aundastunistiiusnis
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< i 2a9adAn3 (Communications and operations management)

= AMTNILLNULAZANTEANIUSEUURTIULNEA

(planning and acceptance)
= ILNUANAINUNDINNS

= JunsnsrIadunaulunisaansussuuiiug unley

= AsilavAuldsunsuliulseaynb

= Juesnsilasiu AAu

= ilavAullsunsuszian mobile code 121u Java

applet, JavaScript, ActiveX, Flash
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< i 2a9adAn3 (Communications and operations management)

= N3&5avdayx (backup)
N ﬁmsa’hsaaLtazmmaaumsahsaaamaaﬁuaua
= 15U5A3a2ne (Network security
management)
= JURTATNLATATINE
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< i 2a9adAn3 (Communications and operations management)

= NFARNITRaTUANAaNA (Media Handling)

= U3MIsARNTRatAlaute’led (Removable

media)
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= dTunaudiifinisinnistianaznelu

= AnuauasnIsilasdunisanfvrayaluda
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< i 2a9adAn3 (Communications and operations management)

= Msuantdasusnsauwna (Exchange)
= fulananasuantldau
= davirdannaslunsuaniddouifluanadnwaldnes
= flunesnisnisindaiuindayaaaniliteuan

» flunasnsaAsRviayanvatRnnIating LU |/

email

= fesnsAAmAutayaLaziunaunI9gsAa
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< i 2a9adAn3 (Communications and operations management)

= NN7&919 security Tu E-commerce

=« Junsn1silaviulu E-commerce t2u A9

l&aunlasiulasinaluldsuauae
= Juesnislunisvingsnssuaaulai

= TdayaiinnugnsadasnIanladuLtaua
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h ANTUTUITAANITEIUANTRARITULAZANTALT U UADILATAUURITRULNE
< i 2a9adAn3 (Communications and operations management)

= N5LEN5¥ N (Monitoring)

Q

« Hunannnisainaaatiallu Log (Audit Logging)
= ATAFauUNT L9 U (Monitoring)

« flavAutayalu Log taulilvignua’la

Q

= 1un Log Anssuaadtinniniae

Q

= HunannnIsaitiafiawala (Fault Logging)

v
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= dunaiusazadasliinsedu (Clock synchronizing)
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4 NMsAIuAuAIsLanEas (Access Control)

“h

= f1aMnuUaNI9g3Na (Business Requirement)

« Jdulaunansuandalluanadneraidnesuasilsuilgy
atiNv&NNLEN

= VKT dvuase 12 (User Access)

s JTUAAUATRINSLTAUNTAIIU LAY 12N THN,

a1aan, LURUAILIAUY
= ARNNTINEN15 T UL
= ARANITURNIU

s NUMUING 42



4 M3AuAuN1sLandy (Access Control)

“h

s AvUAMINAAINNSURAa UUDI K1Y
AaUHTATun s LA RHNU
= 581lavAualnsali Lifiaua
= fularnaaiuauns e nsweduluni L

aaase
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¢ A4 MsAuANNsLndY (Access Control)

di AMuAuNIsLnfdtATang (Network access
control)

Julaunanistadviuiadazing
TN U NI U LI aUaNDIANT
Jnsnguseualnsaluuiadazing
Tn1sAIuAuNNIsLNfInasldIuUNaT6
dnsudsuneniaiaang (segregation in networks)
ﬁmsmmumm‘huﬁamLﬂ’%mhﬂ

TN1TAIUANNITAIRUALRUNIILULATATINE
(Network routing control)
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4 M3AuAuN1sLandy (Access Control)

<
TI. AIUANAITLENAYIsuuU 1IN

= ddumaunsuandeseuu (secure log-on)

TNFAUMAIAU

u
t"n

= UAUWTARNNTITURANU
= MUANNITTHIIUTUSULATULANRR
= 1%N1T "ruatan” aislavnu (session time-out)

= 14015 "BuatIal” ANstdausasEUUTRULNA
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4 NMsAIuAuAIsLanEas (Access Control)

“h

= AMUANNITLANAY Application wazFITRULNA
= NAANTL2AEY
= LEATTUUTITIANUS AU

= MuAualnsaldadITuuLWANILAzATUfiEU
ANAEAUDNDIANT

= Julanamuaunsiadalasainand tau

Notebook, Smart phone, Tablet
= AMUANNITVINIIUANNAaUuan (Teleworking)

46



N1TAAUT NNTWRIUILATNTTUNTITABITEUURTRULNA
(Information systems acquisition, development and

\ﬁrl maintenance)

= INNFATLRLIT UM UUAGIU Security
g1 usTUURTRULNA TN RT UL U U159

NTTUUTITELE?
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N1TAAUT NNTWRIUILATNTTUNTITABITEUURTRULNA
(Information systems acquisition, development and

\ﬁrl maintenance)

= MuAnlnsdszulIana Application iraugn
fiag LUAANRIA
= e9AFaudayatdn (Input validation)
= ATAFaUAayaTalusTnIvnIsUssInana
= ATIAXAUANNATUAIURNYTDIUDIADYAR

= a9ARauayatinaan (Output validation)
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N1TAAUT NNTWRIUILATNTTUNTITABITEUURTRULNA
(Information systems acquisition, development and

\ﬁrl maintenance)

= NsLNIRRauUaYaya (Cryptographic
control)
= HUTaUNENITLNTAR/U

= ANT1AMNTARATNULALNTARR UTiaNa (Key

management)
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N1TAAUT NNTWRIUILATNTTUNTITABITEUURTRULNA
(Information systems acquisition, development and

\T'I maintenance)

= NN7&919 security TWADTWS
= AMUANMTHaGransuITaITTLL
= ilasAudayanldlunisnesay

= AUANNITLATAY source code
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N1TAAUT NNTWRIUILATNTTUNTITABITEUURTRULNA
(Information systems acquisition, development and

\ﬁrl maintenance)

=AD& security TunITWaINTEULLAEANT
VT URUUAUUDUY
= fifunaunisaiuaunIsuAlasEuL

= AN19609AFALNNTVINIIUTLLUNEKRAINNT
aaunlag

= 1danstl&sundasualutansi SN uEe
« flavAutiauad?r’luna (Information leakage)

= HINATNITAILANAITWAI U HANELITINANUUIEIU
ANEUDN
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N1TAAUT NNTWRIUILATNTTUNTITABITEUURTRULNA
(Information systems acquisition, development and

\T'I maintenance)

x NNTUTMWITAANTURI THI TUSNTALISTLLAY

2AaNeILLIT
= JUATNANTAILANINILNATIA

= Uszifiumuen
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NTU3UITIANSUANTAITIA LN ARIAUAINNTUAYLRaASTE
“h wavadrns (Information security incident management)

“h

= FIEVIULUANNTAILRZANAAUA U Security
= ddadnliTanuLanIsalat N N uriien

= 9 UTIn/TNE9IUIABAUNWUNIARINE

= U3sinnisuazliudseualusaimanisaii
Andu
= AVUAMNTLALHSURRAAL
= L3EUTANNLUANITALHIUNTANTUNN T LALOTaNANNS
lunisilaviuluauiae

= IUTUNIANF U 53



ATUIMITANNGatilaslunsaLtiuIuaaYaIRng (Business
“h continuity management)

“h

= U3usANsiaLiliaslunisaiuunaavANS
= AUUANTZUIUNTT LU TURIANTREAALIN
« Uszifiuanudsslunisudrisanusatiiag
= daviueunisafiun1snvinlvigsAacdiusiale
= AU Framework

= NadauLazdsulgounuiluseesy
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4 Malfaeudadiviua (Compliance)

“h

UHiifiaudangniue
= STUARAUUANIY ATNaNIINUUNE
« ilavAunITaia&nauasnineagunvilauan

« UnilavdayauadadfnsnaIRINRINIINH WU

« ilavAudayagiua (Data privacy and protection

of personal information)

= NsilavAunslavualnsaiiainailseasraniialas

lildsuauaqa

= MTlANaINIsINURIUNIRaaAdaIAUNY UL



‘i nsdHieenzaniviua (Compliance)

ﬁrl

 UHiiRenuutTauauasdaismnuanIvnaila
= AMUANTUR ATV AUy UHTR 1N

» aAdaussuulitduldanuiasgrunsadaniivius

MILNALA
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4 Malfaeudadiviua (Compliance)
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= NIeAUsELTIUsTHURITRULNA (Audit)
= syudadIuauazianssulunisasIadseiuiialn
finansenutanignsiagsaa

= NMstlaviunislaiadaviiansiadssidiu (Audit
tools) NAATRnUssRIANIaLALHNEARNRNITATIA

Usziiulaaliulasuauae
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