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Professional Certifications
Certified Information Systems Auditor (CISA), USA
Certified Information Security Manager (CISM), USA
Certified in Risk and Information Systems Control (CRISC), USA
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How do | enable business continuity,
assuming an operational interruption
has already occurred?

Operational
Recovery

What counter- What
measures are exposure
required to requires that |
prevent an transfer risk to
event from an insurance
occurring? underwriter?

Source: Business Continuity Planning and Enterprise Risk Management, John Phelps
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Don’t get caught without a plan

*“wWell, thank God we all made it out In {ime.
--«."Course, now were equally screwed™
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“Maintaining business operations in the event of disruption is

of utmost importance to your business’s profitability.”
Source: BSI Thailand

“Achieving ISO 22301 certification demonstrates our
commitment to providing a reliable high quality service to our
customers. It shows that resources, investment and processes
In place to protect ourselves from potential service disruption

therefore minimizing impact on our customers.”
Derek McManus
CCO and Board BC Champion,
Telefonica UK Limited
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2013 World Catastrophic Events

Winter Storm Christian (St. Jude)— E'OOGS Meteorite impact
Flash floods Europe, 27-30 October urope, Russian Federation,
Canada, 8-9 July 30 May-1 3 June 15 February
Floods o S ) : %ﬂ — Earthquake
Canada, 19-24 June (’ o2 z ‘ez« China, 20 April
- o g}:“ R oot s .
;'t\" b-}?-‘/-"' g ..hl
BN B
3 * * .(-—-yf")
= Hailstorms ' f/* Wity
Germany, . A G
Floods 27-28 July By Typhoon Fitow
Severe storms *TE China, Japan,
USA, 9-16 September v \ 5-9 October
tornadoes o 2o D .
" &.l.:SA- 18-22 May 5 ‘I'.) ¥ Typhoon Haiyan
Severe storms, tornadoes ' ' & : Ea Philippines,
USA. 28-31 May : Lo R & 8—_1.2 November
N ) } Floods -, S F
_Hurricanes Ingrid & -4 India, 14-30 June 272 A\ Floods
Manuel Zj - ' Australia,
Mexico, 12—19 September 21-31 January

880

Earthquake (series) L )
Loss events Pakistan, 24-28 September . .
. Heat wave
India, Apnil—-June

o Natural catastrophes ® Geophysical events ®
(earthquake, tsunami, volcanic activity)
O Selection of significant @ Meteorological events ]

Natural catastrophes (storm)

Source: Munich Re, NatCatSERVICE 2014

Source: Munich Re, NatCatSERVICE, 2014

Hydrological events

(flood, mass movement)
Climatological events

(extreme temperature, drought, wildfire)
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The objectives of Business Continuity are fundamental

4 ™
Viability Keeping the company in business — strengthening the
organization’s ability to continue business in the face of disruption
. y,
4 ™
People Protecting the company’s employees and ensuring their well being
Protection
. y,
Earnings / - A
Profit Protecting the company’s financial commitments
Protection 9 )
4 ™
Competitive Putting customers at ease by implementing business continuity
Edge programs and by developing business continuity capabilities
. y,
4 ™

Sl Avoiding public embarrassment and loss of credibility

Protection

MIVIMIANUsDIlom19gInia 13
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CEO/COO/CTO

Risk Manager

Operation Manager
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L essons Learned from Hundreds of Recoveries

2 A

~

Re-Evaluate longstanding assumptions in your Risk Assessment
Consider Cascading Events when you analyze your risk scenarios
Plan for risk scenarios with an Extended Duration

Prepare for the Loss of Critical Infrastructure — Especially Power
Validate the readiness of your Critical Partners and Suppliers

Remember that your Employees are People First, Employees
Second

Develop Robust Communication Strategies using multiple modes
Re-Evaluate your Site Strategy

You must Protect your Sensitive Data — No matter what the
circumstances

Source: Deloitte’s Cyber Risk Resilience
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Ind Ha Vhmauns
1ISO22300 Societal security — Terminology 2012
1ISO22301 Societal security — Business continuity management systems - Requirements 2012
1ISO22313 Societal security — Business continuity management systems - Guidance 2012
1SO22320 Societal security — Emergency management - Requirements for incident response 2011
yan. 22301 mmgﬂuwamﬁmﬁﬁq@lm%mm — 3$1J‘]_|ﬂ’13‘]_|§m§m’1&l@iaLﬁaama‘gﬁﬁﬁ] — PANRUA 2553
ISO27001 Information Technology — Security techniques — information security management 2013

systems
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International Standard and Good Practices Guidelines

B 25000g1: 2008
ERITISH STANDARD \ei ;
Busi ity

: Clode of practice

mamsact

BS 25999 ISO 22301

20 223152012

L
INTERNATIONAL ISsO
STANDARD 22313

Societal secu rlt —B sin s ol (i nuity
management syste: — G

Seursé soctétaie — Syznémes de manapemens de is connié
‘actiité — Lignes directrices

Good Practice Guidelines
2013 Global Edition

°
. L
Business Continui ty r
Institute voww.thebciorg

British National Standard for
business continuity which
establishes the process,
principles and terminology of
BCM.

The new international BCM
system standard released in
May 2012

Developed by Business
Continuity Institute.
Established in 1994, it is the
leading institute for BCM
professional membership
and certification.

o oA a
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ISO 22301 Roadmap

2006 2007 2008 2012 2013
T \/
BS25999-1:2006

Code of Practice ISO 22301:2012
P i BS25999-2:2007

Specification

MIVIMIANUsDIlom19gInia 21
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Continual Improvement of Business Continuity
Management System (BCMS)

Establish

Interested Interested
Parties Parties

PLAN

Maintain Implement
s ACTH ;

& Improve & Operate

Requirements
for Business Managed

Continuity CHECK Business

Continuity

Monitor
& Review

(Monitor and review)

Plan Establish business continuity policy, objectives, controls, processes and procedures

(Establish) relevant to improving business continuity in order to deliver results that align with
the organization’s overall policies and objectives.

Do Implement and operate the business continuity policy, controls, processes and

(Implement and operate] |procedures.

Check

Monitor and review performance against business continuity objectives and policy,
report the results to management for review, and determine and authorize actions
for remediation and improvement.

Act
(Maintain and improwve)

Maintain and improve the BCMS by taking corrective actions, based on the results
of management review and re-appraising the scope of the BCMS5 and business conti-
nuity policy and objectives.

Source: 1S022301: Business Continuity Management nsuimsanasieidesnegsiia
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29AUsZNaUVDY BCM

Annual exercise and testing: Business » Determine priorities and

* Table-top exercise 'mFl)aC_t timeframes for resuming

 Simulation exercise 2?]3 ¥ISS'E activities

« Call tree surprise test T * |dentify the_key resources and
dependencies

* Identify, analyze and evaluate
risks that could result in
disruptions

- Operational Business
Exercising

and testing planning COtTtltnU|ty
and control strategy

* Incident and crisis
management structure
* Incident management

Determine appropriate strategy
options for protecting,
stabilizing, continuing, and

plan Establish resuming critical resources,
« Crisis management plan imp"f‘gr?]em i.e., premises, critical persons,
* Business continuity plan business information and vital records,

« Disaster recovery plan continuity IT, supplies.
procedures

o oA a
NSUIMIANUABLTDININGIAT 23



Information security aspects of BCM

* The organization shall determine its requirements for information
security and the continuity of information security management in
adverse situations

® The organization shall establish, document, implement and
maintain processes, procedures and controls to ensure the

Information security continuity required level of continuity for information security during an
adverse situation.

® The organization shall verify the established and implemented
information security continuity controls at regular intervals in
order to ensure that they are valid and effective during adverse
situations.

e Information processing facilities shall be implemented with
redundancy sufficient to meet availability requirements

Redundancies

Source: ISO/IEC27001:2013

MIVIMIANUsDIlom19gInia
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Continuity
Management
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Establish a BCM Organization

Board of Governor

Crisis Command Center

BCP Coordinator DRP Coordinator

|
Recovery Team

Business Units IT Units Support Units

o oA a
NSUIMIANUABLTDININGIAT 27
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(Cyber Attack)
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Area ‘ Challenges/considerations

Building * |dentify critical facilities and implementing preparedness activities
(Facilities) * Evaluating local risk levels, taking input from local civic authorities
* Determining partial or complete facilities shutdowns

* Waste disposal processes

Equipment e Stabilizing the critical equipment environment and freeze changes (where applicable)

Technology - Stabilizing the technology environment and freeze changes
* Increasing remote working infrastructure (e.g., laptops, network bandwidth, remote access gateways,
security tokens, voice and video conferencing)
* Enabling and testing remote access to critical applications
* |dentifying critical technical support personnel

Human * Identifying critical roles and naming appropriate backups (possibly including contingent workers)
Resources * Distributing critical roles across geographies

* Creating leadership succession plans and delegating decision making authority

» Adjusting HR policies (e.g., travel, employees who fall ill, time-off, medical leaves, remote working,

return to work, insurance)

» Adding HR benefits (e.g., flu shots, antiviral medicines, medical support, employee assistance)

* Consideration of international legal and cultural requirements

* |[dentifying and supporting at-risk employees (e.g., primary caregivers to others, special needs)

 Arranging for transportation for those who depend on public transit

3" Parties * |dentifying key vendors, service providers, and suppliers
* Confirming 3" party preparedness and resilience
* |dentifying alternate sources as appropriate
* Temporarily reducing SLAs and other requirements as appropriate
* Establishing ongoing communications
* Consideration of visitors, contractors, and consultants who work onsite at your organization

MIVIMIANUsDIlom19gInia 32



BCM Timeline

N3LTEYLNR (Emergency responses)

q

fin5lEuauANsBLaM19gINT (Business Continuity Plans) Wagkkuszuu (IT Disaster Recovery Plan) Tugas

LaN13UTIIFIANITIUNTIEINgM (Crisis management) L3uAuiIaT “0”

seeEIaINsiuY (Recovery Period) AUNseNsaunsa)AURaNssu Msonssuiun1snegsnanddayla (Restoration

Period)
0-48 hours 48-72 hours 72+ hours
Business Respond Recover Restoration
as Usual Period
(prepare)

Minimum
Acceptable
Capability Level

Crisis Management Plan Activated

Emergency
Response

Business Continuity Plans Activated

Damage = .
Assessment isaster Recovery Plans Activated
Onset of Incident Beginning of Recovery in
Hour “0” Recovery Place

MIUIMIANABIeIMNsAY



BCM Timeline

Decision CaII Tree Meeting Place Alternate Site
* iy

Disaster

Return to Business Data Systems DRP/BCP Command
Normal Recovery Recovery Recovery Coordmator Center

MIVIMIANUsDIlom19gInia 34



Key ICT continuity management timescales

— — — — o—

| Time Zero |
— o ——
|

I

I > |

| | Business Continuity |

| | Recovery Time Objective |

| I (per product, service or activity) |

lfr e P — ICT supports
[=—— _l € S ongoing ICT supports
| Recovery I Invocation ICT BC User Business  migration back
|- Point | Detection Decision Continuity RTO Acceptance Continuity  from recovery
l_Ub_;C-ctlw | Time Time (per ICT service) Test activity mode

s i [ A A A o a

r Y Y Y b

f

oy

Last Disruption  Service Decision ICT ICT Business
good data occurs loss takento infrastructure application Staff start service fully Return to
backup experienced invoke ICT  recovery recovery using recovered (new)
continuity complete complete  restored ICT normal

services operations

Source: BS25777 ICT Continuity Management
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(Developing and implementing BCM response)
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Example Threats Crisis Management

® Response toorganization

Fires threats with focus on
reducing the impact to

Tornadoes personnel, facilities, and
Technology Failures \ operations.
Power Qutages /
Terrorism

Mass llinesses

WHUN159AN138UAN15AL (Incident Management Plan):
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WHUAINABLUB911955A9 (Business Continuity Plan):
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Example Responses
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Business Continuity

B Recovery of critical
operational processes
asaresult of work
space, technology or
personnelloss.

Manual Processing

Relocate to Alternate Site

Wark From Home

Workload Transfer

& EVERY Business
Continuity eventis
linked to Crisis
Management.

Contingent Hiring

Mon-Critical Work Delays
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(Exercising, maintaining and reviewing)
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March 2011: The Great Tsunami hit Japan

Onagawa , .
Miyagi Prefecture »

Fukushima 1 - Daiichi l
Fukushima 2 - Daini

Tokai

Pacific Ocean

* earthquake epicenter

dama nuclear
& powo?:fam

. radioactive contamination

AMUFUUSI B SU R AU
B suusogodn
M suusouin
thunaw
W as wialiifiua

Iwate

Autnamw
x upiuAuin
Sendai

Fukushima

Source: www japan-guide.com, KResgarch
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“..Japan, of all countries in the world, is probably most
prepared for what happened...”

Berman, the Executive Director of DRI International

“..”Because earthquakes are commonplace in Japan,
earthquake drills are a normal part of life and the
population lives with an ongoing awareness that the
potential for disaster always looms”...

Linda Lowen, national awards broadcast journalist
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Nov 2008: India’s perspective on terrorism

In 2008, a series of shooting and bombing attacks in the Indian city of Mumbai lasted for
four days and resulted in the deaths of 164 people.

Terrorism is not unheard of in India but the scale of this attack was previously
unimaginable, so much so that it is now often described as India’s 9/11.

The physical damage caused by such events do not take long to recover from but the fear
factor that they bring usually lasts for much longer. The reputational damage and the
economic damage do take time to recover from.
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Feb 2011: Earthquakes in Christchurch

Christchurch at 12.51pm on Tuesday 22 February 2011,

Inland Revenue had just one central office of over
800 staff members in the center of town.

“In response, available senior managers met
and began the work of assigning new roles
and tasks to staff. One of their immediate
challenges was making contact with their
people to ensure that they were all safe.”

=i/ AL

Some of the best laid emergency plans simply won’t C»halllehg‘ers

work in a rgal life S|Fuat|on, so a flexible « How to manage and monitor people
workforce is essential. .
from a distance?
* What kinds of tasks could be done at
Prior to the earthquake, Inland Revenue had no home?
formal program of flexible work, so everything had « What policies and processes need to

to be developed immediately. be announced in that period?

MIVIMIANUsDIlom19gInia



2013: Interruption to utility supply

One of the most high profile interruptions to utility supply during
2013 took place at the Superbowl, as early on in the third quarter,
the stadium was cast into darkness.

“The Superbowl is the climax to the NFL season and is
watched by over 100 million people in the US, in addition to
the viewers in 80 other countries across the world who all
screen it live.

The power was out for only 22 minutes and

the game was delayed for a total of 34 minutes

— not long but exceptionally significant.”

* What would the cost be to your organization,
direct or indirect, if power went out either for a
short period of time or for longer?

* If a power failure can occur at one of the most
high profile events in the world, at a venue that
had undergone significant investment to
prevent such an incident, what are the chances
of it happening at your organization?

* If your organization was unable to deliver the
service you had been contracted to do, would
you open yourselves up to legal action?

The Superbowl is a big money event with
advertisers paying S4million for a 30 second
commercial....

With no action on the field however, viewers soon
start to switch off. If the advertisers felt like they
lost out and did not get value for money, they may
be reluctant to return next time....

Source: Horizon Scan 2014 Survey Report, BSI
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Top threats in 2014

The top three threats rated by level of concern in this year’s survey are:

* Unplanned IT and telecom outages
(77% extremely concerned or concerned)

* Data breach
(73% extremely concerned or concerned)

* Cyber attack
(73% extremely concerned or concerned)
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Source : Horizon Scan 2014 Survey Report, BSI
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Cyber Security Incidents

$ ¢

CYBERSECURITY INCIDENTS ON THE RISE

Cost of cyber-related events rising while security budgets decline

48% risen in a world, 42.8 Millions time, 117,339 attacks per day

Average financial loss from cybersecurity incidents was $2.7 million

—a 34% Increase over 2013, Security spending as a percentage of IT

budget has remained stalled at 4% ‘

Source: Global State of Information Security Survey 2015
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Top trends

The survey asked whether any of the 17 identified trends, emerging trends or uncertainties were on
the respondent’s radar for evaluation in terms of their business continuity implications.

Use of Internet for malicious attacks
Influence of social media
New regulations and increased regulatory scrutiny

Potential emergence of a global pandemic

Increasing supply chain complexity

Prevalence and high adoption of Internet..,

Climate change

Changing consumer attitudes and behaviour
Energy security

Growing potential for social unrest

Slow economic growth or fiscal imbalances
Enduring financial system weakness

Global governance failures

Entrenched organised crime

Exchange rate volatility

Globalisation (do you see the potential for it to.

Globalisation (do you see it continuing unabated?) |

Source : Horizon Scan 2014 Survey Report, BSI

Wh W 30% 4% H0% ol /0% 80

TOp 5... forbusiness

[1] Internet for malicious attacks
[2] Influence of social media

[3] New reg. & increase
regulatory

[4] Prevalence & high adoption of
Internet

[5] Global pandemic

[5] Increasing supply chain
complexity

o oA a
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Top 3 threats and trends

Comparison by geographic location of the organization.

No. of respondents

Top 3 threats

Top 3 trends

Note:

1. Data breach

2. Unplanned IT or
telecom outages

3. Human illness

1. Use of the
internet for
malicious attacks

2. Influence of
social media

3. Potential
emergence of a
global pandemic

1. Unplanned IT or
telecom outages

2. Cyber attack

3. Data breach

1. Use of the
internet for
malicious attacks

2. Influence of
social media

3. New regulations
and increased
regulatory
scrutiny

1. Cyber attack

2. Unplanned IT or
telecom outages

3. Data breach

1. Use of the
internet for
malicious attacks

2. New regulations
and increased
regulatory
scrutiny

3. Influence of
social media

1. Earthquake/
tsunami

2. Cyber attack

3. Adverse weather

3. Interruption to

utility supply

1. Influence of
social media

2. Use of the
internet for
malicious attacks

3. High adoption of
internet
dependent
services

1. Earthquake/
tsunami

2. Data breach

3. Human illness

1. Potential
emergence of a
global pandemic

2. Climate change

Increasing supply
chain complexity

3. Use of the
internet for
malicious attacks

* Asia consists of 13 countries including: China, Indonesia, India, Japan, Korea, Kazakhstan, Macao, Malaysia, Philippines, Pakistan,
Singapore, Thailand and Vietnam.
* Europe (excluding UK) consists of 28 countries including: Albania, Andorra, Austria, Belgium, Croatia, Cyprus, Czech Republic, Estonia,
Finland, France, Germany, Greece, Ireland, Isle of Man, Italy, Jersey, Malta, Netherlands, Norway, Poland, Portugal, Romania, Russian
Federation, Slovenia, Spain, Sweden, Switzerland and Turkey.

Source : Horizon Scan 2014 Survey Report, BSI
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Investment in business continuity

Investment is being maintained at current levels for the vast majority of organizations.

18% of organizations are increasing their budget
(compared to 22% in the previous survey)

11% are actually decreasing their budget (compared
to 14% in the previous survey).

Source : Horizon Scan 2014 Survey Report, BSI

W Investment will increase to meet the needs of a growing programme or new requirements

B Investment will be maintained at appropriate levels for the programme scope and position in the lifecycle
" Investment will be cut, limiting the scope or effectiveness of the programme

®m Don't know

Note: There are variations in this pattern depending on the primary activity, geographical location and
size of the organization.

o oA a
NSUIMIANUABLTDININGIAT 61



1ISO22301 as a framework for BCM program

Less than a half of respondents (44%) currently use ISO 22301 as a framework for their BCM program

although about a quarter (24%) claimed they were planning to adopt it as a framework during 2014.

fresdyzcopt=d | Jge of the international

standard for
business continuity

N management
adopt it during gﬂ'l-i {ISD 223” 1]

Source : Beyond recovery, BSI whitepaper for business

Reiterating four key drivers for business leaders to implement ISO 22301 — customer
confidence, reputational risk, market share loss, and governance expectations — BCl’s
Lyndon Bird urges companies to make the most of ISO 22301 and steal a competitive
advantage. “It makes sense to have a robust BCM system, get it certified and give
confidence to your stakeholders,” he concludes

MIVIMIANUsDIlom19gInia
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The benefits of implemented ISO 22301

Risk Management

806% believe BCM planning irmnproves business resilience”

Improved mitigation of risks and robust platform for continued operation

Business Recovery Financial Performance

82% reported improved speed of recovery from
incidents and disruptions**

Improved continuity of business operations and
ability to provide a seamless product/service to
customers in the case of unexpected disruptions

Operational Improvements

87% activating BCM arrangements said that they
effectively reducecd business disruptions”

Organization is better placed to foresee and prevent
disruptions through Business Impact Anzlysis

1% reported increased revenue (gained from new
business and customers as well as retention of
existing customers)”

Improved commercial health and growth of
the business

Corporate Reputation

83% cite enhanced reputation and image
amongst key stakehaolders (including clients anc
shareholcers)™

Irnproved confidence and external image as a

Cost-benefit Gains reputable and reliable supplier

81% confirmed that the cost of developing BCM plans
was justified by the benefits®

Source : Need to protect your business from potential =
disruption, BSI Reduced costs associated with downtime
and disruption
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Take away points

‘No company is immune from business g Your suppliers need BCM t00

d iSI‘u pt| on, so it’s important that your While lean and efficient supply chains make good economic
. . . . . sense, unexpected events can have a significant impact on
Organ|zat|0n IS Well-eqUIpped to effeCtlvely the operations and reputation of businesses. To avoid this,
f e s . . . 7 identify your ‘critical’ suppliers and ensure they have
mlnlmlze the dlsruptlon to your bUSIneSS- business Continuity arrangements in p|ace

1 _ . _ _ 7 Ensure continual improvement
Identlfy critical business functions Business continuity plans should be nimble and continually

Mitigate this risk by identifying your critical operations and applying a improving. If your plans haven't been reviewed for a few years then
methodical approach to the threats that are posed to them they probably won’t meet current requirements.

2 Produce a plan

Make a plan considering the seven ‘P’s needed to keep your business 8 A“gn to organlzatlonal ObJeCtlveS

operational: providers (internal and suppliers), performance (service level Make sure your plans allow you to get back up and running
agreements you need to meet), processes, people, premises, profile (your in a way that aligns with your organization’s objectives.
brand) and preparation.
Document your plan
Plans for disruption should never 9 Insure your organization
4 Communicate remain in the mind of the Managing Unexpected disruption can have a huge cost to business, so
) Director alone. insure your organization against worst case scenarios.
Don’t let your plan
gather dust on a shelf. 5
Ensure plans are Test your plans 10 S S
communicated, Exercise your business continuity Have an incident communications plan
understood and made plans in mock scenarios to ensure Have a business continuity plan in place, so that once the situation has
available to key staff. roles and responsibilities are clear been assessed, a nominated senior spokesperson can communicate a
and that any flaws are exposed strong message to your stakeholders. Reinforcing confidence in your

organization’s ability to recover is half the battle in business continuity.
Source : Business continuity management, top ten tips, BSI
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