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Gi Q/ I
LURYUTRRNIUVUDS Root

[root@Server ~]# passwd root

Changing password for user root.

New password: <NEW PASSWORD>

Retype new password: <NEW PASSWORD>

passwd: all authentication tokens updated successfully.

G-CERT

EGA 2

e-Government Agency 3



BAD PASSWORD!

[root@Server ~]# passwd root

Changing password for user root.

New password: <Password>

BAD PASSWORD: it 1s based on a dictionary wonrd

Retype new password: <Password>

passwd: all authentication tokens updated successfully.
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BAD PASSWORD!

BAD
BAD
BAD
BAD
BAD
BAD
BAD

PASSWORD:
PASSWORD:
PASSWORD:
PASSWORD:
PASSWORD:
PASSWORD:
PASSWORD:

it
it
is
it
it
it
is

is based on a dictionary word (e.g. P@$$wOrd)
does not contain enough DIFFERENT characters
too simple

is too short

is too simplistic/systematic (e.g. 123456)

is WAY too short

a palindrome
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Lock / Unlock users

### 39m3 Lock User Ll 190 Login @

[root@Server ~]# usermod -L username

### 33m3Ua@ Lock User l#®u13n Login @

[root@Server ~]# usermod -U username
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BIN1IOIUWINRNNVRILATIRINY NTP server

[root@Server ~]# ntpdate time.ega.or.th

14 Mar 17:40:09 ntpdate[1225]: step time server
164.115.2.132 offset -25199.971278 sec

G-CERT

EGA <
e-Government Agency



BIN1IOIUWINRNNVRILATIRINY NTP server

[root@Server ~]# ntpdate time.ega.or.th

-bash: ntpdate: command not found

[root@Server ~]# yum -y install ntpdate

Installed:
ntpdate.x86 64 0:4.2.6p5-2.el6.centos
Complete!
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BIN1IOIUWINRNNVRILATIRINY NTP server

HHE G009 ntpd
[root@Server ~]# yum -y install ntp

Installed:
ntp.x86 64 0:4.2.6p5-2.el6.centos

Dependency Installed:
libedit.x86 64 0:2.11-4.20080712cvs.1l.el6

Complete!
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BIN1IOIUWINRNNVRILATIRINY NTP server

HH# uﬁﬂmiﬂﬁ’Configuration 183 ntpd ﬁ /etc/ntp.conf

server time.ega.or.th 1iburst

server time.navy.mi.th iburst
server timel.nimt.or.th iburst
server time2.nimt.or.th iburst
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BIN1IOIUWINRNNVRILATIRINY NTP server

### vYinnNy Start ntpd

[root@Server ~]# /etc/init.d/ntpd start
Starting ntpd: [ OK ]

### $RUALA ntpd ﬁﬁmunﬂﬂ{‘iﬁ restart LA309

[root@Server ~]# chkconfig ntpd on
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BIN1IOIUWINRNNVRILATIRINY NTP server

#HH# AIIRAUNIINNIIUVBY nt pd

[root@Server ~]# ntpq -pn
remote refid st t when poll reach delay offset jitter

+164.115.2.132 203.185.67.115 3 1
+113.53.247.3 .PPS. 1 3
*203.185.69.60 .PPS. 1u 33 64 3 4.008 2.189 1.216
+203.185.69.59 .PPS. 1 7
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BIN1IOIUWINRNNVRILATIRINY NTP server

#t Fmaanng /etc/cron.d/ntpdate

55 * * * * poot /usr/sbin/ntpdate -s -u time.ega.or.th time.navy.mi.th
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Update/Upgrade/Patch

[root@Server ~]# yum upgrade
Loaded plugins: fastestmirror

Setting up Upgrade Process
Loading mirror speeds from cached hostfile

Install 1 Package(s)
Upgrade 37 Package(s)

Total download size: 77 M
Is this ok [y/N]: ¥y
Downloading Packages:
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Update/Upgrade/Patch

Updated:

busybox.x86_64 1:1.15.1-21.el6_6
cyrus-sasl-1ib.x86_64 0:2.1.23-15.el6_6.1
dhclient.x86_64 12:4.1.1-43.P1.el6.centos.1
dracut-kernel.noarch 0:004-356.e16_6.1
initscripts.x86_64 0:9.03.46-1.el6.centos.1
kpartx.x86_64 0:0.4.9-80.el6_6.3
libxml2.x86_64 0:2.7.6-17.el6_6.1
nss-softokn.x86_64 0:3.14.3-22.el16_6
nss-tools.x86_64 0:3.16.2.3-3.el6_6
openssh-server.x86_64 0:5.3p1-104.el6_6.1
rpm.x86_64 0:4.8.0-38.el6_6

rsyslog.x86_64 0:5.8.10-10.el6_6

tzdata.noarch 0:2015a-1.el6

Complete!

curl.x86_64 0:7.19.7-40.el6_6.4
device-mapper.x86_64 0:1.02.90-2.el6 6.1
dhcp-common.x86_64 12:4.1.1-43.P1.el6.centos.1
glibc.x86_64 0:2.12-1.149.e16_6.5
iproute.x86_64 0:2.6.32-33.el6_6
libcurl.x86_64 0:7.19.7-40.el6_6.4
mdadm.x86_64 0:3.3-6.e16_6.1
nss-softokn-freebl.x86_64 0:3.14.3-22.e16_6
nss-util.x86_64 0:3.16.2.3-2.el6_6
openssl.x86_64 0:1.0.1e-30.el6_6.5
rpm-1ibs.x86_64 0:4.8.0-38.el6_6
selinux-policy.noarch 0:3.7.19-260.el6_6.2

[root@Server ~]# reboot

Broadcast message from root@Server

(/dev/pts/0@) at 17:58

The system is going down for reboot NOW!

cyrus-sasl.x86_64 0:2.1.23-15.el6_6.1
device-mapper-1libs.x86_64 0:1.02.90-2.el6 6.1
dracut.noarch 0:004-356.el6 6.1
glibc-common.x86_64 ©:2.12-1.149.el16_6.5
kernel-firmware.noarch 0:2.6.32-504.12.2.el6
libssh2.x86_64 0:1.4.2-1.el6_6.1

nss.x86_64 0:3.16.2.3-3.el6_6
nss-sysinit.x86_64 0:3.16.2.3-3.el6_6
openssh.x86_64 0:5.3pl1-104.el6_6.1
policycoreutils.x86_64 0:2.0.83-19.47.el6_6.1
rpm-python.x86_64 0:4.8.0-38.el6_6

selinux-policy-targeted.noarch 0:3.7.19-260.el6_6.2
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§4 System logs T AUA Syslog server

### un U W8 /etc/rsyslog.conf

* ¥ @LogServer

A

w3a
* ¥ @IP-Address

### YNNI restart rsyslogd

[root@Server ~]# /etc/init.d/rsyslog restart
Shutting down system logger: [ OK ]
Starting system logger: [ OK ]
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Secure Shell (SSH)

Ref. http://linux-audit.com/auditing-hardening-ssh-configurations/

### w1 Wa /etc/ssh/sshd_config

Protocol 2
X11Forwarding no
IgnoreRhosts yes
PermitEmptyPasswords no
_oginGraceTime 30
PermitRootLogin no
MaxAuthTries 4
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Secure Shell (SSH)

[root@Server ~]# /etc/init.d/sshd restart
Stopping sshd: [ OK
Starting sshd: [ OK
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Secure Shell (SSH)

### un i Wa /etc/ssh/sshd_config

### I URIBIHAIIRNR WA LALANIERY

AllowUsers userl user2 user3
AllowGroup usergroupl usergroup2
DenyUsers userl user2 user3

DenyGroup usergroupl usergroup2

EGA
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Secure Shell (SSH)

###t @19879 SSH log (/var/log/secure)

Mar 14 19:02:43 Server sshd[4698]: User cloudadmin@l from

172.17.

Mar 14

172.17.

listed

Mar 14

172.17.

12

19
12
in

19:
12.

.5 not allowed because not listed in AllowUsers

:08:11 Server sshd[4758]: User cloudadmin@l from
.5 not allowed because none of user's groups are

AllowGroups

18:27 Server sshd[4972]: User cloudadmin@l from
5 not allowed because listed in DenyUsers

Mar 14 19:26:36 Server unix_chkpwd[9920]: password check failed
for user (root)
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Asldanw SSH Lwn1s SFTP

Session
File protocal:
SFTP

Host name:
192.168.38.139

User name: Password:

komkit 1111

save
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Asldanw SSH Lwn1s SFTP

Local Mark Files Commands Session Options Remote Help

E % ﬁﬂynchmnize B ﬂ E % s @ﬂueue - - Transfer Settings

B komkit@192.168.38.139 ﬁ‘ Mew Session

EM-BFie-»-ERQL”
Upload A Edit 3 = e

CahUsers\komkit. HO\Documents

Mame Ext

. L
. Bluetooth | ] .htaccess
. Custom Office Templates

R

Download

M].-' Shapes

. Qutlook Files

2 Virtual Machines
& Default.rdp

£ | desktop.ini

£ <
OBof 2,690Bin0of7 OBofe1Bin0of1

&
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MySQL server

### unly LISTEN address wnnblidns@edasnannia3edds (e.g. LAMP)

[root@Server ~]# netstat -ant

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 0.0.0.0:3306 0.0.0.0:* LISTEN

#i un U WS /etc/my.cnf

[mysqld]
bind-address=127.0.0.1
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MySQL server

### YNNI restart mysqld

[root@Server ~]# /etc/init.d/mysqld restart
Stopping mysqld: [ OK ]
Starting mysqld: [ OK ]

### @373980U MySQL LISTEN address

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp %) 0 127.0.0.1:3306 0.0.0.0:%* LISTEN
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HTTPD (Apache)

### Uan1IURAYI Apache version Waz 0S version

404 Mot Found

@ 1721712200 ftestphp . 7 @ || Q Search

Not Found

The requested URL /test php was not found on this server.

404 Mot Found

Apache/2.2.15 (CentOS) Server ar 172.17.12.201 Port 80

@ 1721712201 /testphp 7 @ || Q Search

Not Found

The requested URL /test php was not found on this server.

Apache/2.2.15 (CentOS5) DAV/2 PHF/3.3.3 Sevver ar 172.17.12.201 Port 80
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HTTPD (Apache)

HH## uﬁﬂmiﬂéi/etc/httpd/conf/httpd.conf

ServerTokens Prod
ServerSignature Off

### YiNN1Y restart httpd

[root@Server ~]# /etc/init.d/httpd restart
Stopping httpd: [ OK ]
Starting httpd: httpd: apr _sockaddr info get() failed for Server

httpd: Could not reliably determine the server's fully qualified
domain name, using 127.0.0.1 for ServerName

[ OK ]

o~
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HTTPD (Apache)

404 Mot Found

@ 172.17.12.201 /test.php v @ || Q Search

Not Found

The requested UEL /test. php was not found on this server.
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HTTPD (Apache)

### 61281 NULENLNEINY ServerTokens

ServerTokens Prod[uctOnly]
Server sends (e.g.): Server: Apache

ServerTokens Major
Server sends (e.g.): Server: RApache/?2

ServerTokens Minor

Server sends (e.g.): Server: Apache/2.

ServerTokens Min[imall]

Server sends (e.g.): Server: Apache/2.

ServerTokens 0S

Server sends (e.g.): Server: RApache/2.

ServerTokens Full (or not specified)

Server sends (e.g.): Server: Apache/2.

0.41

0.41 (Unix)

0.41 (Unix) PHP/4.2.2 MyMod/l.Z
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HTTPD (Apache)

### Jan13lE9% Directory Listing

Index of finclude

€ @ 172171220V include/ v @ || Q Search

LN

Index of /include

Name Last modified Size Description

@ Parent Directory

% dbconnect.php 14-Mar-2015 21:59 14
=] listusers.php ~ 14-Mar-2015 21:59 14
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HTTPD (Apache)

### wn 2 lWs /etc/httpd/conf/httpd.conf WAIAWKN

<Directory "/var/www/html">

--- @@ Output ---

Options Indexes FollowSymLinks
-~ Q@ Output ---

</Directory>

s U L

<Directory "/var/www/html">
-~ Q@ Output ---
Options FollowSymLinks
--- @@ Output ---

</Directory>
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HTTPD (Apache)

403 Forbidden

hﬁ(:f;@1'.-’.7_'.1'.I'.'I."-_'..'J_'ﬂ'l_-"inclucla-‘ v C || Q Search B ¥ A 8 =

Forbidden

You don't have permission to access /nchide’ on this server.
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HTTPD (Apache)

##H# N1IINNAAANIZUNS IP W09 Directory lag .htaccess

### n1deanIltw . htaccess

#i## Uil Wa /etc/httpd/conf/httpd.conf LaIALAN

<Directory "/var/www/html">
--- @@ Output ---
AllowOverride None
--- @@ Output ---

<Directory>

EGA

e-Government Agency

G-CERT

e

32



HTTPD

(Apache)

s LA UL

<Directory "/var/www/html">
—-- @6 Output ---
AllowOverride All
--- @@ Output ---

<Directory>

NBU Restart httpd service
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HTTPD (Apache)

## G10819mIITI L htaccess LWasnaliiawiz IP 192.168.0.0/24
winsunanusae g http://IP-Address/administrator l&
RINTaintalas &9Ws8 .htaccess mwlu Directory
administrator waald@d Configuration stk

order deny,allow
deny from all
allow from 192.168.0.0/24

< o o N 6
mnuummauum”[ﬂa
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HTTPD (Apache)

## NAFOUNTITIINIIN IP NiNlE 192.168.0.0/24

403 Forbidden

[~ N192,168.38.13% /ad ministrato

Forbidden

You don't have permission to access /administrator on this server.

### Log M3 Deny IP Mah@ly (/var/log/httpd/error log)

[Tue Mar 17 19:26:15 2015] [error] [client 192.168.38.1] client denied
by server configuration: /var/www/html/administrator

o~
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Case study: Shellshock

Original OS installation: CentOS 6.5
GNU bash: version 4.1.2(1)-release
Services: HTTPD (Apache)
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Case study: Shellshock

H## Self test

env x='() { :3}; echo vulnerable' bash -c "echo this is a test"
vulnerable
this is a test
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Case study: Shellshock

### Self test by Script

[root@Server ~]# bash shellshock test.sh
CVE-2014-6271 (original shellshock): VULNERABLE

shellshock test.sh: line 17: 1282 Segmentation fault
shellshocker="() { x() { ;}; x() { _;} <<a; }" bash -c date 2> /dev/null

CVE-2014-6277 (segfault): VULNERABLE
CVE-2014-6278 (Florian's patch): VULNERABLE
CVE-2014-7169 (taviso bug): VULNERABLE

shellshock test.sh: line 50: 1299 Segmentation fault bash -c 'true
<<EOF <<EOF <<EOF <<EOF <<EOF <<EOF <<EOF <<EOF <<EOF <<EOF <<EOF <<EOF
<<EOF <<EOF' 2> /dev/null

CVE-2014-7186 (redir_stack bug): VULNERABLE

bash: line 129: syntax error near ~x129°'

bash: line 129: for x129 in ; do :'

CVE-2014-7187 (nested loops off by one): VULNERABLE

CVE-2014-//// (exploit 3 on http://shellshocker.net/): not vulnerablﬁ/,z;:::::
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Case study: Shellshock

Live DEMO.

Shell Shock Attack
>

Bot server Target server
A

Command|& Control traffic
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Case study: Shellshock

### A0 H19NTUT L
- Y11 Patch BASH i Version ﬂaqﬂ’u

- Wil Configuration 284 Apache %38 Service auq Lwailainu
n3laud
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Case study: Shellshock

#i## §10819M3 Configure Apache tailasni Shell Shock

SetEnvIfNoCase User-Agent "() { " Blocked
<Limit GET POST HEAD>

order allow,deny

allow from all

deny from env=Blocked
</Limit>
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Case study: Shellshock

###t @19879 Log N Apache (/var/log/httpd/error_log)

[Sun Mar 15 ©00:32:08 2015] [error] [client 172.17.12.201] client
denied by server configuration: /var/www/html/test.cgi
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