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“§INIsuNeBLannNsaling” Avazls
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- Uniform Electronic Transaction Act, 1999 (USA)
- Transaction Act, 2003 (Australia) |
- UNCITRALUNCITRAL Model Law on Electronic Commerce, 1996 S s i e-Trading

= >y and service
e-Tranfacfions [+

- OEDC, 2001

- W.5.U.§3NTIUNBENNIeTing W.Abdeae

e-Medical Record e-Certificate
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Doing Business Index U 2005 - 2014 E?ﬂ ansa

N153NIUAUAINLINIBUTIAINFEAINTUN1TUTENBUSIAR teelut 2014 Doing
usiness

Uszindlnednagluduaun 18 310 189 Uszwmenalan

s Years Rank Change

2014 18 =

15

2013 18 -

. 2012 17 +2

18 o 18 2011 19 &

9

20 50 2010 12 -1
2009 13 +2

2008 15 +3

2007 18 +2

2006 20 =

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2005 20

‘ﬁm: The World Bank



UN e-Government Readiness Index U 2003 - 2014

NsIRNSUAUAUNSBUIIUSTUIaBiannsaling TagTul 2014 Usznalnednegly
auAuf 102 310 193 Uszmenalan

2004 50 +6

2003 2004 2005 2008 2010 2012 2014 2003 56 -

‘17'im: United Nations



Networked Readiness Index U 2008 - 2014

N15ANDUAUVAMUNSDUVDINISNAIUI ICT nazlaniranisidusslesyann ICT

nlsan1siaUszne Taglul 2014 Ysenelnednagluduaui 67 a1n
148 Uszwmanalan

WORLD

EC
F

DNOMIC
DRUM
N~

2014 67 +7
41
53 2013 74 +3
2012 i’ -18
2010-2011 59 -12
2008-2009 ar -

2008-2009 2010-2011

#131: World Economic Forum

2012

2013

2014




Cyber security Ranking U 2013 ’ EIQSAB

N159ATUAUANIATIATINNUFIUAU Cyber security Inglul 2013

Useindlnednagluduaun 48 210 60 Uszwmenalan

THAILAND CYBERSECURITY
RANKING 2013

E G 1
MALAYSIA SINGAPORE INDONESIA

%LAND PHIlIPPINES

www.imd.org/woo/news-wcy




ASEAN and Opportunity for e-Transactions

Myanmar
1) GDP: 45.4 Biil USS$S
2) GDP per capita: 742 US$
3) Internet user: 110,000 AU
4) Online shopper: 22%
5) Preferred mode of jﬂ‘

e-Commerce: Credit card:

Thailand

1) GDP: 318.9 Biil US$

2) GDP per capita: 4,992 US$
3) Internet user: 17,486,400 AL
4) Online shopper: 66%

5) Preferred mode of

e-Commerce: Credit card

Indonesia
1) GDP: 708.4 Biil US$
2) GDP per capita: 2,981 US$
3) Internet user: 30,000,000 A
4) Online shopper: 47%
5) Preferred mode of e-Commerce

: Money transfer/Bank

Singapore
1) GDP: 227.4 Biil US$
2) GDP per capita: 43,865 US$
3) Internet user: 3,658,400 AU
4) Online shopper: 82%
5) Preferred mode of

e-Commerce : Credit card

Vietnam

1) GDP: 103.6 Biil US$

2) Internet user: 24,269,083 AU
3) Online shopper: 57%

4) Preferred mode of
e-Commerce : Debit / ATM card

o -

1) GDP: 6.5 Biil US$

4) Online shopper: 36%
5) Preferred mode of

2) GDP per capita: 1,004 USS
3) Internet user 527,400 AU

:| e-Commerce : Credit card

U a.f. 2015: Uszu1n5574 ASEAN 2eiiUseanay 654 anuau

.-fk::d Malaysia

1) GDP: 237.8 Biil USS
2) GDP per capita: 8,418 USS

5) Preferred mode

L]
e-Commerce: Credi
.‘-\—\-l—- -

3) Internet user: 16,902,600 A
4) Online shopper: 50%

4

waedl GDP Uszanad 3,125 WUAUWREaYaRST

Philipines ’

1) GDP: 199.6 Biil US$

2) GDP per capita: 2,123 US$
3) Internet user: 29,700,000 Ay
4) Online shopper: 43%

5) Preferred mode of

e-Commerce: Credit card

Cambodia [*¥§
1) GDP: 11.3 Biil US$
2) GDP per capita: 753 US$
3) Internet user: 173,675 AU
4) Online shopper: 29%

5) Preferred mode of

e-Commerce : Credit card

Brunai &

1) GDP: 12.4 Biil US$
2) GDP per capita: 29,852 US$

ﬁ:} 3) Internet user: 318,900 AU
H . 0,
— 4) Online shopper: 80%

;}. Preferred mode of

] .
-Comﬂ(e_r?:_é:"&eqm card

s

e uvdstayaviauaduvadd a.A. 2010 9



Secure e-Transactions Development

Economy Quality of Life

Application C T Government Online
Front-end SOMMEICE e-Trade e-Health S Others

Application

- e-Health
Back-end e-Payment e-Document e-Certificate

Record Otners

Soft
Infrastructure Standards Security & Privacy

Physical
Infrastructure Communication Network Infrastructure

10
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e-Doc AU Paper

e-Document

Electronic based Transaction

F
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< Y
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|
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2
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e-Signature

A A Yy ad
n1sasanelavadie3sn15NIe
Sdnnsatng (1. ) WU

username/password

A a & a -1
anedlaaanNNIaUnd (1. o)
U CA
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lunsalinvingsnssu
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— Transition Period — —
—> a-
Paper_— e-Doc
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Security - Us2nnA Risk Assessments
- Usen1A Standards of Information Security
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Focus

Capabilities

Engagement

Outputs and

. outcomes
w7 Gartner 2014 (n )

We are here

Y

i

IT craftsmanship IT industrialization Digitalization
Technology
Programming, | . IT management, | r
systems management service management L
Treat colleagues as Treat colleagues
Isolated; disengaged cusin - L .

. mers; gaged as partners; engaged

— with extarnal customers with external customers
| Sporadic automation and | Services and solutions; Digital business innovation; |
jnnmﬁmn frequent iuuuauJ I_lafilr:inEI-nnl::gril'llt:| Eﬁmﬁvmd \ new types of value )

b,

o

L=

-
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gAnAINUTELAN Web Defacement
Tuniinia ASEAN Tud 2556
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dnnngAnNA1NUIEIAN Web Defacement E10A

UNRNIENUIBIUYRLSFluglinna ASEAN Tul 2556%

Brunei (gov.bn)
1%

M Brunei (gov.bn)
Vietnam (gov.vn)

6%
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Bl Cambodia (gov.kh)
M Indonesia (go.id)
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0,
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51%

Malaysia (gov.my)
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M Singapore (gov.sg)
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M Vi _
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gap S S 50

0%

VUNEMR:  UBYaNTEUU ThreatWatch vaalnei@sn seninufiou w.a. - 5.A. 2556
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Cyber Attacks in Dec 2014 - Jan 2015 RISS

NW.4. 57 ﬂ?ill Anonymous
‘I.IN‘IJ Cyber Attack Ay ﬂﬂlll Lizard Squad, IS )
Bank BIANITAN 3.A. 58 5'1\1’htiluv§1auﬁszuuﬁu‘l‘muaz
aumasmmaomumsuumtau A8 hack LU

2 asefin uazldifvin Wi nusns .
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11916 Wi

el S @A

D.A. 57 U. Sony Entertainment €}
115U HlunisAnaAi
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Sony ASNANALY pattern N1FAY
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1.A. 58 g3 Tug 1ud
Y11 Facebook Qudaflul'ﬂu
Usenneu 40 ufi 1tlunnsg

fia milaufitnmdmilawma s Tqum‘lw)uiwunmjﬁum
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Non-state and state-sponsored attacker

404 - Plane Not Found o

Photographer: Miquel Benitez/Getty Images malay ’aa/[(/ﬂés
Seth Rogen during a photocall for his | (aett

atest film cenanent?
The Interview' on June 18, 2014 in Barcelona, . ]
Spain

Jan 2015 jo=
Sony’s Breach Stretc - y

From Thai Hotel to
Hollywood

By Jordan Robertson, Dune Lawrence
and Chris Strohm
December 07, 2014 12:54 PM EST

Tweets Tweets & replies Photos & videos

leard Squad

Since 2010. ¥f this account is suspended . Lizard Squad A

sttt Facebook, Instag ram, Tinder, AIM, Hipchat
#offline #LizardSquad

Q Finlang 19K 15K

& \zardpatrol com

Proprietary and Confidential
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