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Reverse Proxy

Ref. https://en.wikipedia.org/wiki/Reverse proxy

In computer networks, a reverse proxy is a type of proxy server that retrieves
resources on behalf of a client from one or more servers. These resources are then
returned to the client as if they originated from the proxy server itself. While a
forward proxy acts as an intermediary for its associated clients to contact any
server, a reverse proxy acts as an intermediary for its associated servers to be

contacted by any client.

Quite often, popular web servers utilize reverse-proxying functionality, acting as

shields for application frameworks with weaker HTTP capabilities.
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Uselawiivues Reverse Proxy

Ref. http://www.jscape.com/blog/bid/87841/Top-8-Benefits-of-a-Reverse-Proxy
1. Creates a single point of access to your file transfer servers

2. Simplifies access control tasks

3. Moves user credentials to a safer place

4. Reduces risks to sensitive data

5. Helps achieve regulatory compliance

6. Brings down capital and operational expenses

7. Allows transparent maintenance of backend servers

8. Enables load balancing and failover
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WWW.NEINX.Org

{& nginx news » =+ — *
L ] nginx.org c Sea wBe O 4 & & =

Register for nginx.conf 2016, Sept. 7-9 in Austin, TX and Save Over $400!
Join us and industry leaders to learn how to build & deliver applications, flawlessly.

nginx news NG:MX

2016-07-26 nginx-1.11.2 mainline version has been released.

english
2016-07-05 nginx-1.11.2 mainline version has been released. pycckmit
2016-05-31 nginx-1.10.1 stable and nginx-1.11.1 mainline versions have been released with a fix for the news
NULL pointer dereference while writing client request body vulnerability (CVE-2016-4450). 2015
2014
2016-05-24 nginx-1.11.0 mainline version has been released. 2013
201
2016-04-26 nginx-1.10.0 stable version has been released, incorporating new features from the 1.9x 2011
mainline branch - including the stream module, HTTP/2, dynamic modules support and more. 2010
2009
2016-04-19 nginx-1.9 15 mainline version has been released.
about
2016-04-05 nginx-1.9.14 mainline version has been released. download
security
2016-03-29 nginx-1.9.13 mainline version has been released. documentation
. . . fag
2016-02-24 nginx-1.9.12 mainline version has been released. books
2016-02-09 nginx-1.9.11 mainline version has been released, with dynamic modules and TCP support in %ﬁ%n
resolver. -
2016-01-26 nginx-1.8.1 stable and nginx-1.9.10 mainline versions have been released, with fixes for "—E_]C_
vulnerabilities in resolver (CVE-2016-0742, CVE-2016-0746, CVE-2016-0747). :v—lktlt
witter
blog
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(%4

elrarsluniseaauUfUsly Class # 33v0lnyinnis Disable SELINUX ¢14il

- yhmsunlalng Jetc/selinux/config fiatl
4 )
SELINUX=disabled
\_ J

- 9n5uAIREAN1SYINIUYeY SELINUX WU Permissive

[root@serverl ~]# setenforce 0
- ASI@DUNISYINGIUYDY SELINUX

[root@serverl ~]# getenforce

Permissive
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A5RAsa NGINX

v
=) %

AANY NGINX
[root@serverl ~]# yum -y install epel-release

[root@serverl ~]# yum -y install nginx

%
QJdd

Amual NGINX vaumnasaiiiinng Reboot 1Ades

[root@serverl ~]# systemctl enable nginx

NN5LUA L1 NGINX

[root@serverl ~]# systemctl start nginx
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AsEAGs NGINX

MNIIVFDUA1ULVDI NGINX

[root@serverl ~]# systemctl status nginx

@ nginx.service - The neinx HTTP and reverse proxy server
Loaded: loaded (/usr/lib/systemd/system/nginx.service; enabled; vendor preset: disabled)
Active: active (running) since Sat 2016-08-13 21:30:07 ICT; 1h 14min ago
Process: 11149 ExecStart=/usr/sbin/nginx (code=exited, status=0/5UCCESS)
Process: 11147 ExecStartPre=/usr/sbin/nginx -t (code=exited, status=0/5UCCESS)
Frocess: 11145 ExecStartPre=/ust/bin/rm -f /run/nginx.pid (code=exited, status=0/SUCCESS)
Main PID: 11152 (nginx)
CGroup: /system.slice/nginx.service
—11152 neinx: master process /usr/sbin/nginx
—11153 nginx: worker process

Aug 13 21:30:07 reverseproxy systemd[1]: Starting The nginx HTTF and reverse proxy server...

Aug 13 21:30:07 reverseproxy nginx[11147]: nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
Aug 13 21:30:07 reverseproxy nginx[11147]: nginx: configuration file /etc/nginx/neinx.conf test is successful
Aug 13 21:30:07 reverseproxy systemd[1]: Failed to read PID from file /run/nginx.pid: Invalid argument

Aug 13 21:30:07 reverseproxy systemd[1]: Started The nginx HTTF and reverse proxy server.
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AsEAGs NGINX

MNTIVABUANIULVBY NCINX

[root@serverl ~]# netstat -antp

Active Internet connections (servers and established)

Froto Reow-Q Send-Q Local Address Foreien Address State PID/Proeram name
tcp 0 0 0.0.0.0:80 0.0.0.0:* LISTENM 11152/nginx: master
tcpb o 0 80 o LISTEN 11152/ngin< master
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AsEAGs NGINX

NAFDULVNYINUNTIU Web browser

[ Test Page for the Nginx -~ X

& - C [}192.168.146.200 v &

Welcome to I"Igil"l)( on Fedora!

This page is used to test the proper operation of the nginx HTTP server after it has been installed.
If you can read this page, it means that the web server installed at this site is working properly.

Website Administrator

This is the default index.html page that is distributed with nginx on Fedora.
It is located in fusr/share/nginx/html.

You should now put your content in a location of your choice and edit the
root configuration directive in the nginx configuration file
Fetc/nginy/nginx. conf.
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N15LY9U Reverse Proxy W1l NGINX

NN15a519b1a Configuration 91 Directory /etc/nginx/conf.d lagaalnanssniueig
.conf A79819%U /etc/nginx/conf.d/www.mydomain.com.conf 31AUUNNUTIVIA

olull

upstream BackendServer { \
e

server 192.168.146.100:80 ;

Web server #iidu Content 254

}

server {
listen 80; < Awiue Port 7 Tiusnsunimsas Reverse Proxy
server_name www.mydomain.com ; < e Domain fiaula

location / {

oroxy pass  httpy// BackendServer ; Amual¥ Request asluii Backend server

o / o=
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N15LY9U Reverse Proxy W1l NGINX

Saasnalwa Configuration t@5auan Toivinn1sumaau Configuration syntax A8ANES
nolUll

[root@serverl ~J# nginx -t
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok

nginx: configuration file /etc/nginx/nginx.conf test is successful

ANUULAIINNS restart NGXIN

[root@serverl ~]# systemctl restart nginx

NAFDUNS b9 @
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NGINX Logeing

nsunlalig Configuration Uad Reverse Proxy Lu@iuwes Server tag Adf19819

/Server {

listen

server name
access_log

error_log

o

30 ;

www.mydomain.com ;

/var/log/nginx/www.mydomain.com_access.log main ;

/var/log/nginx/www.mydomain.com_error.log ;

~

/

dataSauailivinnisnegau Configuration wagyinn1s Restart NGINX service
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Load Balance by NGINX

IRINN1siia Upstream server 71 Tag upstream #3@78814

\ }

/ upstream BackendServer {
server 192.168.146.100:80 ;

server 192.168.146.200:80 ;

~

/

lagsuwuuveInsivuaal Configure LUUT NGINX 9gvnnsnszane Request TUds
Backend server wUU Round-robin Lazaz#11n1s Disable Backend server L@S5899 Down

3o lrululalpeonlule

datasanalivinnisnegeu Configuration wagyinnis Restart NGINX service

o~
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Load Balance by NGINX

n1sAvunly Backend server aglugniue Standby

/ upstream BackendServer { \
server 192.168.146.100:80 ;

server 192.168.146.200:80 backup ;

}

- /

lngUwuurainsnmunal Configure wuull 1A389 Backend server 7kTu Backup 4%
Lignldauauninaseandnag Down n3aldaulile

dataSauallyvinnisnaaau Configuration kagyinn1s Restart NGINX service @
G-CERT
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Load Balance by NGINX

N5 Disable N1sle91u Backend server U19LAS84

4 N

upstream BackendServer {

server 192.168.146.100:80 ;

server 192.168.146.200:80 down ;
_ Y,

lnggUiuuvaInIsimunen Configure kUl LATea Backend server Migninvuaidy
down 3glignlgauae

dataSauallyvinnisnaaau Configuration kagyinn1s Restart NGINX service @
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EGA N2

[ e-Government Agency | 16



Load Balance by NGINX

A1SANMUANISITIU Backend server UN9LASa9lAUINNIILAS099U Aaeag19nlunns
ANNUALUDRNTIEIULUU 4:1

4 A

upstream BackendServer {

server 192.168.146.100:80 weight=4;

server 192.168.146.200:80 ;
- j
Slorasauanlivinnsnaaau Confisuration uaziin1g Restart NGINX service

o~
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N5rnusli Request Path 1U& Backend #1a1A394

AIDYILYU

- WINsEA www.mydomain.com ad Request U8 Backend server IP
192.168.146.100

- ¥WnNLsYA waww.mydomain.com/instranet g Request U8 Backend server IP
192.168.146.200

U/

ALAUITONINUA LA PN
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N5rnusli Request Path 1U& Backend #1a1A394

H#H## Backend server.
upstream BackendServer {
server 192.168.146.100:80 ;
}
upstream BackendServer_Intranet {

server 192.168.146.200:80 ;

EGA
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N5rnusli Request Path 1U& Backend #1a1A394

H#HH## Server define.
server {
listen 80 ;
server name  www.mydomain.com ;
access log /var/log/nginx/wwww.mydomain.com_access.log main ;

error_log /var/log/nginx/www.mydomain.com_error.log ;
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N5rnusli Request Path 1U& Backend #1a1A394

HH#H# Location define.
location /intranet {

proxy pass http://BackendServer Intranet ;

}
location / {

proxy pass http://BackendServer ;
}
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HTTPS Offloading

LLUIAR

Users

HTTPS

Reverse Proxy

HTTP

Backend servers
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HTTPS Offloading

nANsasalig SSL configure 7 /etc/nginx/conf.d/ssl.conf

~

ssl on ;
ssl_certificate /etc/nginx/ssl/server.pem ;

ssl_certificate_key /etc/nginx/ssl/server.pem ;

~

%

EGA
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HTTPS Offloading

wnlalwg /etc/nginx/conf.d/www.mydomain.com.conf lud@auwead Server tag

/ server { \
listen 443 ssl ;

server name  www.mydomain.com ;

@ /etc/nginx/conf.d/D

location / {

proxy pass http://BackendServer ;

N e
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Redirect Users to HTTPS

dlovinns Confisure T9ldau HTTPS leudn Tovinasuiia Confisure sioludidnlulu

W& (/etc/nginx/conf.d/www.mydomain.com.conf)

/ server { \

listen 80 ;

ssl off ;

server name  www.mydomain.com ;

access _log /var/log/nginx/wwww.mydomain.com_access.log main ;
return 301 https://Sserver_nameSrequest_uri ;
\} 4,%
G-CERT
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NGINX Caching

¥IMN158579 RAM disk ialdauiu Caching asain RAM fnanuisalunislaauga
N1 Hard disk fall (lunsditifesnis Ramdisk YU 128MB)

YINN15@3579 Directory Weldidu Ramdisk

[root@serverl ~]# mkdir /ramdisk

PnuUNINsunlulng Jete/fstab Iagiiuussiasnaluiignld

[ tmpfs /ramdisk  tmpfs defaults,size=128M 0 0 }

G-CERT
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NGINX Caching

NUUYINITASLRINN1T Remount partitions

[root@serverl ~]# mount -a

MIIVADUNAVBINITATI Ramdisk

[root@serverl ramdisk]# df -h /ramdisk

Filesystem  Size Used

tmpfs 128M 0

Avail

128M

Use%

0%

Mounted on

/ramdisk

EGA
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NGINX Caching

nsunbulig Reverse Proxy /etc/nginx/conf.d/www.mydomain.com.conf

upstream BackendServer {

server 192.168.146.100:80 ;

}

proxy cache path /ramdisk/cache_ www.mydomain.com levels=1:2
keys zone=cache www.mydomain.com:8m max_size=32m inactive=10m

use temp path=off ;

o~

G-CERT
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NGINX Caching

PAUUNINITWALINYLA Tag location ALFIBENY

server {

listen 443 ssl ;
server name  www.mydomain.com ;
include /etc/nginx/conf.d/ssl.conf ;
location / {
proxy pass http://BackendServer ;
proxy cache cache www.mydomain.com ;

proxy cache valid 200 302 5m;

E

e-Government Agency

proxy cache valid 404 1m;
\ |
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NGINX Caching

75 Clear cache 983 NGINX vilalaanisaudoyalu RAM disk loae antiu path
temp #aglu proxy_cache_path L%y

[root@serverl ~J# s -l /ramdisk/cache_ www.mydomain.com/

-
erX “““ 3 ﬂgIﬂX ﬂgIﬂX 60 Aug 14 0755 5 < \ Cache dlrectory : a‘UVLé]J

\drwx —————— 3 nginx nginx 60 Aug 14 07:54 d %/

[ drwx------ 4 nginx root 80 Aug 14 07:55 temp }—temp directory : RIUaU

[root@serverl ~J# rm -rf /ramdisk/cache_www.mydomain.com/5

[root@serverl ~J# rm -rf /ramdisk/cache_ www.mydomain.com/d

[ **¥* BNNARaU temp W saaaaunun MWLnlalaenis Restart service ¥a89 NGINX

G-CERT
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N15USUWRIAT Configurations U9

## n15UnAN Server Tokens axnsavilalaaniswalulng /etc/nginx/nginx.conf

wauAluneld Tag http lnewiiy Confisure sialuiidnly faghesns

/

http {

server_tokens off ;

\

EGA
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N15USUWRIAT Configurations U9

### N15UNLY Request Header 989 NGINX laanasialulugiuved Tag location A9
FDENY

~

location / {
proxy set header

proxy set_header

X-Real-IP  Sremote addr ;

X-Forwarded-For Sproxy add x forwarded for ;

~

%

o~
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LUz Report @5U NGINX

### GoAccess (https://goaccess.io)

Gohccess - Visual Web Lo X - =

<« C' | & https://goaccess.io wr % =

Home

What is it?

51 - Unique ; Totals 1 GoAccess is an open source real-time

web log analyzer and interactive viewer

that runs in a terminal in *nix systems
or through your browser.

It provides fast and valuable HTTP
statistics for system administrators that

require a visual server report on the fly.

Live Demo & Download

@ Why GoAccess? Q; Key Features — See Full List

GoAccess was designed to be a fast, terminal-based log analyzer. Its core idea is to » Fast, real-time, millisecond/second updates, written in C

quickly analyze and view web server statistics in real time without needing to use » No configuration needed, just run it against your log

your browser (great if you want to do a quick analysis of your access log via SSH, * Only ncurses as a dependency

or if you simply love working in the terminal). = Nearly all web log formats {Apache, Nginx, Amazon 53, Elastic Load

While the terminal output is the default output, it has the capability to generate a Balancing, CloudFront, etc)

» Beautiful terminal and bootstrap dashboards (Tailor GoAccess to suit your -

romnlata raal_tima uThl ranart acwall ac a2 1onn and Frou ranart
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LUz Report @5U NGINX

### GoAccess (https://goaccess.io)

[root@serverl ~]# yum -y install goaccess

induvinsunlulig /etc/eoaccess.conf laglan # a1nualse lull

time-format %H:%M:%S
date-format %d/%b/%Y

log-format %h %A[%d:%t %A] "%r" %s %b "%R" "%u"

EGA

e-Government Agency
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LUz Report @5U NGINX

### GoAccess (https://goaccess.io)
N@aUlwIIU goaccess AYFIDYIS

[root@serverl ~]# goaccess -f /var/log/nginx/access.log

EF root@serverl:~ — O X
Dashboard - Overall Analyzed Requests (14/Aug/ 2016 - 14/Aug/2016&) [Aetive Panel: Visitors] (»
L] e = OrS L] 0
L] 0
> 1 - Tmique wvisitors per day - Including spiders Total: 11
2 — Requested Files (UBL=) Total: 5/5

G-CERT
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LUz Report @5U NGINX

### GoAccess (https://goaccess.io)

NAADULTINU goaccess AYFIDYIS

[root@serverl ~]# goaccess -f /var/log/nginx/access.log > /usr/share/nginx/html/report.html

[% Server Statistics - 2016-

& C | ® 192.168.146.200/report.htm

Generated by
GoAccess 0.9.8

2016-08-14 23:58:35

@ Dashboard

Overall Analyzed Requests (14/Aug/2016 - 14/Aug/20186)

el Valid Requests / Total ... sl Failed Requests Ll Processed Time | Unigue Visitors Ll Unique Files

1871187 0 0 secs

[l Referrers Ll Unigque 404 Ll Static Files Ll | og Size Ll Bandwidth
33.93 KiB 14.58 KiB

Unique visitors per day - Including spiders
Hits having the same IP, date and agent are a unique visit

Visitors  Hits % Bandwidth Date -
187

9

14.58 KiB 14/Aug/2016

Requested Files (URLs)
Top requests sorted by hits [, avgts, cumts, maxts, mthd, proto]

Visitors  Hits % Bandwidth Protocol Method Requests "
2 151

80.75% 8.63KiB | HTTPMA GET

1.23KiB HTTP/1.1 GET test/
00 B HTTP/1.0 HEAD

10.0 B HTTP/1.1 GET test
1 1 0.53% 161.0 B HTTP/1.1 GET /nan

Static Requests
Top static requests sorted by hits [, avgts, cumts. maxts, mthd, proto]

Visitors Hits Yo Bandwidth Protocol Method Static Requests  «”
0 2

1.07% 5420 B HTTP/1.1 GET ffavicon.ico

Not Found URLs (404s)
Top not found URLs sorted by hits [, avgts, cumts, maxts, mthd, proto]

Visitors  Hits % Bandwidth Protocol Method Not Found

0 16 8.56% 322 KiB HTTP/1.1 GET mon

Lkl Excl. IP Hits

Ll Log File
Ivar/log/nginx/a...

e-Government Agency
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Questions?
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